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Preface

Retain

About This Guide

This Retain Unified Archiving Administrator's Guide helps you integrate this software into your
existing email system.

Audience

This manual is intended for IT administrators in their use of Retain or anyone wanting to learn more
about Retain. It includes installation instructions and feature descriptions.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comment feature at the bottom of each page of the
online documentation.

Additional Documentation

Online documentation can be found on the Micro Focus (https://www.microfocus.com/products/)
website.

Knowledge Base articles can be found on the Micro Focus Knowledge Base (https://
www.microfocus.com/support-and-services/knowledge-base/) website.

Technical Support

If you have a technical support question, please consult the Micro Focus Technical Support at http://
support.gwava.com (http://support.gwava.com)

Sales

Micro Focus contact information and office locations: www.microfocus.com (http://
www.microfocus.com)

To contact a Micro Focus sales team member, please e-mail info@gwava.com
(mailto:info@gwava.com) or call 866-GO-GWAVA ((866) 464-9282), or +1 (514) 639-4850 in North
America.
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Professional Services

There are certain activities, for example large data migrations, that you may contract with Micro
Focus Professional Services with to do for you.

North America: sales@microfocus.com (sales@microfocus.com) or call (877) 772-4450.

About Micro Focus

Micro Focus is the world's largest infrastructure software company. Micro Focus a pure play software
company with a portfolio that spans IT operations, security, information management, big data
analytics, cloud, open source and development. Micro Focus focuses on creating world-class
software that brings long-term value to our customers. To provide that long-term value Micro Focus
does not shut down products, even when there are similar products in the subcategory, because that
serves the long-term needs of the customer.

Copyright Notice

The content of this manual is for informational use only and may change without notice. Micro Focus
assumes no responsibility or liability for any errors or inaccuracies that may appear in this
documentation.

© 2018 GWAVA Inc., a Micro Focus company. All rights reserved.

Micro Focus, Retain, the Retain logo, GWAVA, and GroupWise, among others, are trademarks or
registered trademarks of Micro Focus or its subsidiaries or affiliated companies in the United
Kingdom, United States and other countries. All other marks are the property of their respective
owners.
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1 Retain Unified Archiving

Overview

Intended Audience

This manual is intended for IT administrators in their use of Retain or anyone wanting to learn more
about Retain. It includes installation instructions and feature descriptions.

What Retain does

Retain provides a service of long-term storage of data as well as providing search, retrieval, and
review services for archived messages. Retain is NOT a backup or emergency restoration system.
Retain archives messages and data from messaging systems, phones, and social websites and
stores the data for long-term reference. Users may log in and review their personal archived data and
search through it. This not only provides legal compliance and litigation protection, but may be used
to free up space on messaging systems and enhances the data management.

How Retain works

The Retain Worker process connects to the appropriate message server to collect data, using the
message system’s defined APIs, (For example, SOAP for GroupWise and Exchange). This data is
transferred to the Retain Server which stores the collected data in a defined storage location and
indexes the data in the SQL server. Users log in to the Retain Server's web interface to search
through and access their archived messages. User rights are managed by the administrator.

Architecture

Retain consists of several main parts which can be installed on the same server or they can be
spread out across different servers to allow flexibility in where data gets stored and which servers will
be used to perform Retain functions.
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Retain Server This is the core piece of Retain. All functions are controlled from the Retain
Server. The archive is stored here. The server also manages the Retain Worker and stores data
in the database server. There is only one Retain Server per system.

Retain Worker There is at least one per system, and often one per messaging server. The
Retain Worker performs the data collection and transfers the collected data is handed to the
server. The server stores the data in a database. This can be installed on the Retain server, the
mail server or a standalone server.

SQL Database Server : This is an SQL server where Retain stores the message header data,
user data and links to the stored messages in the archive. It is not actually part of Retain. Retain
was designed to support many different databases. NOTE: Installation, maintenance, tuning,
and backup of the database is the customer’s responsibility. This can be installed on the Retain
server or a standalone server.

Reporting and Monitoring Server : This component keeps job and server statistics and
handles mailbox error monitoring. This can be installed on the Retain server or on a standalone
server.

Indexing Engine : This component keeps indexes all the data. The standard High Performance
Indexer is installed on the Retain server or on a separate server cluster as the High Availability
Indexer.

Stubbing Server: The stubbing server works to remove large messages from the GroupWise
system and creates a ‘stub’, or link, to the message which is stored in the SQL database. See
the Stubbing Server section in the Main Guide to decide if a stubbing server is correct for your
system. From a User’s point of view, there is no change to the behavior of their GroupWise
mailbox. Currently stubbing is only supported for GroupWise 8.0.1 or later. This must be installed
on the Retain Server itself.

Retain Router The Retain Router gathers messages data from Android and BlackBerry phones
using REST, and is installed and controlled by the local administrator. Phone data is sent to the
Retain Router or Server where the device ID has been registered. The data is stored locally until
the Retain Router forwards it on to the Retain Server. Afterwards, the data is accessed the same
as all other message data in the Retain Server. This is installed in the network DMZ.
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Best Practices for Component Placement

Retain components communicate via TCP/IP. Though placing all the components in the same server
would yield the best communication speed, such placement is impractical for larger systems. There
must be balance the performance of the components on the physical servers with the speed of the
network links joining them. Retain Workers may exist on the same physical machine as a messaging
server.

How Retain Stores the Archives

Retain uses a hybrid data storage approach. The database contains all the meta data, folder structure
and attachment information but does not hold the actual message text or actual attachments. These
are stored on the file system in a single instance storage scheme using a hash for each individual
message. Data is hashed using the SHA-256 algorithm which can be used to detect tampering.

Other components that Retain depends on

The following items must be ready before you install Retain's core components.

+ Supported messaging system. (For social media capture the RSM gateway must also be
installed)

*

Apache Web Server.

*

Apache Modules mod proxy and mod_rewrite. (Installed and enabled)

*

SQL Database for storage.

*

Java JDK. (This is installed automatically by the installer for Retain use only.)
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Design Considerations

Retain is designed to be as flexible as possible, giving you choices as to where to install its
components. Here are some points to keep in mind when deciding where to put everything.

SQL Database Server

Where should the SQL database server be placed in the network? The faster the network connection
the better. Local installation gives the best communication speed, but it's usually unrealistic to do so.
In a large system, you might have the database on a server by itself for performance or security
reasons. Then, network speed and reliability become key considerations.

+ Network link between the Retain Server and SQL Database Server must be speedy and reliable.

+ The Retain database may have to be manually created by the administrator and a user account
must be assigned with full rights. See the Database section.

+ Storage requirements: Roughly equivalent to the cumulative size of the message data store. See
the ‘Estimating Storage Requirements’ section.

+ NOTE: Installation, maintenance, tuning, and backup of the database is the customer’s
responsibility. Tuning an SQL Database Server can result in significant performance gains.

Retain Server

The Retain Server is the heart of the Retain system. All archive processes, search queries, user
activities, and auditing is funneled through the Server. When planning the Server, consider the
following:

+ CPU requirements are high. The bigger and faster the better.

+ Storage requirements: Storage sizes may change over time. An expandable storage scheme
ensures options down the road.

+ Other web applications such as GroupWise WebAccess or iManager should not be installed on
the same server. The Retain Server should be a dedicated machine.

+ Do not install Retain components on the same machine as iFolder.

Retain Worker

The Retain Worker is the piece that receives data on a scheduled basis from the messaging systems.
It then passes this data to Retain Server. Things to consider when placing a Retain Worker are:
+ Areliable, speedy network connection between Retain Server and Retain Worker.

+ Areliable, speedy network connection to CAS and Mailbox Servers or Post Office Agents being
accessed.

+ If desired, one Retain Worker can be placed on the same box as the Server for communication
performance reasons.

Retain Router

The Retain Router needs to be visible and accessible to the Internet to receive mobile data.

+ The Retain router should be installed in the DMZ.
+ Adependable network connection to both the INTERNET and the Retain Server are required.
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+ The Retain Router must have an active and constant connection to a data holding location,
called the ‘data path’. The data path is simply the directory where phone data is kept while
waiting to be sent to the Retain Server.

+ Because data path storage requirements are low, it is highly recommended that the router and
data path all be located on the same machine.

Messaging System Address Book

Retain gathers mail from known users. Users known to the messaging system are stored in the
System Address Book. Retain caches this information locally. The address book needs to be updated
as users are added. The Retain never deletes a user from the cached address book unless there is
no mail archived for the user. Over time, Retain will know about all users in the messaging system,
both current and past. Because Retain stores past users in its cached address book, it can distinguish
between two users of the same name. For example, “John Smith” added today will be recognized as
a different user from “John Smith” who worked at the company six months ago.

Retain Functions

Retain has three fundamental functions:

+ Import data into Retain
+ Find data in Retain
+ Export data from Retain

Data Out

Data In

[ GW Archive Migration
{PAM Tool) Yne

| PST Importer }--""'_

POF ‘

e S ™ 2 ~
Netmail and M+ o Retain |~ rd NG iR 3 .
| Migration Uiilty / \\ . \\ '“\-\| —
\“I Qutiook Phegin )‘ —-[ PST W

",

Viewar l

N

.

| Open (Disk Archive) ]

Find Data

Importing Data into Retain

After getting the Retain server up and running the next thing to do is to import data into Retain.

The Modules allow data to be dredged from live messaging systems.
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There are also workstation tools for migrating offline data into Retain. These can be found under the
Tools menu at the top-right of the Retain web console. These include the GroupWise Archive
Migration Tool, the PST Importer and the Netmail and M+ to Retain Migration Utility.

Finding Data in Retain

Once data is in Retain you may need to find the data that has been archived. When you are browsing
a mailbox, you are seeing the metadata of each message stored in the database. When you search in
Retain, you are viewing the indexes that Retain has built to find things quickly. When you open a
particular message, you are viewing the data as stored on disk.

Exporting Data from Retain

Within the web interface, you can use the checkboxes next to each message to select additional
messages. Now you can select actions to take on the message or messages. A default user has
rights to View and Save attachments, as well as Forward and Print Messages. As admin, you can
also Restore messages (if you are on Exchange), Export to PDF, Delete messages. Other actions
that can be taken are: set Litigation Hold, Confidential State (if the mailbox has multiple users with
access) and Tags. Users and Groups can be given additional rights as needed.

If you are using Outlook, the Outlook plugin allows the user to search and download messages from
Outlook itself. Retain becomes another folder in Outlook.

The above methods are good for dealing with small amounts of messages, but for dealing with large
amounts of messages you will want to use Publisher, a workstation tool found under the Tools menu.
You can save a search query in the Retain web console and then use it again when you log into
Publisher or you can create the search query in Publisher. Publisher will download messages to the
workstation, once the download is complete you use Viewer to read, search, redact and export the
messages to PDF or PST.

Finally, when the message has reached the end of the data retention policy you would use Deletion
Management to permanently remove messages from the archive.

Retain Services

Retain utilizes configured modules to archive different messaging systems and to allow tight
configuration of desired archive activity. From Email Systems, Retain archives all desired data,
including email, notes, appointments, meetings, reminders, and tasks. From Social Platforms, Retain
archives all postings and comments made to monitored pages and all chats. For Smart Phones,
Retain can archive PIN, SMS, and phone call data. For Search Engines, Retain can archive search
criteria used. All data streams will be organized by the user who created or used them, they time they
were created, and the data source. All this information is indexed and can be quickly managed
through search, export, and publishing of desired items from the archive.

The systems and data streams which Retain can archive are listed below:

Email Systems

+ Exchange

+ Office 365

+ GroupWise
¢ Gmail
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+ Bloomberg
+ GBS Notes

Smart Phone Communications

*

BlackBerry (BES Server)

BBM Enterprise (on all platforms)

Android

IOS and Android (via CellTrust Secureline)

*

*

*

Social Platforms

+ Facebook

+ Flicker

+ Google+

¢ LinkedIn

+ Instagram

+ Pinterest

+ Twitter

+ Vimeo

+ YouTube

+ Skype for Business with 0365

Product Lifecycle

Software versions consist of a 4-part number of the form:
<major version>.<minor version>.<service pack>.<patch>

Each ‘part’ can be 1 or 2 digits in length (0-99) except for the patch ‘part.’ A patch will use the SVN
(software version) number. An example might be version 4.0.3.26928, where 4 is the major version, 0
is the minor version, 3 is the service pack, and 26928 is the SVN.

Patches and service packs will only be developed for the current version, or - with more extreme
cases - one minor version back. A service pack rolls together all patches implemented since the
previous service pack release.

Micro Focus GWAVA Family of Message Handling Products

+ Secure Messaging Gateway is a message scanning product that protects your system from
malware and spam.

+ Retain Unified Archiving is an archive storage product that is designed to keep messages from
GroupWise, Exchange/O365, GMail, BlackBerry, Bloomberg, Notes, mobile, social and other
messaging platforms for the long term to meet data retention legal requirements and has
powerful search capabilities for eDiscovery.

Retain Unified Archiving 23



24

GroupWise Disaster Recovery powered by Reload for GroupWise is a hot-backup and disaster
recovery product for GroupWise. It keeps a few weeks of data and can easily restore messages,
calendar items, address books, and even whole users. It can also act as a fully functional Post

Office in times when the GroupWise POA is down.

Reload for Retain is a hot-backup product for Retain. The Retain archive keeps items for the long
term and often becomes the only repository of an item. Without a backup you can leave yourself
open to legal liability if the items are lost before the retention period has passed. Reload for
Retain provides high speed backups of your Retain archive.

GroupWise Reporting & Monitoring powered by Redline is a comprehensive, customizable,
monitoring and reporting tool for GroupWise.

GroupWise Forensics powered by Reveal provides essential auditing and oversight capabilities
that legal, human resources, and auditing personnel need within GroupWise.

GroupWise Mailbox Management powered by Vertigo is the Enterprise Mailbox Management
tool for GroupWise.

GroupWise Disaster Recovery

Secure GroupWise Monitoring and Reporting
Messaging GroupWise £
Gateway \ GroupWise Mailbox Management

GroupWise Forensics

Retain Unified Archiving

Reload for Retain
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2 Release Notes

Retain 4.4

Introduction

The document communicates the major new features and changes in this release of Retain. It also

documents known problems and workarounds.

About This Release

Retain 4.4 has added a number of new features as well as fixed a number of bugs from previous

versions.

New Features

TeleMessage Module

A new module has been added to allow the archiving of TeleMessage messages.

UM Labs Module

A new module has been added to allow the archiving of UM Labs messages.

Localization

Retain has been localized into Japanese.

Bug Fixes and Enhancements

General Note

All bug fixes and enhancements will be listed here. These enhancements are not limited to the

previous version of Retain and could affect other versions. Please refer to the online documentation

for further clarification or contact support@gwava.com

*

*

*

RET-6131 snaplock timestamp tool to write missing timestamps
RET-6536 Include mobile archiving stats in R&M Server

RET-7266 Retain Server job status showing finished job as running
RET-7654 Can't find mails by personal subjects

RET-7831 Worker logs are not purged when they should be

Release Notes
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RET-7888 High CPU-Utilization in virtualized environments since 4.1 upgrade
RET-7919 RestAPI AsyncProcessingException is reported as a Worker stacktrace
RET-8003 Misc.Properties Developer=16 option does not work in 4.2

RET-8004 AJP Protocol Error

RET-8161 Support message queuing functionality with the message router
RET-8311 Util/systemProperties.jsp can leak admin credentials in plain text
RET-8715 Auto Searching Causes Performance Delays and Failures

RET-8947 SSL settings are not transmitted from GW module page to worker > module specific
tab

RET-9036 Word Wrap not Working in New Plugin Interface

RET-9060 0365 on linux

RET-9061 Show how stubbing search works in GW client

RET-9094 Trusted application key not updated for stub server

RET-9064 utf8mb4 Emoji in subject prevents message from being archived
RET-9210 Ignored disabled user error messages appear in the log
RET-9467 Fix for BBM Export Configuration

Release Notes
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Retain Planning and Design Best Practices

There are so many variables that impact performance and design that no single document could
adequately cover them. Instead, this document mostly discusses concepts so that the reader can
apply them their needs. This document has four major sections:

+ Retain Architecture

+ Hardware Design

+ Retain Configuration

+ Backing Up Retain
This document's intent is to provide insight into how Retain works so you know how to design your
system. It will provide some guidelines and best practices; however, it does not attempt to make
hardware recommendations or provide specifications of such. It is anticipated that the reader will
understand how Retain works, how the various hardware components play a role, and be able to
make hardware decisions based on that understanding. Again, no two systems are alike, so one size
does not fit all. And, keep in mind, Retain's minimum system requirements are MINIMUMS. Retain

will work with those minimums; but, if performance is a priority, then read on and apply these
concepts to your specific situation.

Retain Architecture

Retain can run on a bare metal server or on a VM running Windows Server or SuSE Linux. For
backup purposes and flexibility, we recommend running it on a VM.

Retain consists of four major components:

+ Server
+ Worker
+ |ndexer

+ Database
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Retain : e Retain

Worker Retain Server Engine DB
MySQL
MS SQL

Server

The Server is where the archive system is configured and maintained. It is responsible for storing,
indexing, searching, and reading archived items.

Worker

The Worker is the component that interfaces with the messaging host/mail server containing the
messages you are archiving. It retrieves the messages and passes them onto the Retain Server.

Indexer

The indexer scans the messages and attachments to make them searchable, indexing each word
and some phrases. When a user performs a search in his/her Retain mailbox, the list of messages
returned is coming from the indexer, not the database. Understanding that difference helps you make
decisions on memory configuration choices for Tomcat (which powers the indexer) and for the
database. The index process is the most memory intensive (I.E. uses the most memory) part of
Retain.

Database
The database stores most of the Retain configuration as well as the message metadata, which is
information about the messages being store (subject, sender, recipients, links to attachments,

indexed state of messages, folder location of the message, etc). When a user logs in to his/her Retain
mailbox, the list of folders and their messages are being retrieved from the database.

Archive Job Flow

When an archive dredge job is running the work flow follows this pattern.



3 - tems sent to
Worker

2 - Worker request
items

4 - Worker passes items to
RetainServer

1 - Worker polis for queued
jobs

6 - ltems
archived

8 - Indexes
items

5 - tems' metadata added to database

1. The Worker polls the Server every 10 minutes (default) for new queued jobs it may need to run.
It launches the job.

2. The Worker connects to the mail system and does a login to each mailbox. For every mailbox, it
requests the items in that mailbox based on the settings in the profile.

3. The mail server responds by sending the items to the Worker.

4. The Worker sends smaller items to the Server. For large items, it sends the items' metadata and
awaits instructions from the Server as to whether the item already exists.

If it already exists, the Server notifies the Worker that it does not need to send the item over.
If it does not exist, the Server notifies the Worker to send the item.
5. The Server updates the Retain database with the item's metadata if it does not already exist.

A good example of this is when User A sends message 1 to User B. When User A's mailbox is
archived, Message 1 gets stored on disk with a record getting written in the database pointing to
the file on disk and associating the message to User A's mailbox. When User B's mailbox gets
archived, the Server notices that message 1 is already stored on disk and that a record in the
database exists for that message. Now it updates that record and associates it with User B's
mailbox.

6. The Server adds the item to the storage area on disk.

7. The Server launches the indexing process (if it is not already running) to begin the indexing
process.

8. The Indexer indexes any items that need to be indexed.
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Hardware Design

There are four major considerations you need to take into account when designing the hardware for a
Retain system:

*

Bandwidth

+ CPU
Storage/Disks

+ RAM

VM Configuration

*

*

Bandwidth

The Worker will be querying your messaging system for messages to be sent to it and receiving every
one of those items; however, not all of those items will be sent over to the Server. If the link between
the Worker and the messaging system is slow, you should consider placing the Worker on the
messaging system's server or on a server that has a fast link to the messaging system.

The only downside to this strategy is software updates. When upgrading Retain software, you will
have to go to each server hosting a Worker and upgrade its software. If the Worker is running on the
Retain Server itself, then the installer automatically upgrades every Worker on the Server.

CPU

Retain is multi-threaded and able to make use of multiple CPU cores. The base server uses 4
threads, and the Indexer starts with 3 threads. If more than 7 CPU cores are available, additional
Indexer threads are spawned. The basic formula is [cores - 4 (minimum 3)].

Cores Retain Server Threads Indexer Threads

© o N o g A W DN
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We have found that 8 CPU cores provides a sweet spot for performance gains, allowing Retain 4
threads and the Indexer 4 threads.



Storage/Disks

Since Retain is an archiving solution, it will happily fill up your storage system. While it will warn you
of impending doom, it is up to you to keep bad things from happening like the hard drive filling up
completely. It is difficult to recover from that since not even the OS works very effectively under those
conditions. You need to design in the ability to add extra storage easily. Retain stores data in the
archive, database and indexes the data for search. Retain also logs what is happening for auditing
and troubleshooting purposes.

R&M Reporting
Log and
Monitoring
Database L 7

Retain
Worker

[ Bootstrap ] [ Module ]

Archive
~/00/00/00/
~/00/00/01/

~IFFIFFIFE/
~IFFIFFIFF

Indexes Indexer

thdaxer Retain Retain
e Server Worker
9 Log Log
I

Since the point of Retain is data safety, we will design around that priority. It is fine in a lab setting to
just leave everything on a single drive, but in production, you should desire something more robust.
At the very least put the OS on its own partition. It is much easier to recover if a data drive is full rather
than a boot drive. It is also important to consider what needs to be done to backup Retain (../
Administration/Backing_Up_Retain/Backing Up Retain.htm).

Size - Archive Files (BLOBs)

The trend with disk storage is that it is increasingly becoming less expensive. Micro Focus cannot tell
a customer how much storage space will be needed - it is almost impossible to predict with any
degree of accuracy. A general rule of thumb is current size + rate of yearly growth. Understanding the
trends of your email growth, the current space consumed by it, and how Retain stores those
messages can help you in your planning. If anything, you'll want at least enough storage space to
handle your initial archive job of all your email to date and up to the next year or two. You can always
add more disk space and Retain storage partitions after that.

Retain's storage design is efficient. Only one instance of any message or attachment is stored on
disk, regardless of how many users received the same items and regardless of whether those users
are on the same mail server.

Retain also allows you to expire and delete messages stored in the system after a specified time
period, saving you disk space as well.
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According to some research we found on the Internet, the average number of emails per user is
currently 120 per day or 32,000 emails per year given an average workweek and increasing over the
years. The average size of an email is 75kb. Do some math and the average is 2.4GB per user per
year.

Database

There are a variety of factors that determine how much disk space Retain will consume. The biggest
factors are number of messages per day and the length of time you intend to archive your data. It
may be difficult to figure out either of those factors. If you have a virtualized environment, you can
allocate more space than you think you will use and thin provision the disks. For our cloud customers,
we typically set the db partition to 500 GB and go from there. If a partition runs low on disk space at
any point, support can direct you on the proper steps to move the data to another partition if
necessary.

The numbers provided in the following table are simply representations of three different systems.
Remember, no two systems are alike. Two customers with the same number of messages in their
system may have vastly different database sizes due to the difference in the message metadata. For
example, Customer A may have short distribution lists while Customer B has a lot of emails with
hundreds if not thousands of recipients associated with the messages; therefore, this sample data
may or may not represent what you may experience with your system. The purpose of providing
sample data is to get you into a possible ballpark range. If anything, err on the side of going higher on
the storage need.

Example Systems Server A Server B Server C
Message Count 104,976,966 18,261,383 2,699,654
Archive Size 5.3TB 1TB 115 GB
File Size per Message 4.54 KB 4.71 KB 6.21 KB
(archive)

Database Size 455 GB 82 GB 16 GB
File Size per Message 56.27 KB 64.02 KB 45.06 KB
(database)

File System

When selecting the type of file system on Linux, we recommend going with XFS because it
dynamically creates iNodes whereas ext3 forces you to configure those up front. Once you run out of
iNodes, nothing can be written to that disk, even if you have plenty of disk space left. XFS is also
popularly regarding as performing faster as well.

Itis NOT recommended to use ReiserFS, performance on that file system is much worse than XFS.

Other Disk Partitions

Let's talk concepts first, so you can determine if the following recommendation makes sense for you.

Retain archive jobs are disk I/O intensive. You have message content being stored in the archive
directory, each message is getting indexed, you have the database getting updated with message
metadata, and you have logs being written to continuously. That is a lot of disk access.

Now, let's apply that information to various disk configurations:



Physical ("bare metal”) Server

This is your old-school standalone server not running as a VM. In this situation, Retain is installed on
a physical machine, not a virtual one. The server has its own locally attached disk. If there is just one
disk, you have a lot of disk I/0O contention during a job and that will negatively impact performance. In
such a case, the recommendations we will make in this section would apply.

VM Guest on Host With Local Disks

Your Retain server is a VM guest running on a physical server that has only local disks. Nothing is on
a NAS or SAN. In such a case, the recommendations we will make in this section would apply. You
would simply create multiple disks and just ensure that each one gets created on a different
datastore.

NAS or SAN

This could be physical box where the storage is mounted/mapped to a NAS or SAN; or, this could be
a VM guest where:

+ The VM guest itself is stored on a NAS/SAN; thus, the VM guest's "local disks" are also sitting on
a NAS/SAN; or,

+ The VM guest itself is stored on the hosts local disks but the "local disks" of the VM guest are on
datastores residing on a NAS/SAN; or,

¢ The VM guest is mounting volumes stored on a NAS/SAN.

If the Retain storage will ultimately be on a NAS/SAN and if the volumes are expandable on the fly,
then the recommendations we make don't necessarily apply. As you can see, there are so many
configurations that a discussion on what exactly to do becomes impossible. The reader really needs
to understand what Retain is trying to do and then see what can be done on the hardware end to
facilitate best performance.

If it is a NAS/SAN, that doesn't necessarily translate into great disk performance. Many have a NAS
but call it a "SAN". So then you have to consider the pipe speed to the storage: 1 gigabit/sec is
considered very slow. On top of that, you have to consider how many disks are in the array, their
RAID configuration, and the speed of the disks themselves.

For those situation where it makes sense to follow our recommendations:

There is a logical reason for separating your archive files from everything else and a performance
reason.

If all the Retain storage is located on the same volume and you run out of space, Retain provides the
ability to create additional storage volumes for the archive files. After an additional logical storage
volume is created within Retain, all archive files from that point forward as archive jobs run will go to
the new location. That works great.

However, the indexes will continue to grow and Retain doesn't have the ability to partition indexes.
Some customers have run out of disk space, created new logical storage partitions that point to
another volume, but then run into problems with their archive jobs because they are still out of disk
space for the INDEXES. Thus, for logical reasons, you want to have your archive files on a separate
volume to begin with unless the volume containing the Retain storage is expandable on demand.
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If it makes sense to do so (based on all the concepts previously discussed), you'll want to separate
your archive files from your indexes and from your database, which means two to three other
partitions on your Retain Server in addition to your OS partition. If your database is on a separate
server from Retain, then only two other partitions are needed; otherwise, you'll want three additional
partitions.

Data Partitioning

We recommend dividing up your storage directories onto separate disks, so beyond the OS disk there
should be:

+ Disk 1: Archive

+ Disk 2: Index (250G start). For best search performance, consider making this a solid state drive.
+ Disk 3: Logs, xml, ebdb, export, backup, and license (150 - 200G)

+ Disk 4: Database (if on-board)

Disk 2 should be expandable and you'll want to give it room for the indexes to grow; but, if you cannot
do that, then when it runs out of space, you'll simply need to move your index files to another volume
with more disk space in the future. For disk 2 - as mentioned previously - you may want to consider
an SSD, as that would increase the search performance.

If disk 1 and disk 2 can literally be on different "spindles", then you will also get some performance
gains from that because an archive job writes simultaneously to the archive directory, the index
directory, and to the database. If each of those are on different physical disks (a.k.a., "spindles"), then
this eliminates disk contention bottlenecks. Smaller systems may not need to be concerned with
performance while larger systems that have archive jobs running for hours may want the performance
gains.

Using disk 3 for logs is especially helpful for larger systems. If you have 6 Workers averaging 5 - 10
messages per second, expect a RetainServer log of around 60G unzipped. Plan for 150 - 200G for
your logs directory. For the initial archive job, the rule of thumb is 10G per day per Worker. If you do
not use a third disk, then the logs will go to the OS partition and that could spell trouble. Also, if users
access their archives often and perform PDF exports, that can grow as well. The xml, ebdb, and
license directories are pretty much static with minimal to no growth. The backup directory is a backup
of the index directory and other important items. However, if the disk begins to run out of room, you
can easily copy this data over to a larger disk at some future time and point retain to that new disk.

Finally, if your database is on the Retain Server, you'll want a third or fourth disk for it (depending on
whether you decided to dedicate a disk for your Retain logs).

If performance is an issue, not only will you want all three of these partitions/disks to be on physically
different spindles (or at least written to a NAS/SAN with many disks that it can swipe across), but
you'll benefit from putting indexes and the database on high speed drives. Your archive directory does
not need the performance and can be on less expensive disk media.

Make sure to set the permissions of the new disks correctly in Linux or the installation will fail.



Disk Performance

This comes up a lot; thus, it bears repeating what was mentioned previously. A customer will claim
that they are on a fast SAN. Often, it is not a SAN but a NAS and there are many considerations that
go into performance. So, knowing that disk 1/O is the top issue with archive job performance, it is best
to plan out your disk storage accordingly.

Storage design and disk 1/0 has everything to do with Retain performance as archive jobs are I/O
intensive. You have the following processes writing to disk simultaneously:

+ The indexer to the [storage path]/index
+ The database (if on the Retain server)
+ The Retain Server to [storage path]/archive
+ The Retain Server to the logs directory:
¢ Linux: /var/logs/retain-tomcat8
+ Windows: [drive]:\Program Files\Beginfinite\Retain\Tomcat8\logs

With all of that disk activity, if a single spindle (drive) is having to handle all of it, then you can see that
the performance bottleneck would be disk 1/0. However, many disk systems these days involve
multiple disks using (i.e., RAID 5 or RAID 10) that write the data across multiple disks. The more
disks involved, the more you are spreading the load and typically the faster the disk performance will
be. You also have a difference in drives (SATA/SAS/SSD). In those cases, you now are looking at
whether the disks are local to the server or in a SAN/NAS.

RAID Considerations

Let's say your server employs RAID 5, which provides better redundancy than, say, RAID 10. If there
were 4 disks. As you know, RAID 5 uses an extra parity bit that consumes an entire disk, which
leaves it with 3 drives on which to stripe across. If one of those drives becomes unavailable, that
leaves you with 2. Striping across 2 or 3 drives doesn't lend for great speed, especially if the disks are
lower end SATA drives.

SAN / NAS Considerations

If on a SAN/NAS, now you are looking at the network link speed as well. You could have very fast
drives, but if your link speed is 1 Gb/s, your bottleneck is going to be your link.

The 1 GB/s network link is slower than a SATA 2 or 3 connection (AKA SATA 3 Gb/s and SATA 6 Gb/
s.) Your SATA 2 connection (which is now getting to be a pretty old standard) is 3x faster than a 1000
Mb/s network link (or 1 Gb/s network connection). A fast single HDD can saturate a 1 Gb/s
connection but not quite a 3 Gb/s connection (SATA 2.0, or SATA 3 Gb/s) with a sequential read/write.
7,200 RPM platter drives usually top out around 160-170 MB/s (or 1.28-1.36 Gb/s).

Measuring Disk Performance

It really comes down to IOPS. Here is a very simple IOPS calculator: http://
www.thecloudcalculator.com/calculators/disk-raid-and-iops.html (http://www.thecloudcalculator.com/
calculators/disk-raid-and-iops.html) or you can find one of your own.

So, it really comes down to you understanding your underlying disk storage. This article just gives
food for thought. If you are running Retain on a VM guest server like most customers do, then you
need to also understand your VM host and VM infrastructure. Is the Retain storage viewed by the
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server OS running on the VM guest as "local" storage? If so, what type of disk system is holding your
VM's datastore? If it is not local storage but the server is connecting to external storage, then you
need to take a look at the external system's configuration.

Bottom line: Disk I/O performance is key to Retain's performance and there are several areas to
investigate where the bottlenecks could be.

In addition to partition considerations, make sure that your storage is reliable. NFS mounts can be
problematic, so you may want to shy away from those. NSS volumes are not supported, so do not
use them.

RAM

The amount of memory depends on the number of active mailboxes you are archiving, the mail
volume, your underlying hardware, and how your Retain system will be used.

We'll first discuss the concepts so that you can apply them to your system and we'll give you some
general guidelines. In most instances, you will need to experiment with various memory
configurations until you find what works best in your environment.

Concepts

Retain runs under Tomcat as shown at the beginning of this article and Tomcat runs on Java. The
Retain Server will use the Java "heap" for its memory and the indexer will use the OS memory as well
as virtual memory (see the Virtual Memory subsection below). For this reason, you should configure
Tomcat/Java with the bare minimum to have it run in an acceptable fashion for you. If logins or Retain
in general seems sluggish when in the mailbox or using the web admin tool, you may need more
heap. The sweet spot for most systems with a single Worker installed on the local Retain server is 8
GB minimum (xms) and maximum (xmx). You want to leave as much RAM as possible for the
Indexer, which uses non-heap RAM.

The amount of Java heap you set will depend on total RAM on your system and the number of
Workers you install in addition to the default single Worker. As we grow in customer experience with
Retain 4, we adjust this article's memory recommendations accordingly.

Right now, development has suggested 1 - 2GB per additional Worker beyond the 8 GB you normally
would give to the Java heap for a system with a single Worker local to the Retain server; however,
we've had a customer with 110 million messages with 7 Workers local to the Retain server get away
with 8 - 10 GB of RAM, but that is really pushing it. They didn't run under that configuration for more
than 24 hours, so we cannot tell whether it would have been successful in the long run.

The installer for Retain 4.0.1 and later tunes Tomcat/Java memory based on total RAM and which
Retain components are installed. See the online manual's topic, "Tomcat Memory tuning" (note: that
link goes to the 4.0.1 documentation, so if the link doesn't exist in the future, go to the online manual
and find that topic). Again, as we learn more from customer experience, the installer's default RAM
configuration is subject to change.

If you really want the fastest search performance, load it up with RAM, like 64GB or more. Systems
with large numbers of messages (100 million or more) seem to be needing 64 GB of RAM or more. If
you have a database system running on your Retain Server as well and multiple local Workers, then
those will cut away at available RAM for the indexer, so you need to take that into account. The
indexer wants to cache indexing data into RAM and memory access is much quicker than disk.



General Guidelines

All of this really depends on the priority you place on Retain performance. If a customer is only
interested in getting data into Retain and it doesn't matter how long the archive jobs take (as long as
they finish within a 24-hour timeframe) nor does the customer care how long it takes to search for
messages (because they do not do it that often), then none of this matters.

The key test is how quickly tomcat shuts down and how much memory the OS is sending to swap. If
tomcat is shutting down slowly, that's probably an indication that it has code in swap memory that it is
having to call off of disk in order to close out. Reserving more memory for the OS should alleviate that
problem; thus, reserve a minimum of 4G for the server OS right up front. On some systems, we have
had to allocate more, on others, less. So, the key is to try different configurations on your system to
see what makes the difference.

Once you have subtracted the OS memory from your total memory, give 2 - 4G of RAM to the
database (if the database is on the same server; otherwise, the remainder can go to Tomcat). Note
that Tomcat will need a minimum of 2G.

For small systems (1 - 250 mailboxes), 8G of RAM might be OK if that's all you can afford to allocate
that. It is true that a small Retain system can run on 4G, but performance will be awful in most cases.
If even decent performance matters, you really should not go lower that 8G unless you are a very
small business and have 0 - 50 mailboxes. You might even want to consider trying 12 - 16G and see
what difference that makes for you. For some, it will make a big difference. For others, it may make no
difference as the bottleneck is elsewhere.

For medium sized systems (250 - 750 mailboxes), 12 - 16G of RAM should be considered.

For larger systems, 16G should be considered a minimum. Many large systems range from 24 - 48G
of RAM. The more mailboxes and mail volume, the more RAM you might consider giving your Retain
server. But, again, we have to emphasize that every system is unique and RAM may not be the
biggest performance factor for them.

Case in point: We have a customer with 700 users that found allocating 24G of RAM made a big
difference. In another case, a customer that had 1,500 users needed only 12G. We have systems
with thousands of mailboxes and those systems do benefit from increased memory allocation, but
their needs vary.

Tomcat Memory Configuration

Tomcat memory is manually configured. The latest version of Retain sets it to 8G by default. It is an
industry best practice to set the minimum and maximum memory values to the same value.

In Linux

You set the Tomcat memory parameters in a file called j2ee found at /etc/opt/beginfinite/retain/
tomcat8. See Tomcat Memory tuning (Tomcat_Memory_tuning/Tomcat Memory tuning.htm) for more
detail. Tomcat must be restarted after configuring it.

In Windows

You can set Tomcat parameters by running Programs | Tomcat 8.0 | Configure Tomcat. Go to the
"Java" tab to set them. Note, we also recommend setting the stack size to 256k (it defaults to 160k in
Windows).
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Database Memory Configuration

Since most organizations employing Oracle or MS SQL have someone designated as a database
administrator (DBA), they typically understand memory configuration. What they need to know is that
archiving speed and user mailbox browsing performance is affected by the amount of memory given
to the Retain database.

Virtual Memory

If you have the available disk space, we recommend increasing the virtual memory to at least 50GB.
In Linux, this is known as swap. In Windows, this is called the page file. Ideally, this swap or page file
should be placed on a fast storage for performance reasons.

VM Configuration

VM (Virtual Machine) NIC Settings
We have found that using VMXNET3 for the network adapter in VMs helps performance.

Virtual Machine SnapShots

We have found that VM snapshots can reduce performance of the Retain Server. Keeping the
number of snapshots to a minimum is highly recommended.

Resource Restrictions

See "Retain tomcat becomes unresponsive after several mailbox searches", which addresses a VM
resource limitation setting that - if set - can affect the performance of Retain and cause it to freeze.

Retain Configuration

If your Retain system was installed with version 3.0 or older, we recommend checking some settings
and consider making some adjustments:

Logging Level = Diagnostic

Both your Server and Worker logging levels should be set to "diagnostic™ unless you do not have the
available disk space on your root partition.

The Worker logging level is found under Data Collection | Workers | [select the Worker object] |
Logging.

The Server logging level is found under Configuration | Server Configuration | Logging.

Indexing All Content

Indexing all content is now the default.



Workers

Under the Connection tab of the Worker object (Data Collection | Workers), be sure the port is set to
48080. For systems created with Retain 3.2 and later, it defaults to port 48080; however, if the Worker
object was created with an earlier version of Retain than 3.2, the port default was 80. This causes the
Worker traffic to the Server to pass through the web server, which slows the job down. Avoid SSL
unless required by security requirements. It will cut the job speed in half.

For larger systems, you can divide up your jobs and assign each job to its own Worker. Only one job
can run at a time for a given Worker; thus, if you install multiple Workers, you now can have those
jobs run simultaneously in parallel. We recommend that each Worker object (created in the Retain
Server administration interface) be given a name that describes its location and - if on the Retain
server with other Workers - the directory to which it was installed. For multiple Workers on the same
server, each Worker program directory will be named RetainWorker (the first installed Worker) and
RetainWorkerX (where "X" is the Worker number assigned during the installation).

For installing multiple Workers on Linux (Linux_Installation/Linux
Installation.htm#Installing_Additional_Workers:).

For installing multiple Workers on Windows (Windows_ Installation/Windows
Installation.htm#Installing_Additional_Workers).

For Office 365 and Gmail, you will definitely want multiple Workers as archiving over the Internet from
those systems is very slow - especially with Gmail. In those cases, create multiple distribution lists
within those systems and create a separate job for each distribution list.

Archiving from Reload

Several years ago when GroupWise first supported the SOAP protocaol, it was unstable. When Retain
would run a job against a post office, the POA would often crash. Because this issue had such a big
impact on customers, Micro Focus developed a method for archiving from a Reload backup designed
to be a temporary solution until all of the SOAP issues in GroupWise were addressed. Novell
eventually addressed the issues in their product and it became reliable and stable.

It is a recommended best practice to archive directly from the live post office and not from Reload.
The archive job has a very light footprint on the post office - it only logs into one mailbox at a time and
requests items. It would be like running the GroupWise client in caching mode and downloading mail
on a daily basis. In addition to that, the performance and reliability of the archive jobs is much higher
going straight to the production post office. There can be issues when archiving from Reload
backups, especially if you don't stay right on top of the jobs to ensure they are completing properly.

We do not recommend running archive jobs against Reload unless there is a stability issue with your
production post office. In such cases, that should be a temporary solution.

Profiles
GroupWise

Scope

One of the main points of having Retain is to have a complete archive of messages in your system
because of data retention policies under which your organization must operate. If your email system's
retention functionality is not understood or properly configured, users could purge items from their
trash folder before Retain gets a chance to archive it. See the KnowledgeBase article: "How
Retention Services and Item Store Flags Work (http://support.gwava.com/
kb?View=entry&EntrylD=2364)".
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Message Placement

Also, users make take a few days to organize their mail into folders. When the Retain archive job
runs, it will take a "snapshot" of the user's mailbox as it exists at the time of archiving that mailbox.

If an Item A is in the main mailbox folder at the time of the job, it gets placed into the main mailbox
folder in the Retain mailbox. If the user subsequently moves the item to another folder, Retain will not
remove the item from the main Retain mailbox folder; instead, Retain simply creates an additional
pointer to the item in the folder to which the user moved the message. This means the item will be
found in the main mailbox folder and in the folder the user eventually moved it to.

To avoid this, some customers set the Date Range to Scan to Number of days from job start (older)
and set the number of days to a value between 7 - 21. This gives the users that extra time to organize
their new email before Retain archives it.

Miscellaneous

To save disk space, enable the option Don't store MIME.822 attachments and then activating the
settings:

+ Store/index Internet Headers
+ Include Routing Properties

These settings will grab the data that is in the MIME.822 attachments and store and index them.

We also recommend only including shared folders that are owned by the mailbox. The other setting
can cause errors in the job due to circular folder references.

Under Disabled/Expired Users, set "When Retain encounters a disabled or expired mailbox" setting
to "Ignore".

Exchange/O365

Scope

One of the main points of having Retain is to have a complete archive of messages in your system
because of data retention policies under which your organization must operate. If your email system's
retention functionality is not understood or properly configured, users could purge items from their
trash folder before Retain gets a chance to archive it. See the KnowledgeBase article: "How
Retention Services and ltem Store Flags Work (http://support.gwava.com/
kb?View=entry&EntrylD=2364)".

Message Placement

Also, users make take a few days to organize their mail into folders. When the Retain archive job
runs, it will take a "snapshot” of the user's mailbox as it exists at the time of archiving that mailbox.

If an Item A is in the main mailbox folder at the time of the job, it gets placed into the main mailbox
folder in the Retain mailbox. If the user subsequently moves the item to another folder, Retain will not
remove the item from the main Retain mailbox folder; instead, Retain simply creates an additional
pointer to the item in the folder to which the user moved the message. This means the item will be
found in the main mailbox folder and in the folder the user eventually moved it to.

To avoid this, some customers set the Date Range to Scan to Number of days from job start (older)
and set the number of days to a value between 7 - 21. This gives the users that extra time to organize
their new email before Retain archives it.
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Miscellaneous
Enable these settings:

+ Store/index Internet Headers

+ Include user's recoverable items.

We strongly recommend abandoning the practice of using journal mailboxes to meet retention
requirements (ensuring nothing gets deleted before being archived). Journaling doubles the traffic on
your Exchange server and can adversely impact performance. Instead, have Retain archive the
Recoverable Items folder in each mailbox and configure Rolling In-Place Holds. See the
KnowledgeBase article: "How to Transition from Journaling to Rolling In-Place Hold for Exchange
Archiving (http://support.gwava.com/kb?View=entry&EntrylD=2700)" on how to configure this. It also
provides links to articles on other recommended settings in Exchange.

Reporting & Monitoring Server

This tool provides archive stats as well as archive job stats. In Retain 4, it becomes a very critical tool
for identifying errors in your jobs because it not only shows the error counts, but through drill downs

on the error numbers, an administrator can see the exact message on which the error occurred, the

folder in which it is stored, its delivered date, and the error description.

If you use this tool, make sure that when configuring it, you check the box under Core Settings that
reads, Disable the disk usage statistic. This utility is too much of a drain on system resources and will
be re-designed in the future. In the meantime, disable it. In Retain 4, this utility is disabled by default.

And, like the Worker, the port settings under the Connection tab should all be set to 48080 if possible
so that the Server and the R&M Server are talking directly to one another's tomcat port.

How Retention Services and Item Store Flags Work

Retain keeps an "item store flag" to ensure that no item gets left behind.

With Exchange and 0365 Holds and the Recoverable ltems folder can be used for retention
compliance. With On-Premise Exchange a journaling mailbox can be used but it is not recommended.

Gmail, by default, does not have a retention service.

GroupWise, on the other hand, has its own built-in feature called "Retention Services" that prevents
items from being emptied from the mailbox until they have been successfully archived.

This article will first discuss Retain's support of the GroupWise Retention Services feature followed by
a discussion of how Retain ensures that all items get archived in all other email systems.

GroupWise Retention Services

GroupWise has a feature that can be enabled in its GroupWise Administration option called Retention
Services.

When enabled, GroupWise will prevent a user from emptying an item from Trash that has not yet
been confirmed to have been archived. The way it does this is through a date/time field in each user
database called the "digest retention time". It relies on third party archiving solutions like Retain to set
that date/time, but GroupWise is the one that enforces it when set. What this does is it prevents any
item newer than the date/time set in the "digest retention time" field from being emptied from Trash.
This "digest retention time" is known in Retain as the "retention flag".
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When Retain runs an archive job on a mailbox, it sets the digest retention time to the date/time of the
newest/latest message it archived. However, if an error occurs on any item during that job which
prevents Retain from archiving it or its attachment, Retain will set the digest retention time in the
GroupWise user database for that mailbox to the date/time of the item that could not be archived due
to an error.

And, even though Retain encounters an error on an item and cannot archive it, it moves beyond that
item and continues to archive all other mailbox items; however, again, it will not advance the retention
flag past the date/time of the FIRST error it encountered. Thus, when the next archive job gets run on
that mailbox, Retain checks the digest retention time set in the user database and uses that date/time
as its starting time for the new job.

Example: If today is September 17, 2014 but an item in the previous job produced an error, could not
be archived because of that error, and had a delivered date/time of September 15, 2014 09:15, then
when today's job runs, it will ask GroupWise for all items it has beginning with September 15, 2014
09:15 and on.

Now let's say that a month has passed and the problematic mail message has not been properly dealt
with and we run a job. Even though Retain may have archived all items in the user's mailbox up to -
let's say October 15th - it will still start the query with the digest retention time of September 15, 2014
09:15 because it could not advance the retention flag. If it were to do so, then they problem message
would never get archived because Retain starts the query for items beginning with the digest
retention time. Thus, if Retain were to advance the flag to the date/time of the newest/latest item it
archived, then the problematic message would fail to fit within the query range and GroupWise would
never send it to Retain.

So, when users complain they cannot empty trash, this typically has a few possible causes:

+ They have not exited the GroupWise client from the day before (or since a Retain job ran). The
client checks the digest retention time upon loading but never checks it after that. Solution?
Have the user close GroupWise and make sure that Notify also closes; otherwise, Notify keeps
the current session open and relaunching the client is the same as not having exited the client in
the first place; thus, it does not check the digest retention time because it is entering an already
existing session. When the client launches and starts a new session, it checks the digest
retention time and stores that for the session.

+ An archive job has not been run for a few days. Login to the RetainServer web Ul and check the
job status to see if it has run lately. If not, determine the cause (job disabled? license expired?
Worker lost connection with Server? Out of disk space on Retain server? etc) and run the job.

+ The user that cannot empty trash had errors on an item or items in his/her mailbox during the
archive job. Check Mailbox Error Monitoring in the Retain Server console.

+ Corruption/issues in the GroupWise user database for that mailbox (least likely of all scenarios).
If this is the case, run GWCheck and rebuild the user database or contact Novell GroupWise
support for help.

Exchange and Office 365

These email systems do not have a built-in retention service similar to GroupWise, there is no "digest
retention time" field in any of their mail system databases that Retain can use; thus, Retain uses its
own field in the "retain" database to keep track of its job starting point. This "item store flag" works just
like the "retention flag" with GroupWise jobs. That date/time gets set to the date/time of the newest/
latest item archived for a given mailbox; or, if an error(s) occurred during a job, the item store flag gets
set to the date/time of the first item that had an error. That way, when the next archive job runs, it
starts with the date/time of the item store flag, ensuring that Retain will see that item until it is properly



archived. However, it is important to note that not advancing the item store flag does not prevent the
user from emptying the item from their Trash in these email systems because they do not have a
retention feature similar to GroupWise.

To prevent items from being deleted from Exchange/O365 a hold must be placed on the mailboxes.
This can be an In-Place or Litigation hold. When a user deletes a message from Outlook the
message is moved to the Trash, the user can then empty the trash. Exchange/O365 will then move
the message to a Recoverable Items folder for 14 days before removing it from disk. However, a user
can right-click on the trash and attempt to recover a deleted item, and at this point can purge an item
immediately to remove it completely. This may be against your data retention policy, so to prevent the
deletion a hold will then move the item to the hidden Purged folder, where the user cannot remove it
but Retain can still archive it.

Alternatively, a journaling mailbox may be used on On-Premise Exchange. When a journaling
mailbox is set up in Exchange, it can be configured in a way that redirects a copy of each message
that is either sent or received throughout the entire mail system into they journaling mailbox. Retain
can be configured to include the journaling mailbox in its archive job. Thus, even if a user empties an
item from Trash, a copy of that item already exists in the journaling mailbox and remains in that
mailbox until it is archived by Retain. If configured properly, Retain will remove that item from the
journaling mailbox upon successfully archiving it. tems emptied from a user's Exchange mailbox but
archived from the journaling mailbox do not appear in the user's Retain mailbox; however, they are
searchable using the Retain search feature.

Because of the fact that duplicates of all email messages system wide get placed in the journaling
mailbox, it can fill up fast. For this reason, we recommend that you not use the journaling mailbox
feature and go with the Recoverable Items feature instead. If the journaling mailbox gets too big,
Exchange will no longer be able to serve the mailbox. Thus, when Retain tries to run an archive job
against it, it will fail because Exchange never responds back. This is why it is no longer
recommended.

Gmail

In the case of Gmail, it does not have retention services. It requires the purchase of their Vault
service.

System Requirements

First decide where everything should be installed. Once the support and core components are
installed, using Retain is the same no matter what platform it is installed on. You may spread out
Retain’s components on different servers or run them all on one. VMWare ESX and ESXi is
supported, but requirements are still in full effect and must be observed.

Retain may be configured in separate ways which heavily impact the requirements of the Retain
server, indexing engine, database server, and locations dictate resource needs. Ultimately the
number of active users in the system determine the resource needs of the system. See Planning and
Best Practices (../Planning_and_Design_Best_Practices.htm) for details.

Minimum System Requirements

+ Dual-Core 3 GHz or better Processor

NOTE: 8 cores provides the best performance during initial archiving and re-indexing processes

+ Apache 2.2.x or IIS, installed by system administrator
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+ Supported SQL Database, installed by system administrator

+ Retain Server requires 8 GB RAM, unless a worker is installed then 12 GB RAM, installation will
abort if less is detected, 16 GB is recommended

+ Storage Space: As much storage space as messaging system requires. See Estimating Storage
Requirements (../Estimating_Storage Requirements/Estimating Storage Requirements.htm)

+ Swap Space: If using SLES/Linux the swap partition should be at least 10 GB.

+ Standalone Worker server requires 4 GB RAM, plus 2 GB RAM for each additional worker
+ Standalone Reporting and Monitoring server requires 8 GB RAM

+ Standalone Router server requires 8 GB RAM

RAM

Memory needs will vary depending on the load and use of the Retain system, however, Java will
automatically tune for the memory which is available on the server. Tuning depends on what is
selected for installation. The installation will detect the amount of ram and automatically assign
memory values as shown

Less than 16 GB system memory:
8 GB: Server and Worker

6 GB: Server only

Less than 20 GB system memory:
12 GB: Server and Worker

10 GB: Server only

More than 20 GB system memory:
16 GB: Server and Worker

14 GB: Server only

In all cases where only the Worker is installed, the memory is tuned to 3 GB.

Single Server

(Retain Server, Retain Worker, Database, and Index engine housed on same machine and archiving
less than 500 active mailboxes. The Retain Message Router should be installed on dedicated server
in the DMZ.)

+ 16-24 GB RAM

Remote Database

(Retain Server, Retain Worker, and Indexing engine on one server, separate Database server)
500-5,000 active mailboxes:
+ 12-16 GB RAM

5,000-30,000 active mailboxes:
+ 16-32 GB RAM


../Estimating_Storage_Requirements/Estimating Storage Requirements.htm
../Estimating_Storage_Requirements/Estimating Storage Requirements.htm

Dedicated Index servers*, Dedicated Database server, Dedicated Retain Server
50,000 Active mailboxes

+ 16+ GB RAM for Retain Server (depending on environment)

+ Database on appropriate server

+ Retain Worker is installed remotely on each post office in the message system
Disk Space is dependent on the amount of email being archived and length of retention time. It is
recommended to estimate two years of storage and adding additional space as needed. Storage

speed is a determining factor for performance. SAN and local storage preferred. NAS is not
supported.

*High Availability Indexer

The High Performance Indexer can be installed on multiple external servers as the High Availability
Indexer. This requires at least three (3) dedicated indexing servers and a separate license. Please
call support for more details.

Software installed by Retain

Retain will download and install Java Development Kit (JDK) 1.8 64-bit and Tomcat8, the Java
webserver that sits on top of Apache or IIS. Installation on an existing Retain system running a
standard Tomcat installation will remove the current Tomcat connection and install the embedded
Tomcat that comes with Retain.

Supported Linux Versions

*

SUSE Linux Enterprise Server 12 SP2 (64-bit)
SUSE Linux Enterprise Server 12 SP1 (64-bit)
SUSE Linux Enterprise Server 12 (64-bit)
SUSE Linux Enterprise Server 11 (64-bit)
+ Open Enterprise Server 11, 2015 (64-bit)

*

*

*

NOTE: The Retain system requires more than simply space. Due to the storage of many small

files, especially on systems archiving mobile message data, sufficient inodes are also an issue.

SLES 11 changed the way the EXT3 file system defaults, and unless modifications are made,
the EXT3 file system on SLES 11 will become insufficient for large storage systems. For
information on the limitations and how to fix it, see How to setup an EXT3 partition with more
iNodes (http://support.gwava.com/kb?View=entry&EntrylD=2427). If a substitute file system is
desired, the XFS file system is flexible enough to mitigate the risk.

Supported Windows Versions

+ MS Windows 2016
+ MS Windows 2012 R2 64-bit
+ MS Windows 2012 64-bit

MS Windows 2008 (R2) 64-bit
+ PowerShell 3.0 or higher
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Microsoft Exchange Requirements

+ Exchange Server 2013
+ Exchange Server 2016
+ Basic Authentication for EWS and Autodiscover must be enabled

Novell GroupWise Requirements

+ GroupWise 2012

+ GroupWise 2014

+ GroupWise 2014 R2

+ GroupWise 18

SOAP port must be enabled on all POAs to be scanned for messages.

*

*

SSL is supported, but significantly impacts performance.

RetainService app Android Requirements

+ Lollipop (5.0) or higher

CellTrust Secureline

+ CellTrust Gateway 4.2.0 +

BlackBerry Requirements

+ BES 5.04, 10, 10.2, 12,12.2
+ BBM Enterprise

Supported Social platforms

+ Facebook

* Twitter

¢+ Yammer

¢ LinkedIn

+ Yahoo Messenger

+ Google Talk

+ GMall

* Lync & Skype for Business

+ AOL Instant Messenger

Supported Search

+ Google
+ YouTube
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+ Yahoo
+ Bing
+ Wikipedia

Supported SQL Database Management Software

+ MySQL 5.6x or 5.7x (If using MySQL, the MySQL Connector/J (JDBC 5.1.21 or higher driver)
must be provided for the Retain Server and / or Reporting and Monitoring Server.)

¢ Oracle 10/11g/12c

+ MS SQL Server 2008 R2, 2012, 2014. 2016
+ PostgreSQL 9

+ MariaDB 10.x

Supported Browsers

+ Internet Explorer 10+

NOTE: Retain’s support of IE 10 will be limited after Microsoft ends support for IE10 on Jan. 12,
2016

+ Firefox 34+

+ Chrome 39+

Ports in use

Retain utilizes many ports to facilitate communication between the different components and for
communication with the different archived systems. By default, Retain will use the following ports for
the following services:

Retain Server

The Retain Server is the key component in the Retain system. Other Retain processes communicate
with the Server through port 48080 by default. The Server is always listening on that port regardless
of how other components might be configured to communicate with it (i.e., SSL port 443).

+ 48080 (TCP) Requires incoming access if any Retain processes are running on a server external
to the server hosting the Retain Server.

+ The Server Requires outgoing access if the Reporting & Monitoring Server component has been
installed on a server external the server hosting the Retain Server. See also the Reporting &
Monitoring component in this article.

+ 48009 (TCP) The AJP (Apache JServ Protocol) port is used by for communication between the
web server and Tomcat. Since both should reside on the same server, there are no external port
access requirements.

+ 80/443 (TCP-HTTP/HTTPS) Requires incoming access to reach the Server web interface.

+ 25 (TCP) Requires outgoing access so that the Retain Server can send email notifications on
server errors, job statuses, and job errors. Outgoing access to Database Management System
(DBMS) port. This depends on the database system you are using. See the “Database
Management Systems” section of this page.
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Other ports will also need to be opened on the server hosting the Retain Server depending on the
modules being used.

Retain Worker

The Retain Worker is the component that pulls the data from the messaging source, whether that be
an email system, social media application, or mobile device.

+ 48080 (TCP) Requires outgoing access if on a server external to the Retain Server.

¢ 80 or 443 (TCP HTTP or HTTPS) Requires incoming access to reach the Worker web interface
Other ports will also need to be opened on the server hosting the Retain Worker depending on the

modules being used; and, in some cases, on servers hosting the messaging system Retain will be
archiving.

Retain Message Router

The Message Router is for customers of the Retain for Mobile module. The Message Router
connects with mobile devices to handle SMS message log forwarding, BBMP device configuration. It
typically would sit inside a DMZ.

+ 443 (TCP) Requires both incoming from and outgoing access to the Internet as well as incoming
from and outgoing access to the Retain Server.

+ 111/2049 (UDP / TCP) for NFS Client services. (Only required if not using REST) Requires
outgoing access if the Worker is not on the Message Router server so that it can place the logs
on the Worker's server. Samba can be used, but NFS seems to be more reliable.

Other ports may need to be considered for NFS to work properly (http://serverfault.com/questions/
377170/which-ports-do-i-need-to-open-in-the-firewall-to-use-nfs).

It is up to the customer to do this research to get NFS services to work properly.

Retain Reporting & Monitoring Server

New to Retain v3.4, this process provides archive job and server reporting and monitoring services. It
is not installed by default unless specifically selected during the installation process.

+ 48080 (TCP) Requires both incoming and outgoing access if on a server external to the Retain
Server.

+ 80/443 (TCP) Requires Incoming access to reach the R&M Server's web interface.

+ 25 (TCP) If running on a server external to the Retain Server, then it requires outgoing access.

Retain Stubbing Server

The Retain Stubbing Server is the component that provides stubbing services to the Retain Server. It
is rarely used or installed by customers. See the Administration and Users Guide for a listing of its
advantages and disadvantages.

+ 48080 (TCP) Requires outgoing access if on a server external to the Retain Server.

+ 80 /443 (TCP) Requires incoming access to reach the Stubbing Server web interface.
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Retain for Social Media (RSM) Proxy Server
This is a VM appliance running as a proxy server for social media traffic going out to and coming in

from the Internet. It logs this traffic so that Retain can archive that data. Port use will differ depending
on network setup and Internet access policies.

From RSM WAN IP to Untrusted, all TCP/UDP ports.

If the RSM WAN IP is a private IP, it needs be NATed to an appropriate routable IP address. The LAN
IP address does not need a corresponding inbound NAT rule.

Database Management Systems

The following are the default ports these database management systems use, but they are
configurable within those systems. Requires incoming access for the database server and outgoing
access on the Retain Server.

*

MySQL: 3306
MS SQL: 1433
Oracle: 1521
Postgres: 5432

*

*

*

Blackberry

BES Web Services (SOAP) only supports the secure ports via TLS. Retain will initiate contact with
BES Web Services if you are syncing the Address Book with the BES. Outgoing access is required
for the Retain Server and incoming access for the BES server for the following ports:

*

BES 12: 18084 (TCP)

BES 10: 38443 (TCP)

BES 5: 443 (TCP)

111/2049 (UDP / TCP) on the Blackberry Enterprise Server (BES) for NFS Server services.

*

*

*

The Blackberry module requires incoming access if the Worker is not on the BES server so that it can
retrieve the BES logs. Samba can be used, but NFS seems to be more reliable.

Other ports may need to be considered for NFS to work properly (http://serverfault.com/questions/
377170/which-ports-do-i-need-to-open-in-the-firewall-to-use-nfs).

It is up to the customer to do this research to get NFS services to work properly.

Exchange

+ 80/443 (TCP HTTP /HTTPS) on the Worker server. Requires outgoing access. The
autodiscover process will attempt https to the CAS server(s) for connecting to Exchange
mailboxes. If that fails, it will use port 80 as a last resort. If Exchange / autodiscover / EWS are
set up properly, only port 443 should be necessary.

+ 3268 or 3269 (TCP). Requires outgoing access. It uses one of these ports for LDAP lookups to
the global catalog host, which is the primary database server for Active Directory.
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+ Port 3268 for plaintext and 3269 for SSL (recommended).

+ 53 (UPD). Requires outgoing access. It's the port used by DNS. Retain will do DNS lookups
during its autodiscover process.

Google Apps Module

+ 443 (TCP) Requires outgoing access for the Server (address book sync) and the Worker (it
attempts to use the Gmail API for archiving; if that fails, it reverts to IMAP, thus the need for port
993 as described below).

+ 993 (TCP). Requires outgoing access for the Worker(s) only. Under certain circumstances, the
Worker may switch to using IMAP over SSL when requesting email from Gmail.

GroupWise

+ 7191 (TCP) Requires outgoing access so that the Retain Server can download the Address
Book. This is the default SOAP port the GroupWise POAs use, but this is configurable and is
dependent upon the POA agent setting in GroupWise.

Mobile

+ 80 /443 (TCP) Requires both incoming and outgoing access so that the Retain Server and the
Message Router can communicate device configuration information with each other. See also
the Retain Message Router component in this article as well as the Mobile subsection under
Retain Worker. See also the Retain Message Router component in this article.

+ 111/2049 (UDP / TCP) for NFS Server services Requires incoming access if the Worker is not on
the Message Router server so that the Message Router can place the logs on the Worker's
server. Samba can be used, but NFS seems to be more reliable.

Other ports may need to be considered for NFS to work properly (http://serverfault.com/questions/
377170/which-ports-do-i-need-to-open-in-the-firewall-to-use-nfs).

It is up to the customer to do this research to get NFS services to work properly.

Office 365

+ 443 (TCP) Requires outgoing access. Retain uses SSL to connect with Office 365 to
authenticate users logging in to Retain.

+ 80/443 (TCP) Requires outgoing access to the Retain for Social Media proxy server appliance.
Retain will make an http connection and request the "bundles”. See also the Retain for Social
Media (RSM) Proxy Server component in this article

CellTrust Secureline

+ 111/2049 (UDP / TCP) on the CellTrust Secureline server for NFS Server services.

Requires incoming access if the Worker is not on the CellTrust Secureline server so that it can
retrieve the CSV logs. Samba can be used, but NFS seems to be more reliable.

Other ports may need to be considered for NFS to work properly (http://serverfault.com/questions/
377170/which-ports-do-i-need-to-open-in-the-firewall-to-use-nfs).

It is up to the customer to do this research to get NFS services to work properly.


http://serverfault.com/questions/377170/which-ports-do-i-need-to-open-in-the-firewall-to-use-nfs
http://serverfault.com/questions/377170/which-ports-do-i-need-to-open-in-the-firewall-to-use-nfs

Estimating Storage Requirements

It must be understood that no system storage requirement estimation can be expected to maintain or
have any kind of reliable accuracy. Future mail use, litigation requirements, and compliance
standards all may change and are unpredictable at best. Micro Focus bears no responsibility to
accurately define or recommend storage needs for various messaging systems. Different messaging
systems have different storage characteristics, and individual implementation renders general
calculations invalid.

Keep in mind, however, that storage system performance will dictate mail view, indexing, and data
performance. If the storage system is housed on slow hardware employing a file system designed for
any other consideration than speed, (e.g. compact data storage), performance may be impacted.
Consider what types of files are to be archived and access frequency when choosing the file system.
For example, a Retain system dealing with mainly or only archived mobile data (SMS, pin, MMS,
&etc.) will perform best with different file system settings than a Retain system archiving a message
system with large attachments.

For best results; pair current mail storage needs against projected future needs with the ability to
easily add extra storage to the Retain system as needed. The ability to freely add additional storage
space grants control and freedom over the messaging system and should be of paramount
consideration. This practice is the only course which can be relied on with any confidence. Due to the
challenges and circumstances involved with each different system, (and even certain versions of
different systems), only individual consideration will provide a reliable baseline for storage needs.

The simplest way to check current disk usage and storage requirement size is to monitor disk space
usage on the mail servers and create a projection for the near future for needs.

However, the different options and variables between messaging systems make disk storage
estimations so unpredictable that anything other than specific system monitoring cannot determine
real disk usage. It is best to create a storage system where additional space may be added as
required when existing space is consumed.

In addition, Exchange 2010 has abandoned single instance storage in favor of highly available
performance, possibly causing multiple Exchange servers in the system to all have copies of the
same data. Retain utilizes single instance storage and may vastly decrease the storage size of a
system that heavily utilizes this feature. Due to the differences between the storage and main
messaging system, it is nearly impossible to establish a baseline for Retain storage needs. Retain
may tremendously decrease the needed size to archive an Exchange 2010 system, or, depending on
system size and implementation, it may not significantly decrease the needs of the current system.
Though Retain will require additional space to continue archiving mail, the first initial archive job will
not exceed the size of the current messaging system.

Consulting with the Retain Sales representative will offer the best tailored information for each system
and each implementation of the different platforms available.

Considerations for Storage Requirements

Operating System

The OS will see a number of updates over the life of a Retain server so that should be provisioned for.

Retain Program

The Retain program is updated often as well. This is often placed on the same volume as the OS.
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Archive Storage Area

The Archive contains the item bodies and attachments. This is generally the largest percentage of the
storage requirements on a Retain server. The bodies and attachments are stored as BLOB (Binary
Large OBject) files in a folder structure that starts with /00/00/00 and grows to /FF/FF/FF for 16.7
million directories. BLOB files are stored only once, Retain implements a single-instance storage
system, only a single copy of identical items is stored. BLOB files never change, they are only created
or removed.

The files are accessed when a message is opened in the Retain Search Message interface or
downloaded by Retain Publisher.

Indexes

The indexes allow for fast search of the data in Retain. When searching for items in Retain the
indexes are used to return the results.

For best search performance, the indexes should be placed on a fast disk and optimized regularly.

The Index requires periodic optimization. This is set under Server Configuration | Maintenance. The
Indexer requires as much free disk space as currently used index space for optimization. It will
require three times as much if optimizing during an archive job.

During index migration from Retain 3.x to Retain 4.x, storage requirements for the indexes are the
most complex and are described below.

Database

The database contained the header information for each item. For example: Sender, recipient, date
received, and so on as well as pointers to body and attached files kept in the archive. Each item may
be quite small but may be replicated many times in the database if there are many recipients.

When browsing messages, the items in the database is being viewed. On larger systems, the
database is often placed on a dedicated database server.

Logs

The logs track the actions that Retain takes. They can become quite large but are compressed at the
end of each day and removed after 10 days, by default. This can be changed under Server
Configuration | Logging. Logs can be moved to another volume as described below.

Storage Minimums

Retain is very disk intensive and running out of disk space can very challenging to recover from and
can potentially result in data loss. To minimize the chances of this happening certain safeties have
been implemented.

The Retain system requires a minimum of 5GB of free disk space or it will enter maintenance mode.

Retain will send warning messages when there is less than 10GB free space for the storage, index,
and system volumes.

These minimums are configurable, but it is not recommended to permanently change these settings:
1. Change to the configuration file directory, by default in:

Linux: /opt/beginfinite/retain/RetainServer/WEB-INF/classes/config/



Windows: C:\Program Files\Beginfinite\Retain\RetainServenWEB-INF\classes\config
2. Edit the misc.properties file
3. Change the following settings (in gigabytes) as desired, defaults being:
discspace.warn.gb=10
diskspace.error.gb=5

Indexes During Migration

While the migration is performed, a new index will be created, so the current index size will be
doubled temporarily while two indexes exist. Once migration is complete, the old index may be
removed and space reclaimed.

Also, the new index may be larger than the current index, due to the increased power and abilities of
the new indexer. How much change there is, depends on the composition of the current archive, any
limits set in indexing attachments, and how many attachments there are in the archive. If there are a
lot of attachments, or very large attachments, then the increase in size will be significantly larger than
if there are small or a limited number of attachments in the archive. With no limits on indexing
attachments and a lot of large attachments in the system, an increase of up to 4 times the current
index size is possible. With limits included, the new index may be smaller after upgrading. For the
upgrade and a worst-case scenario, ensure that up to 5 times the current index size is available
before starting the index migration. (With a current index size of 5 GB, ensure that the volume has a
minimum of 20 GB free before starting the migration.) The average increase is expected to be around
20%.

If there is insufficient space to perform the migration, Retain will be placed into maintenance mode
until more space is provided. Retain 4 checks for free disk space on the storage, index, and system
locations. If there is less than 20 GB free space, Retain will send a warning message every 6 hours.
At 10 GB of free space left, Retain will enter maintenance mode and all jobs are disabled. To exit
maintenance mode, provide more free space on the volume.

NOTE: It is important to recognize that migration time and performance will largely depend on the
performance of the storage system. External storage systems, such as appliances, may 'prioritize'
seldom-used data to low performing storage and have a negative effect on migration performance. In
addition, file systems of existing storage will largely dictate how fast indexing, migration, and
message view can be performed. To ensure high performance, house the storage on performance
hardware with a performance file system.

Change the Log File Location

Linux

To change the location of the log files, create a symbolic link (somewhat synonymous with Windows
shortcuts). Retain, by default, gives you the option during installation to store the logs at /var/log/
retain-tomcat8 or at /opt/beginfinite/retain/tomcat8. If stored at /var/log/retain-tomcat8, then Retain
creates a symbolic link at /opt/beginfinite/retain/tomcat8 directory called 'logs" that points to the /var/
... location.

1. Create the directory in the location you wish to use.

2. Stop tomcat.

3. Move the current logs to the new location: mv /var/log/retain-tomcat8/* /[path to new directory]
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4. Make tomcat the owner of the new directory path: chown -R tomcat:tomcat /[path to new
directory]

5. Set the appropriate file *permissions for the tomcat user and group: chmod -R 664 /[path to new
directory]

* If you are moving them to a separate volume, the file permissions must be 774.

6. Create a symbolic link in the parent directory of the default logs directory and point it to the new
location:

a. Change to the /var/log directory
b. Remove the current log directory: rm -r retain-tomcat8

c. Create a new symbolic link called retain-tomcat8 that points to your new log location: In -s
[path to new directory] ./retain-tomcat8 (and press ENTER)

7. Start tomcat.

Windows

1. Ensure no archive jobs are running and stop Tomcat.
2. Configure Tomcat's default log location.
a. Click on Start.
b. In the "Search programs and files" box, type: configure tomcat
c. Click on Configure Tomcat
d. Click on the Logging tab.
e

. Type in the new log path using the standard Windows path utilizing backslashes "\" (i.e.,
d:\retain\logs) or browse to it by clicking on the button with "..." on it.

f. Click OK.
3. Make a backup copy of the existing log4j.properties file.

4. Edit the log4j.properties located at [drive]:\\Program Files\Beginfinite\Retain\[RetainServer,
RetainWorker, RetainWorkerl, &etc\WEB-INF\classes.

5. Do a search on ${catalina.base}/logs/ and replace it with [desired path using forward slashes "/"]/
logs/ (i.e., D:/retain/logs/). An easy way to do this is to use the text editor's (i.e., Notepad")
"Replace" function.

6. Repeat steps 2 - 4 for every log4j.properties file (server, worker, stub server, stats server). The
only log that will be created at the default log location will be the localhost.[date].log, but it is a
very small log.

Starting and Stopping Tomcat

To start, stop, or restart either Retain; you start, stop, or restart Tomcat.

Here are instructions on starting, stopping, and restarting Tomcat on Windows and Linux:

Windows

In Windows, it runs as a service (Retain Tomcat n), so simply start, stop, or restart that service.

+ Retain 2/3: Apache Tomcat [n] (where "n" is the Tomcat version, 5/7)
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+ Retain 4.0-4.1.0.1: Retain Tomcat 7
+ Retain 4.2 and higher: Retain Tomcat 8

Linux

The following commands are typed at the command prompt:

SLES 11

Start: rcretain-tomcatX start
Stop: rcretain-tomcatX stop
Restart: rcretain-tomcatX restart
Status: rcretain-tomcatX status

Where "X" is the version of tomcat (i.e., Retain 2.x uses tomcat5, Retain 3.x and 4.0-4.1.0.1 uses
tomcat7, and Retain 4.2 or higher uses tomcat8)

SLES 12

Start: systemctl start retain-tomcatX.service
Stop: systemctl stop retain-tomcatX.service
Restart: systemctl restart retain-tomcatX.service
Status: systemctl status retain-tomcatX.service

Where "X" is the version of tomcat (i.e., Retain 2.x uses tomcat5, Retain 3.x and 4.0-4.1.0.1 uses
tomcat7, and Retain 4.2 or higher uses tomcat8)

Tomcat Memory Tuning

General Recommendations

Retain automatically tunes on installation, depending on available system memory. Further tuning
should not be necessary except in extreme conditions.

By default, Retain detects installed system memory and tunes the maximum memory value according
to the following levels:

In general, a minimal install will require 4GB for the OS, the tomcat heap XMS setting (default 4GB),
2GB for Retain and any memory the database requires if installed.

Less than 16 GB system memory:
8 GB: Server and Worker

6 GB: Server only

Less than 20 GB system memory:
12 GB: Server and Worker

10 GB: Server only
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More than 20 GB system memory:

16 GB: Server and Worker

14 GB: Server only

In all cases, when only the worker is installed the memory is automatically tuned to 3GB.

To manually tune the memory, carefully consider the following information.

Tomcat Configuration Parameters

There are three significant parameters:

1. Memory allocated upon Tomcat startup

¢ Indicates how much memory is immediately allocated and reserved to Tomcat upon startup.
This memory will be in use for the entire lifetime of Tomcat and never available to the other
Server processes.

+ Typically, this is set to 50%-100% of the maximum memory parameter discusses below. It
can be lower, but pre-allocating a sizable percentage of memory enhances performance
and reduces memory fragmentation.

2. Maximum Memory available to Tomcat

+ |f the memory usage grows beyond the startup allocation, Tomcat will allocate additional
blocks of memory in chunks as needed up to this limit. It will never return this memory to the
general server memory pool. (Although memory internally will be freed and reused for
Tomcat applications).

+ Tomcat guarantees that it will never exceed this memory allocation parameter. If Tomcat
runs out of memory, it will try to reclaim unused memory via garbage collection. If this is
insufficient, the web application will be denied the memory allocation. Unpredictable (but
invariably unpleasant) results will then occur.

+ This is the most critical parameter to tune, and is the value which is automatically tuned by
the installer.

3. Stack Size

+ For each thread (which includes each and every concurrent user request), Tomcat will
allocate stack space.

+ This value is typically measured in KB, and defaults to 512KB.

+ |tis allocated per concurrent users, and is in fact far too generous a number in general.
1000 users for example would take 500 MB of RAM just for stack space, before the program
even allocates memory to run!

+ Generally, we recommend reducing this number to 160k. Increase conservatively, in 64 KB
chunks, if you see out-of-stack-space errors in the logs.

The parameters are abbreviated in the Catalina Opts line as follows:
Stack Size="'-Xss<value>k"

Memory Heap="'-Xms<value>g"

Maximum Memory=" -Xmx<value>g"

On Linux: edit the following configuration file:

Retain 4.0-4.1.0.1
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/etc/opt/beginfinite/retain/tomcat7/j2ee

Retain 4.2 or higher

/etc/opt/beginfinite/retain/tomcat8/j2ee

Retain-Tomcat is automatically tuned depending on system memory. To tune the system manually,
edit the following lines with the appropriate parameters for your system. For example:

CATALINA_OPTS="-Xms4g -Xmx12g -Xss-256k"

JAVA_OPTS="$JAVA_OPTS -XX:MaxmetaspaceSize=1024m"

On Windows: run the utility to configure Tomcat and modify the appropriate settings.

Retain 4.0-4.1.0.1

¥

Retain Tomcat 7 Properties -

General ]I.n-g On | Logg'ngl Java  Startup IShuLdnwn |

[7] wse defautt
Java Virtual Machine:

[ C:\Program Fles'\Beginfinite\RetainJavasjdk 1.3.0_55\]'I'E1bin'|,5er-| IZl

Java Classpath:

| C:\Program Files\Beginfinite\Retain\Tomcat ?.D'I,tin'l,bﬂnlstrap.jar;l::'l,i‘rnn;|

Java Optons:

-Deataing home =C: \Program Files\Beginfinite\RetainiTomeat 7.0 S
Drataing base=C: \Program Files\Beanfirite\RetanTomeat 7.0
Dijava.endarsed.dirs=C: Program Fles'\Beginfinitz\Retain\Tomecat 70—
Dpava.io. tmpdr =C: Program Files\Beginfinite RetainTomeat 7.0\ten

[

Initial memory poal: | a09g] | ME
Maximum memory pool: | 3192 | MB
Thread stack size: | 256 ] KB
O | | Cancel | Apply

Retain 4.2 or higher
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| General | Log On | Logging | Java | startup | Shutdown

[ ] Use default

Java Virtual Machine:

| C:\Program Files\Beginfinite \Retain\Javas\jdk 1.8.0_121\re bin\se| E
Java Classpath:

| C:\Program Files\Beginfinite\RetainTomcat 8.0\bin\bootstrap. jar;C: Prog|

Java Options:

Deataling home=C:Program Fies Beginfinite \Retain Tomeat 8.0
Dirataling bas==C:\Program Files\Begnfinitz\RetainiTomeat 8.0
Djava.endorsad dirs=C:\Program Fies\Beginfinite\Retain{Tomeat 8.
Dijzva.io. tmpdir=C:YProgram Fles Beginfinite \R etain Tomcat 8, 0\ten

Inital memory pool: | 4096 | w8

Maximurn memory pool: |3192 | MB
Thread stack size: | 256 | kB

Checking memory:

After logging into Retain Server, click about link in the upper right of the interface. Among other stats,
you'll see the tomcat Memory statistics.
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* About

Micro Focus Retain 4.2.0.0
uptime 0d : 1h : 35m
currentTimea Tue Mar 21 11:41:41 MDT 2017
timezone Mountain Standard Time
retainMame Retainld
jvm\ersion 25.121-b13
jreversion 1.8.0_121-b13
javaHome C:\Program Files\Beginfinite\RetainJava8jdk1.8.0_121\jre
tomcatHome C:\Program Files\Beginfinite'Retain\ Tomcat 8.0
indexDoc 0
logHome C:\Program Files\Beginfinite\R.etain\ Tomcat 8.0\ ogs
oshrchitecturs amde4
osMame Windows Server 2012 R2
usarName RETAIN10%
tmpDir C:\Program Files\Beginfinite\Retain\Tomeat 8.04work!Cataling\localhost\RetainServer
tomcatVersion Apache Tomcat/B.0.41
tomcatFreeMemony 2718704
tomcatMaxMemory  B354560
tomcatTotalMemory 4160256
indexEngine High Performance Index
indexHost
indexPort 10000
indexProtocol http
retainHome C:\Program Files'Beginfinite\Retain|RetainServer)
retainEdition Standard
retainBuild 172
retaindvailability day
configSchema 34
messageStoreSchema 5
IndesdngSchema 1
derbyVersion 10.5.2.0
indexingType High Performance Index
hibernateVersion 4.3.1L.Final
| Retention Date Utiity | | Indexer Status |
| GW to Exchange Migrator | | GW to Exchange Scope |
| Mailbos: Merger/Splitter | | Indexer Test | | System Propertias |
| Generate License Report |

Install

59



Page File

The page file guide is included here as a courtesy. It is your responsibility to find the proper
procedures and documentation from your chosen operating system vendor. The entire responsibility
for installation, care, and maintenance of the operating system lies with the customer. We do not
provide any kind of support for the operating system.

In some environments, tomcat will run out of resources and crash. Increasing the page file may solve
this issue. In some cases doubling the page file was sufficient, in other cases increasing it to 64GB
was sufficient.

SQL Database Guides

The SQL start guides are included here as a courtesy. It is your responsibility to find the proper
installation procedures and documentation from your chosen database vendor. The entire
responsibility for installation, care, and maintenance of the database server lies with the customer.
We do not provide any kind of support for the database server.

Supported SQL Database Management Software

+ MySQL 5.6x or 5.7x (If using MySQL, the MySQL Connector/J (JDBC 5.1.21 or higher driver)
must be provided for the Retain Server and / or Reporting and Monitoring Server.)

¢ Oracle 10/11g/12c

+ MS SQL Server 2008 R2, 2012, 2014, 2016
+ PostgreSQL 9

+ MariaDB

Disclaimer

Retain Technical Support cannot support your Database Management System (DBMS) for several
reasons including:

+ Database corruption issues are caused by bugs in the database system itself or by issues in the
underlying subsystem.

+ Retain can be configured to use one of several database systems and there are too many
combinations for our staff to become expert in all of them.

+ Legally, we cannot provide support for the DBMS.

SQL Quick Start Guide

This guide is provided purely as a courtesy and will detail a very basic installation and database
creation for Retain. This guide is provided with no warranty and no SQL database support is offered.

The database setup on all platforms proceeds as follows:

1. Download the SQL DBMS of your choice

2. Install it to the server of your choice, this may the Retain server itself, or on a dedicated database
server

3. Log in and create a database for Retain to use
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4. Create a user with rights for Retain
5. Configure Retain to connect to the database server and database with the user specified.

WARNING: NFS shares should not be utilized in any database system. NFS locking is insufficient for
database requirements and will result in corruption.

Create a new database for Retain

MySQL

NOTE: Requires that Connector/J also be installed.

1. Download and install the latest 5.6x MySQL server and client and configure according to local
system needs.

Install the server: rpm -ivh MySQL-server-5.6.3.5-1.sles11.x86_64.rpm
install the client: rpm -ivh MySQL-client-5.6.3.5-1.sles11.x86_64.rpm

Modify /usr/my.cnf, to move the database to a data volume, by adding the line datadir=/path/to/
where/you/want/the/MySQL/data

Find the root password in /root/.mysql_secret
cat /root/.mysql_secret

Start MySQL:

rcmysq| start

Change the root password:

/usr/bin/mysql_secure_installation
2. Log in to MySQL using the client:
mysql -u root -p

3. Create the database: * This is critical. Not storing the database in UTF-8 format guarantees
irreparable corruption for non-US-ASCII characters. *

CREATE DATABASE retain DEFAULT CHARACTER SET 'utf8' DEFAULT COLLATE 'utf8_bin’;
a. If you make a mistake, enter this command:
DROP DATABASE retain;
...and repeat step 3 to create the database.

4. Retain needs a user account created that has full rights to the Retain database. It is strongly
recommended that the ‘root’ account is not used. While logged in to MySQL, enter the following
commands. Replace (UserName) and (Password) with the desired user name and password
(Both commands are needed. The ‘%’ is a wildcard. If you want to restrict the connection to a
specific IP address, put that address instead of the ‘%’ sign.):

GRANT ALL PRIVILEGES ON retain.” TO '(UserName)'@'%' IDENTIFIED BY '(Password)’;

GRANT ALL PRIVILEGES ON retain.* TO '(Username)' @'localhost' IDENTIFIED BY
'(Password)’;

For example, if the database user's name is "retain" and the password is "Password1":
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GRANT ALL PRIVILEGES ON retain.* TO 'retain'@'%' IDENTIFIED BY 'P@ssword1";
GRANT ALL PRIVILEGES ON retain.* TO 'retain'@'localhost' IDENTIFIED BY 'P@ssword1’;

MySQL Connector/J (JDBC driver for MySQL) Installation

The MySQL Connector/J driver must be provided to the Retain Server and/or the Reporting and
Monitoring Server. This must be installed after Retain has been installed but before Retain is
configured.

1. Download the MySQL Connector/J (JDBC driver for MySQL) version 5.1.21 or later ZIP file.

2. Extract the mysql-connector-java-5.1.X-bin.jar file (X being the current version number) from the
ZIP. For example, on Linux use the command:

unzip mysql-connector-java-5.1.41.zip
3. Stop Tomcat service
SLES12:
service retain-tomcat8 stop
SLES11:
rcretain-tomcat8 stop
Windows:
Start | Services | Retain Tomcat | Stop the service

4. Copy the mysql-connector-java-5.1.X-bin jar file (X being the current version number) to the
following Retain directories or where Retain was installed:

/opt/beginfinite/retain/RetainServer/WEB-INF/lib (for Retain Server)
/opt/beginfinite/retain/RetainStatsServer/WEB-INF/lib (for the Reporting and Monitoring Server)
/opt/beginfinite/retain/RetainStubbingServer/WEB-INF/lib (for the Stubbing Server)
For example:
cp mysql-connector-java-5.1.41-bin.jar /opt/beginfinite/retain/RetainServer/WEB-INF/lib/
a. If on Linux, change ownership of the file to match the other files with the terminal command:
chown tomcat:www mysql-connector-java-5.1.41-bin.jar
b. If on Linux, change rights of the file to match the other files with the terminal command:
chmod 774 mysql-connector-java-5.1.41-bin.jar
5. Start Tomcat service
SLES12:
service retain-tomcat8 start
SLES11:
rcretain-tomcat8 start
Windows:
Start | Services | Retain Tomcat | Start the service

Schema update note: On Linux, some systems have encountered an error after a schema update
caused when MySQL cannot create a temporary file for the result of a Retain query.

The following appears in the Retain Server log:
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2008-10-27 00:00:59,786 [TP-Processor2] ERROR com.maintainet.dao.HibernateUtil - SCHEMA
UPDATE FAILURE: Something went wrong during Schema Update - contact tech support
immediately 2008-10-27 00:00:59,786 [TP-Processor2] ERROR com.GWAVA .utils.ErrorHandle -
reportError: SchemaUpdate :: EXCEPTION : org.hibernate.exception.GenericJDBCException: could
not get table metadata: Audit org.hibernate.exception.GenericJDBCException: could not get table
metadata: Audit

This is usually caused when MySQL cannot create or has lost rights to the tmp working directory. Try
the following from a system terminal:

1. Add rights to the tmp working directory:
mkdir /var/lib/mysql/tmp

chown mysql:mysql /var/lib/mysql/tmp

2. Add the following line into the [mysqld] section of /etc/my.cnf:
tmpdir = /var/lib/mysql/tmp

3. Restart the Server

MS SQL Server 2008 R2, 2012, 2014

1. Install as default instance, with Latin 1_ General_C1_AS as standard encoding.
2. Enable SQL Server Authentication in addition to Windows Authentication

3. Once installed, verify the server is listening on port 1433 (on the command line run: telnet <IP
address> 1433)

Ensure TCP/IP is enabled - Run SQL Server Configuration Manager
Expand SQL Server Network Configuration

Protocols for MSSQLSERVER

Enable TCP/IP

Run SQL Server Management Studio, connect to Server

© ® N o o &

Under Security/Logins, right click and select "create Login, (for example Retainuser) that uses
SQL Server authentication. Assign a password.

10. Right click on Databases, and create a new database named Retain and assign Retainuser as
the owner. (There are other ways to grant the permissions but this is easiest)

ORACLE 10/11g/12c

Retain supports the usage of Oracle 10, 11g, and 12c on all platforms. However, it is the customer’s
responsibility to employ an experienced Oracle DBA to install, maintain, and tune Oracle.

The instructions below serve as a guideline, but may result in poorly performing, insecure
environments.

Oracle Installation instructions vary wildly depending the version, OS, storage, clustering, etc. so
consult your DBA. There is no one-size-fits-all. This is also true of other SQL Server products, but
Oracle even more so.

Using Oracle with Retain consists of:

+ Installation of the Oracle Server
¢ Setting up a TCP IP listener
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+ Setting up a new database named Retain
+ Creating a user to access the database, and granting sufficient rights.

Installation

Install your Oracle Server normally, according to your standards and practices. One option is to use
the Universal Installer, specifying a custom installation, choose the type of Oracle Server to install,
and to Install Files Only

TCPIP Listener

Next use the Net Configuration Assistant (or manually edit the Oracle Listener configuration) to create
a TCP based listener on port 1521. This allows TCPIP clients to connect to Oracle and is required for
Retain.

Database Creation

Next, either use the Database Configuration Assistant or manually create the database with your
favorite tool. Regardless, you want to create a database and sid, named Retain, and create your
SYSTEM account

An example of a create statement (which should not be used as is):

connect "SYS"/"&&sysPassword'" as SYSDBA

set echo on

spool C:\oracle\product\10.2.0\admin\Retain\scripts\CreateDB. log

startup nomount pfile="C:\oracle\product\10.2.0\admin\Retain\scripts\init.ora";
CREATE DATABASE "'Retain"

MAXINSTANCES 8

MAXLOGHISTORY 1

MAXLOGFILES 16

MAXLOGMEMBERS 3

MAXDATAFILES 100

DATAFILE "C:\oracle\product\10.2.0\oradata\Retain\system0l.dbf" SIZE 300M REUSE
AUTOEXTEND ON NEXT 10240K MAXSIZE UNLIMITED

EXTENT MANAGEMENT LOCAL

SYSAUX DATAFILE "C:\oracle\product\10.2.0\oradata\Retain\sysaux01.dbf" SIZE 120M
REUSE AUTOEXTEND ON NEXT 10240K MAXSIZE UNLIMITED

SMALLFILE DEFAULT TEMPORARY TABLESPACE TEMP TEMPFILE
"C:\oracle\product\10.2.0\oradata\Retain\tempOl.dbf" SIZE 20M REUSE AUTOEXTEND ON
NEXT 640K MAXSIZE UNLIMITED

SMALLFILE UNDO TABLESPACE '‘UNDOTBS1' DATAFILE
"C:\oracle\product\10.2.0\oradata\Retain\undotbs01.dbf" SIZE 200M REUSE AUTOEXTEND
ON NEXT 5120K MAXSIZE UNLIMITED

CHARACTER SET AL32UTF8

NATIONAL CHARACTER SET AL16UTF16

LOGFILE GROUP 1 ("C:\oracle\product\10.2._0\oradata\Retain\redoOl.log") SIZE
51200K,

GROUP 2 ("C:\oracle\product\10.2.0\oradata\Retain\redo02.log") SIZE 51200K,
GROUP 3 ("C:\oracle\product\10.2.0\oradata\Retain\redo03.log") SIZE 51200K

USER SYS IDENTIFIED BY "&&sysPassword"™ USER SYSTEM IDENTIFIED BY
""&&systemPassword™;

spool off
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The most critical items to note are the CHARACTER SET (AL32UTF8 aka UTF8), and the NATIONAL
CHARACTER SET (AL16UTF16). If using a GUI based installed, be careful to set these - they are
easily missed. (They are located on the Encoding tab of the 10th step or so of the wizard).

User Account Creation

Finally, using the SYSTEM account, connect to the database, create a user, and grant full system
privileges to the account. An example is shown below:

CREATE USER user-name IDENTIFIED BY password;

grant dba to user-name;

Restart everything, and verify you can telnet on the TCP LISTENER's PORT (1521 if as above).
If a restricted user is desired, Retain requires a user with the following roles:
RESOURCE CONNECT

And the following database privileges to the Retain database:

CREATE PROCEDURE

CREATE SESSION

CREATE SYNONYM

CREATE TABLE

CREATE TYPE

CREATE VIEW

Tuning

Tuning Oracle is quite far beyond the scope of this manual. The manuals on Oracle's site, as well as
an experienced DBA or extensive training is strongly recommended.

Postgres 9

When creating a PostgreSQL database for use by Retain, specify UTF8 encoding. If the Retain
Server is on a different machine, you will need to configure PostgreSQL to accept connections from
that machine's IP address.

1. Connect to PostgreSQL using its psql utility.

2. Create a new database and user for use by Retain. In the example below, we are creating a user
named "retainuser":

CREATE DATABASE retain WITH OWNER = retainuser ENCODING = 'UTF8' TABLESPACE =
pg_default CONNECTION LIMIT = -1;

MariaDB

MariaDB comes with SLES 12, it is a drop-in replacement for MySQL.
Install MariaDB from YaST.
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Log into MariaDB, and set up the Retain database and user.

1. Create the database: * This is critical. Not storing the database in UTF-8 format guarantees
irreparable corruption for non-US-ASCII characters. *

CREATE DATABASE retain DEFAULT CHARACTER SET 'utf8' DEFAULT COLLATE 'utf8_bin';
1a. If you make a mistake, enter this command:
DROP DATABASE retain;

...and repeat step to create the database.

2. Retain needs a user account created that has full rights to the Retain database. It is strongly
recommended that the ‘root’ account is not used. While logged in to MySQL, enter the following
commands. Replace (UserName) and (Password) with the desired user name and password
(Both commands are needed. The ‘%’ is a wildcard. If you want to restrict the connection to a
specific IP address, put that address instead of the ‘%’ sign.):

GRANT ALL PRIVILEGES ON retain.* TO '(UserName)' @'%' IDENTIFIED BY '(Password)’;

GRANT ALL PRIVILEGES ON retain.* TO '(Username)'@'localhost' IDENTIFIED BY
'(Password)’;

For example, if the database user's name is "retain" and the password is "Password1":
GRANT ALL PRIVILEGES ON retain.* TO 'retain'@'%' IDENTIFIED BY 'Password1’;
GRANT ALL PRIVILEGES ON retain.” TO 'retain'@'localhost' IDENTIFIED BY 'Password1’;

Further tuning

It is the customer’s responsibility to learn more about and tune the SQL Database Server. Tuning
database servers for performance often requires an experienced DBA. It is the customer’s
responsibility to back up, store, and make the database is fault tolerant.

MySQL

As a recommended best practice, customers should periodically optimize the Retain tables in order to
achieve optimum query and update performance. This can have a big impact on the performance of
archive jobs, deletion jobs, etc. It is also a good idea to optimize the memory settings for MySQL.

As always, it is recommended to first backup (dump) the database (https://support2.microfocus.com/
kb/doc.php?id=7019083) before performing any maintenance. If on a VM, you can alternatively back
up the VM or take a snapshot.

Optimize Tables

Like hard disks, database tables' indices can become fragmented resulting in poor performance.
We've seen dramatic improvements in archive job and deletion job performance for customers who
have optimized their retain tables.

From a command line, type: mysqlcheck -o -u root -p retain

+ "-0" instructs it to optimize all tables in the database.
+ "-u root" specifies the user "root".
+ "-p" will cause it to prompt for the retain database password.

+ "retain” instructs it to run against the "retain" database (or whatever you named it during
installation - "retain" is the default).


https://support2.microfocus.com/kb/doc.php?id=7019083

WARNING: This should be done during a maintenance window, as it locks the tables and can take
hours to complete; and for larger databases, possibly days. We haven't received feedback from any
customer on this, but a 50G database took hours. This, of course, is more of a function of the number
of records in the tables (not the database size), the power of the underlying hardware, and RAM. The
more innodb_buffer_pool_size you can give to MySQL, the more tablespace it can load into RAM
(javascript:void(window.open('http://dev.mysqgl.com/doc/refman/5.5/en/
glossary.html#glos_buffer_pool',",'resizable=yes,location=yes,menubar=yes,scrollbars=yes,status=y
es,toolbar=yes,fullscreen=no,dependent=nao'))).

The aforementioned will do ALL Retain tables; however, many are static and would not necessarily be
subject to fragmentation issues; thus, you can paste the following query into the MySQL prompt after
logging into MySQL. It will optimize the tables one by one.

These are the Retain 3.x tables you might consider optimizing:

OPTIMIZE TABLE retain.Audit;

OPTIMIZE TABLE retain.s_AddressBookCache;
OPTIMIZE TABLE retain.t_abook;

OPTIMIZE TABLE retain.t_document;

OPTIMIZE TABLE retain.t_dsref;

OPTIMIZE TABLE retain.t_message;

OPTIMIZE TABLE retain.t_message attachments;
OPTIMIZE TABLE retain.t_message properties;
OPTIMIZE TABLE retain.t_message_recipients;
OPTIMIZE TABLE retain.t_recipient;

These are the Retain 2.x tables you might consider optimizing if you are planning on migrating to
Retain 3.x in the next few days or weeks:

OPTIMIZE TABLE retain.Audit;

OPTIMIZE TABLE retain.Document;
OPTIMIZE TABLE retain.Email;

OPTIMIZE TABLE retain.t_Node;

OPTIMIZE TABLE retain.t_attachment;
OPTIMIZE TABLE retain.t_msg_properties;
OPTIMIZE TABLE retain.t_recp_properties;
OPTIMIZE TABLE retain.t_recipients;

You can check on the progress of the queries by opening a separate terminal window and launching
the following command:

watch -n 1 "mysqgladmin -u root -p[password] processlist"

(note: no space between "-p" and your mysql root user password!)

NOTE: Retain uses the innoDB engine in MySQL, which does not support the optimize option;
however, by running this option, it will automatically perform a re-create action on the tables, which
will eliminate the fragmentation. There might be better ways to accomplish this, so this information is
supplied to point you in the right direction.

For more detailed information and other mysglcheck options, you may want to research this on the
Internet. For your convenience, here are a couple of helpful articles:

4.5.3. mysqlcheck - A Table Maintenance Program (http://dev.mysqgl.com/doc/refman/5.0/en/
mysgqlcheck.html#option_mysqlcheck_analyze)

MySQL Back to Basics: Analyze, Check, Optimize, and Repair (http://www.pythian.com/blog/mysq|l-
back-to-basics-analyze-check-optimize-and-repair/) (written in 2008)

Install 67


javascript:void(window.open('http://dev.mysql.com/doc/refman/5.5/en/glossary.html#glos_buffer_pool','','resizable=yes,location=yes,menubar=yes,scrollbars=yes,status=yes,toolbar=yes,fullscreen=no,dependent=no'))
http://dev.mysql.com/doc/refman/5.0/en/mysqlcheck.html#option_mysqlcheck_analyze
http://www.pythian.com/blog/mysql-back-to-basics-analyze-check-optimize-and-repair/

68

MySQL Reference Manual on getting a dump of a corrupted database (http://dev.mysqgl.com/doc/
refman/5.5/en/forcing-innodb-recovery.html) This is sometimes the only option for recovering data
from a corrupted INNODB database.

Memory Optimization

Memory for your innoDB can be configured in /etc/my.cnf (Linux) or, for Windows, in the
[drive]:\Program Files\MySQL\MySQL Server 5.x/my.ini (where "x" is the MySQL version). This article
only mentions a few items. A customer will want to do its own research on these and other settings.

You'll find the following section in your my.cnf and there will be identical lines in the my.ini on Windows
although they may not be in this same order. The settings you may want to consider modifying are in
red. This will be followed by indented explanations in blue and are additional comments made for this
article - those additional comments are not found in the my.cnf or my.ini.

Be sure to stop Tomcat (https://support2.microfocus.com/kb/doc.php?id=7019531) before working
with MySQL.

# Uncomment the following if you are using InnoDB tables. If it does not exist, create it.
innodb_file_per_table

The "innodb_file_per_table" is not included in the default my.cnf or my.ini and has to be typed in
manually. It causes MySQL to create an .idx file for every table in the database. The benefits of this is
up for debate. Some swear by it because they feel it eliminates contention for a single file containing
all the tables (ibdata1); however, others have written that it is fast at first and then bogs down. We
have found that, for Retain databases, it seems to positively impact performance. Do your own
research and determine what is best for your system.

#innodb_data_home_dir = /var/lib/mysql
#innodb_data_file_path = ibdatal:10M:autoextend
#innodb_log_group_home_dir = /var/lib/mysqgl

# You can set .._buffer_pool_size up to 50 - 80 %

# of RAM but beware of setting memory usage too high
innodb_buffer_pool_size = 4G

This allocates buffer memory for MySQL (javascript:void(window.open('http://dev.mysql.com/doc/
refman/5.5/en/
glossary.html#glos_buffer_pool',",'resizable=yes,location=yes,menubar=yes,scrollbars=yes,status=y
es,toolbar=yes,fullscreen=no,dependent=no"))) into which it can load table and index data. Obviously,
accessing RAM is faster than disk, so the more memory you can give for the buffer pool, the more
MySQL can load into the buffer. MySQL will be using memory for other things, so if you have 6G to
play with, you probably do not want the buffer pool to be larger than 4G. You'll have to experiment on
your own system.

A helpful tool that is free is called mysqltuner.pl. It is a perl script that runs against your database to
help you tune it's memory, security, etc. To get it, create a directory on your Linux server and change
to that directory. Then type: wget mysgltuner.pl. Once it is down donwloading (takes 1 second), type:
chmod +x *.pl so that it can be executed; then, execute it by typing: ./mysqltuner.pl.

innodb_additional_mem_pool_size = 204M
From what we've seen, this should be set to 5% of the buffer pool size. But, again, do your research.

# Set .._log_file_size to 25 % of buffer pool size
innodb_log_file_size = 1024M

This affects the ib_logfileO and ib_lodfile1 files in your MySQL data directory. These files hold
statements/transactions. The maximum size these can be set to (regardless of your buffer pool size)
is 1024M (or 1G, totaling 2 GB for all log files together) for MySQL 5.5 and 255 G (total for all log files
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together can be up to 512 GB) for 5.6. For more information check out the MySQL website here (http:/
/dev.mysql.com/doc/refman/5.6/en/innodb-parameters.html#sysvar_innodb_log_file_size). There is
also some discussion on what values you should set the log files to (see https://www.percona.com/
blog/2008/11/21/how-to-calculate-a-good-innodb-log-file-size/ (https://www.percona.com/blog/2008/
11/21/how-to-calculate-a-good-innodb-log-file-size/). The maximum size these can be set to is

1024 M.

IMPORTANT: If you change this setting, it would be a good idea to flush the existing logs (ib_logfile0
and ib_logfile1). To do this, take the following steps:

a) Log into MySQL: mysq| -u root -p

b) From the MySQL prompt, type: SET GLOBAL innodb_fast_shutdown=0;
Then type "quit" to log out of MySQL.

¢) Shut down MySQL: rcmysql stop

d) Rename the ib_logfile0 and ib_logfile1 files.

g) Start up MySQL: rcmysql start

h) If MySQL starts up successfully, you can delete the ib_lodfile* files.

If you do not delete or move the exisiting ib_logfile0 and ib_logfile1 files from the MySQL data
directory when changing the logfile size, MySQL will not load.

innodb_log_buffer_size = 8M

The log buffer allows transactions to run without having to write the log to disk before the transactions
commit. If the transactions are large, then making the log buffer larger saves disk I/O. There is a
status called "innodb_log_waits" in MySQL. This shows the number of times a wait was required for it
to be flushed before continuing. If you have any waits, then the buffer size is too small. Here is the
query you can run on that status: SHOW GLOBAL STATUS LIKE 'innodb_log_waits";

mysql= show global status like 'innodb log waits';

#innodb_flush_log_at_trx_commit = 1
#innodb_lock_wait_timeout = 50

To enable any one of those settings, remove the hash mark ("#") preceding it. The following is an
example for a typical system that has 16G of total RAM, where 2G is allocated for the Linux OS and
8G to Tomcat. The amount allocated to Tomcat versus the database will vary per customer. A system
where a lot of queries/searches are made in Retain for items or runs multiple workers on the Retain
Server itself will want to lean towards more memory to Tomcat, like in this example; otherwise, a
customer may want to favor MySQL a bit and give Tomcat a little less.

Changes to the my.cnf will not take affect until after MySQL is restarted. Again, if you changed the log
file size setting, you must follow the steps listed above or MySQL will fail to load.

Once MySQL loads successfully, you can start up Tomcat (https://support2.microfocus.com/kb/
doc.php?id=7019531).
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Prerequisites

Before running the Retain installer, you must first ensure that the following are installed and working:

*

*

*

*

*

Apache 2.2.x (SLES11) or Apache 2.4 (SLES12) including:

apache2-mod_jk - Connectors between Apache and Tomcat Servlet Container
apache2-prefork - Apache 2 "prefork" MPM (Multi-Processing Module)
apache2-worker - Apache 2 worker MPM (Multi-Processing Module)

SQL server with appropriate database created. For more information on database installation, or
configuration and creation of an appropriate database for Retain, see the ‘SQL Database Guides
section’. The SQL server does not need to be on the same server, though for small systems
having the SQL server local to the Retain Server simplifies the setup. To create the database,
follow the instructions in the ‘'SQL Database Guide Section’ (../SQL_Database guides/SQL
Database guides.htm).

The Retain installation requires an internet connection to function properly. The Retain install will
automatically download and install the appropriate Java Development Kit 1.8 if the server has a
connection to the internet.

NOTE: Be sure your server’s clock is accurate before you begin! Using NTP is recommended to keep
your clock accurate.

The install will complete the following tasks:

*

Java Development Kit 1.8 (JDK) will be checked/installed.

Retain_tomcat and any existing Retain installation will be stopped

Retain will be unzipped into /opt/beginfinite/retain.

The data will be stored in /var/opt/beginfinite/retain by default.

Backups of modified files go in /opt/beginfinite/retain/backup

The Apache integration file is in /opt/beginfinite/retain/ws

Tomcat is made to restart and the runlevel is altered to run automatically on system start.

Retain Install

Pre-install tasks:

1.

Download (http://download.gwava.com/download.php?product=Retain&version=current) the
latest version of Retain.

You may use the command line "wget http://download.gwava.com/
download.php?product=Retain&version=current"

Extract the archive. This will extract into a new folder.

In the GUI right-click and select "Extract Here"

On the command line use "unzip Retain<version>.zip"

. Open a terminal window in the Retain install folder and make the installer script executable by

running the command: "chmod +x *.sh"


../SQL_Database_guides/SQL Database guides.htm
http://download.gwava.com/download.php?product=Retain&version=current

If a previous version of Java was installed via YaST, tomcat may fail to start. Uninstall the existing
Java with YaST and unset the JRE_HOME path (unset JRE_HOME).

Retain Install:

(The installer installs Retain-Tomcat and initialize the Retain installation which will install the
embedded Tomcat as well. Consider removing any existing Tomcat installation.)

1. Install Retain. Enter the following command:

./Retainlnstall.sh
2. Read and accept the license agreement.

ial computer software" and (b) commercial computer software documentation as the said terms are used in 48 C.F.R. 12.212 (Sept 1995).Consiste
nt with 48 C.F.R. 12.212 and 48 C.F.R. 227.7202-1 through 227.7202-4 (June 1995), U.S. Government End Users shall acquire the Scftware in acc
ordance with the terms and conditions as herein set forth.

14. Term

The License granted herein shall be effective until terminated except for an evaluation License which shall terminmate in accordance with the
provisions as set forth at Paragraph 3 herein. You shall be entitled to terminate the License granted herein at any time. GWAVA may, at its s
ole option, elect to terminate the present Agreement and revoke the License granted herein upon the breach by You of any of the terms herein.
In the event that GwAVA shall so elect, or upon the termination of the License granted herein for any reason, it is understood and agreed tha
t You shall, immediately, and without formal notice, discontinue all use of the Software and destroy the said Software together with all copi
es thereof. It 1s further understood and agreed that with the exception of the License granted herein to Use the Software, the other provisio
ns of this Agreement will survive the termination of the said License or the termination of the Agreement itself and shall remain, for all le
gal purposes, fully enforceable.

15. Severability

The present Agreement constitutes the entirety of the Agreement between the Parties with respect te 1ts subject matter. In the event that any
provision hereof shall be deemed unenforceable, void or invalid, such provision shall be amended so as to render 1t valid and enforceable an
d, as so amended, the Agreement, in its entirety, shall remain in full force and effect. It is further stipulated herein that no decision, ac
tion or inaction by GwAvA shall be construed to be a waiver of any right(s) or remedy available to 1t.

16. Waiver
The waiver by either Party of any default or breach of this Agreement shall, in no event, constitute a waiver of any other or subsequent defa
ult or breach.

17. Jurisdiction and Choice of Law

The parties hereto stipulate that the present Agreement shall be interpreted in accordance with the laws of the State of Utah and the United
States of America and that, further, the application hereof of the United Nations Convention on the International Sale of Goods is hereby spe
cifically excluded. The Parties hereby further stipulate that the Courts of Utah and of the United States shall have exclusive and preemptory
jurisdiction to entertain all applications in relation hereto of every nature and description, both legal and equitable.

18. Complete Agreement

It is expressly understood and agreed that this Agreement constitutes the complete contract between the Parties and supersedes and replaces a
11 prior or contemporaneous representations, communications, understandings and agreements between the Parties, oral or written, with respec
t to the subject matter hereof. Further, it is expressly understood and agreed that the present Agreement shall not be amended or modified ex
cept, 1n writing, where such writing is signed by the authorized representative of each Party. No representations, statements, warranties or
agreements, other than those herein expressed, have intervened to induce the making, execution and for delivery of this Agreement.

*GWAVA 15 a Reglstered Trade Mark of GWAVA Inc., 100 Alexis Nihon, Suite 500, St-Laurent, Quebec, Canada HaM 2P1
Choose one of these options:

1) You agree to this license agreement

2) You DO NOT agree to this license agreement

3) You want to re-read the license agreement

choose (1-3): 1f

3. Read the software requirements and press Enter.
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4.

Retain requires the following:

- Apache 2.2.x or 2.4.x

- Tomcat 8.0 (Installer will install 1t).

- Java 8 (Installer will install 1t).

- Supported database (not necessarily on this server), with database cre
ated as per 1install guide.

- MySQL Connector/J (JDBC driver for MySQL) version 5.1.21 or later 1f u
sing MySQL database

Minimum memory requirements for different install scenarios:

1- Any combination of Server, Reporting and Monitoring Server, and Messa
ge Router: 8 GE RAM

2- Worker: 4 GB RAM

3- Worker and any other component: 12 GE RAM

After running Setup: Be sure to read the documentation on tuning memory usage in
Tomcat.

Press Enter to continue.]]

You will be asked what components to install. Each of these components can be installed on a
separate server or on the same server. However, the Message Router needs to be in the
network DMZ and is usually installed separately. Options include:

Retain Server

Stubbing Server (GroupWise only)

Reporting and Monitoring Server

Retain Worker

Retain Message Router (needs to be installed in the network DMZ)

Generally, we recommend installing the Server, Reporting and Monitoring, and Worker on the
Retain server.



Retain Installation Options

Choose components. ..

Install Retain Server (y/n)?y

Install Retain Stubbing Server (y/nl)7n

Install Retain Reporting & Monitoring Server (y/nl?y
Install Retain Worker (y/n)?y

Install Retain Message Router (y/n)7nrf]

a.

b.

If you are upgrading Retain, you are given a list of currently installed options and the ability
to select upgrade options, if you wish to add components you can choose which ones to
add here. Otherwise during a new installation, Java will be installed.

Retain has already been installed on this system with the following components:
Retain Server

Retain Reporting & Monitoring Server

Retain wWorker

Choose one of these options:

1) Upgrade current installation of Retain

2) Upgrade current installation of Retain and add new components

3) Exit this installer

Choose (1-3):

During an upgrade the installer will check the Apache/Tomcat configuration.
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NOTE: If components already exist on the system, but new features are being added, all
new and existing features must be selected for install, AND the upgrade must be selected
with the first option: “Upgrade Retain, Preserving configuration” must be selected.

tpache/Tomcat Configuration

fpache 2 appears to be installed

fpache Base 1s /etc/apache2

fApache Service 1s fetc/init.d/apachez

fpache Conf 1s /etc/apachez/httpd.conf

Apache Version 1s 2.2

Apache Group 1s www

Will assume that mod_proxy, mod rewrite, and mod_proxy_ajp
are installed and enabled. These are standard in Apache 2.2+.
You may check in the Http Server control Panel in Yast

Jopt/beginfinite/retain exists. Choose one:

1) Upgrade Retain, preserving configuration (recommended)
2) Overwrite Retain, losing configuration

3) Quit

Choose (1-3):

5. Java is checked, and automatically installed or upgraded, if necessary.

JAVA Configuration

Checking Java...

Downloading Java from http://download.gwava.com/download.php?product=jvm8&version=alinG4server ...
--2016-11-04 09:05:13-- http://download.gwava.com/download.php?product=jvm8&version=aling4server
Resolving download.gwava.com... 209.90.108.66

Connecting to download.gwava.com|209.90.108.66]:80... connected.

HTTP request sent, awaiting response... 302 Found

Location: http://download.gwava.com/jvm/server-jre-8ust-linux-x64.tar.gz [following]

--2016-11-04 09:05:17-- http://download.gwava.com/jvm/server-jre-8us0- Linux-x64. tar.gz
Connecting to download.gwava.com|209.90.108.66]:80... connected.

HTTP request sent, awaiting response... 200 0K

Length: 59798027 (57M) [application/x-gzipl

Saving to: “jwvm.tar.gz'

3o [ ] 23,608,670 10.1M/s

5a. If an Internet connection cannot be made, the installer will ask to retry, abort, or for the local
path to the Java installation package. The Java installer can be downloaded from: http://
download.gwava.com/download.php?product=jvm8&version=alin64server_latest



JAVA Configuration

Checking Java...

Downloading Java from http://download.gwava.com/download.php?product=jvm8&versio
n=alinBdserver_latest

--2017-10-04 14:21:18-- http://download.gwava.com/download. php?product=jvma&ver
sion=alinBdserver latest

Resolving download.gwava.com... 209.90.108.66

Connecting to download.gwava.com|209.90.108.66|:80... failed: Metwork 1s unreach
able.

ERROR: Could not successfully download Java install package file. Either this se
rver does not have access to the Internet, or a firewall, proxy server, or simil
ar device 1s blocking downloads from download.gwava.com.

FPlease select one of the following:

1) Retry Java download.

2) Abort installation.

3) Locate Java install package file (server-jre-8ul3l-linux-x64.tar.gz) previous
ly downloaded from http://download.gwava.com/download.php?product=jvm8&version=a
linGdserver_latest

Choose (1-3): =

Please type the path where this installer can find the file server-jre-8ul3l-lin
ux-x64.tar.gz and then press Enter. If the file 1s in the current directory pres
s Enter.

froothesktopl

Installation completes, shows the URL to the RetainServer web console and returns to the
prompt.

From your browser, if the Apache integration works, you should be
able to type http://127.0.0.1/RetainServer and/or
http://127.0.0.1/RetainWorker and/or
http://127.0.0.1/RetainRouter.

An additional diagnostic if that fails:
Try http://127.0.0.1:48080/Retainserver and
http://127.0.0.1:48080/RetainwWorker or
http://127.0.0.1: 48080/RetainRouter .
The direct Tomcat ports may be used to troubleshoot Jakarta and the
proxy connector. If TOMCAT's ports work but Apache's don't, double
check Jakarta and the proxy connector settings.

If the TOMCAT install fails, it is likely due to a missing or
incorrect JAVA_HOME variable. Verify or reset the JAVA_HOME variable.
See the installation guide for steps to set the JAVA_HOME variable.
IMPORTANT: Be sure to read the documentation on tuning Tomcat's
memory usage. The default memory may not be sufficient.

Backup /root/Desktop/Retain4locdev_218/RetainInstall.log to /opt/beginfinite/retain/backup/20161104/RetainInstall. log
sf105: ~/Desktop/Retain4100dev_218 #

Check the status of Apache 2 and Retain Tomcat. (They should both be 'running'.)
Controlling Tomcat
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SLES12

To check the status, start or stop apache or retain-tomcat, use the following runtime commands:

service apache2 status|start|stop|restart
service retain-tomcat8 status|start|stop|restart

SLES11
To check the status, start or stop apache or retain-tomcat, use the following runtime commands:

rcapache2 status|start|stop|restart
rcretain-tomcat8 status|start|stop|restart

8. If using MySQL, install the MySQL Connector/J (JDBC driver for MySQL) (../
SQL Database guides/SQL Database guides.htm#JDBC) before configuring Retain.

You are now ready to continue to the configuration tasks. See the Initial Setup (../Initial_Setup/Initial
Setup.htm) section.

If you wish to set a custom storage path or install additional workers, those instructions are continued
below.

Custom Storage Path Rights

If the data is to be stored on a disk other than the default volume, follow these instructions to set the
directory ownership and permissions.

During initial configuration, a storage path for the archived mail is selected. Retain requires read and
write access and permissions to the storage path. If a storage path other than the default (/var/opt/
beginfinite/retain) is desired, then rights and ownership need to be granted to Retain.

After running ./retaininstall.sh, find out which user Retain is using to access the file system. (For
SLES 10.1, 10.2, 11 the user is called ‘tomcat’).

In a console, get a listing of the files and owners by typing:
1 /opt/beginfinite/retain

This shows the User and the group that own the directory structure. In the system shown, Retain is
using tomcat as the user.

Create the directory structure for the desired storage location, and then grant the permissions and
ownership to the Retain user.

(mkdir <desired directory structure>)
(chown —-R <user> <storage directory>)
(chmod —-R 744 <storage directory>)

(In this example, we have already mounted our SAN or physical drive to the /Retain directory and
wish to store mail in the /Retain/archives directory.)

mkdir /retain/archives
chown —R tomcat:www /retain/archives
chmod —R 744 /retain/archives

Now check the directories for ownership:

1 /retain


../Initial_Setup/Initial Setup.htm
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| pelets | Rt - Include subfolders

Tomcat now has rights to the storage location.

Installing Just a Worker to a Server

The Worker may be installed on a server other than the Retain server itself. For example, the worker
may be installed on the email server or on a dedicated worker server.

This is much simpler than installing the entire Retain server system. It only requires installing the
webserver and the worker agent software. It uses the same installer as above.

Prerequisite:

1.

Install the web server (apache)

Pre-install tasks:

1.

Download (http://download.gwava.com/download.php?product=Retain&version=current) the
latest version of Retain.

You may use the command line "wget http://download.gwava.com/
download.php?product=Retain&version=current"

Extract the archive. This will extract into a new folder.

In the GUI right-click and select "Extract Here"

On the command line use "unzip Retain<version>.zip"

Open a terminal window in the Retain install folder and make the installer script executable by
running the command: "chmod +x *.sh"

3a. If a previous version of Java was installed via YaST, tomcat may fail to start. Uninstall the
existing Java with YaST and unset the JRE_HOME path (unset JRE_HOME).

Run the installer. Enter the following command:
./Retainlnstall.sh
Select yes to "Install Retain Worker" only

6. Finish the install as normal

7. Workers are accessed by browsing to http://[IPAddress or HostName]/RetainWorker

Install
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Installing Additional Workers

Overview

In larger email systems, it can take a long time to dredge all the users especially if the users are on
multiple mail servers. You can install multiple workers that can run in parallel to speed up the
archiving process. We generally recommend one worker per mail server. The Retain installer can
install up to 10 workers on a single server. We recommend an additional 1GB for RAM per worker.
Workers are accessed by browsing to http:/[IPAddress or HostName]/RetainWorkerN

The installer allows you to install one additional worker at a time.

Procedure

1. From the terminal run "./retaininstall.sh" and install at least one Worker or upgrade the existing
installation, if you haven't already done so.

2. Run "/retaininstall.sh addworker" to start the installer in Add Worker Mode.
3. Acknowledge requirements.
4. Accept the license agreement.
5. Enter the number (1-9) of the Worker agent you wish to install. You may install workers in any
order.
Retain Multiple worker Installation
Current Retainworker instances appear to be
Jopt/beginfinite/retain/RetainWorker
Below you'll get to select a number from 1 to 9
Which represents a Worker install. For example,
choosing 5 installs a Worker named RetainWorkerS
Choose (1-9, or Q to quit): |
6. Confirm the install location.
7. Choose to keep or move the log location.
8. Choose to run retain-tomcat8 on start up or not.
9. After installing and acknowledging the location of the documentation the installer will show you

how to access the Workers that were just installed.
10. Log into the Retain web console as admin

11. Create a new Worker and download the Bootstrap for each new Worker you installed. You may
save it with a different name to organize it.

12. Browse to the new Worker at http://[ServerAddress]/RetainWorkerN where N is the number of
the worker you just installed.

13. Upload the bootstrap.
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14. Click Continue and login to the worker.
15. Check the friendly name that it is the one you expect.

There is a separate log file for each worker, found in /var/log/retain-tomcat8/RetainWorkerN.yyyy-
mm-dd.log unless otherwise specified in Configure Tomcat.

Windows Installation

Prerequisites

Before running the Retain installer, you must first ensure that the following are installed and working:

+ 1IS or Apache 2.2.x

+ PowerShell 3.0 or higher

+ SQL server with appropriate database created (../SQL_Database guides/SQL Database
guides.htm)

The Retain installation requires an internet connection to function properly. The Retain install will
automatically download and install the appropriate Java Development Kit 1.8 if the server has a
connection to the internet.

NOTE: IS has a size limit restriction which will limit uploads, or message and attachment archiving to
30MB, by default. For more information see http://support.gwava.com/kb/?View=entry&Entry|ID=2089
(http://support.gwava.com/kb?View=entry&EntrylD=2089)

Be sure your server’s clock is accurate before you begin! Using NTP is recommended to keep your
clock accurate.

If PowerShell's execution policy is set too restrictively, the install will fail. See Set-ExecutionPolicy
(https://docs.microsoft.com/en-us/powershell/module/Microsoft. PowerShell.Security/Set-
ExecutionPolicy?view=powershell-5.1).

Webserver Install

Install a webserver.

If using 1IS, use the appropriate version for the platform.

Installing ISAPI extensions and filters with IIS

ISAPI filters allow the gathering and manipulation of, and information about internet traffic on the
system. The following are instructions to install ISAPI filters to an existing IIS installation. If IS is not
installed yet, the Web Server (11S) should be installed as well.

1. Open the Server Manager.

2. In Server Manager, click the Manage menu, and then click Add Roles and Features.

3. In the Add Roles and Features wizard, click Next. Select the installation type and click Next.
Select the destination server and click Next.

4. On the Server Roles page, expand Web Server (11S), expand Web Server, expand Application
Development, and then select ISAPI Filters and ISAPI Extensions. Click Next.
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DESTIMATION SERVER

Select role services e

Before You Begin Select the role services to install for Web Server (115)

Installation Type Role services Description

Server Selection . bErntpioferen |
4 [A Application Development Programming Interface (ISAPI) Filters |

[] .MET Extensibility 3.5 provides support for Web
Features [] .MET Extensibility 4.5 applications that use ISAPI filters.

Web Server Role (IIS) lication Initializati ISAPI filters are files that can extend
[} Application Initiafization or change the functionality provided :

[] Asp by IIS. An ISAPI filter reviews every
[] ASP.NET 3.5 request made to the Web server, ;
[] ASP.NET 43 until the filter finds one that it needs

to process.
] cal

ISAPI Extensions
[] Server Side Includes
[] WebSacket Pratacal
4 [] FTP Server
[] FTP Service

Server Roles

Confirmaticon

<l

5. On the Select features page, click Next.

DESTINATION SERVER

Confirm installation selections e

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [[] Restart the destination server automatically if required

Server Selection Optional features (such as administration tocls) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
Server foles their check boxes.

Featuras

Web Server Role (lIS) Web Server (lI5)
Management Tools

Role Services
1IS Management Console

Web Server
Application Development
ISAPI Extensions
ISAPI Filters

Commoen HTTP Features
Default Document

Directory Browsing

Export configuration settings
Specify an alternate source path
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6.
7.

On the Confirm installation selections page, click Install.

On the Results page, click Close.

If using Apache, download the 2.2.x binary for Windows from apache.org, (choose HTTP Server from
left side). Install normally, accepting all prompts. Retain only supports version 2.2.x.

Once Apache and a SQL server are installed, the system is prepared to install Retain’s core
components.

The install will complete the following tasks:

+ Java Development Kit 1.8 (JDK) will be checked/installed.
+ Retain Tomcat 7/8 and any existing Retain installation will be stopped.

+ Retain will be installed.

+ Retain Tomcat 8 is restarted and set to run as a system service.

Retain Install

1.

Download (http://download.gwava.com/download.php?product=Retain&version=current) the
latest version of Retain.

. Extract the archive. This will extract into a new folder.

Right-click and select "Extract All..."

Unzip the downloaded Retain install package to a work directory. Alimost any name will do, as
long as you remember it.

Run “Retaininstall.exe”. NOTE: If it already exists, Tomcat will be automatically shut down by the
installer.

. The Retain Setup Wizard welcomes you to the installer.

= Setup - Retain |;|£-

= > g Reta""] Welcome to the Retain Setup
Wizard

[Anfficd frchiv na

This wil install Retain on your computer,

Click Mext to continue, or Cancel to exit Setup.

Mext = Cancel
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6. The Wizard reminds you of the Software Requirements. Click ‘Next’ to continue.

Software Requirements @

Rietain requires the folowing:

- Apache 2. 2.x% or 115,

- Tomcat 8.0 (Installer will install itif not installed already).

- Java & (Instaber wil install it).

- Supported databass (not necessarily on this server), with database created as per
instal guide.

- MySQL Connector/] (JOBC driver for MySQL) version 5.1.21 or later if using MySQL
database

Minimum memory requirements for different install scenarios:

1- Any combination of Server, Reporting and Monitoring Server,
and Message Router: 8 GB RAM

2-Worker: 4 GB RAM

3- Worker and any other component: 12 G3 RAM

After running Setup: Be sure to read the documentation on tuning memory usage in
Tomeat,

7. Agree to the license agreement.

License Agreement w
Flease read the following important information before continuing.

Flease read the following License Agreement, You must accept the terms of this
agreement before continuing with the installation.

GWAVA Inc. E
End User License Agreement ("EULA"™)

FOLLOWING CONSTITUTES THE END USER LICENSE AGREEMENT THAT IS
ATTACHED TO THE SOFTWARE THAT YOLUI ARE ABOUT TO DOWNLOAD.,

BEFORE CLICKING THE "ACCEPT” BUTTON OR USING THE SOFTWARE, PLEASE
READ THE FOREGOIMG TERMS AND COMDITIONS CAREFULLY, BY CLICKING
ACCEPT, YOU WILL BE DEEMED, FOR ALL LEGAL PURPOSES, TO HAVE READ, ™

® 1 accept the agreement: —
() 1 do not accept the agreement

8. Select the install location.



Select Destination Location w
Where should Retain be installed?

l Setup willinstall Retain into the following falder.

To continue, dick Next. If you would ke to select a different folder, dick Browse.

ks \Program Fles\Baginfinite Retain | | Browse...

At least 178.8 M of free disk space is required.

| <Back | mext> || cancel

9. Select the program features to install. (Retain Server, Stubbing Server, Retain Worker, Reporting
and Monitoring Server, and the Message Router.)

Retain Components Selection Page w
Server, Stubbing Server, Worker, Reporting and Monitoring Server, and
Message Router.

[] Server

9a. If upgrading, previously installed components will be preselected and you will be able to
select additional modules to install.
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Retain Components Selection Page
Server, Stubbing Server, Worker, Repor ting and Monitoring Server, and
Message Router.

Server
[ Stubbing Server
[w] Worker
Reporting and Monitoring Server

[[]Message Router

10. Pre-requirements status is displayed. Installer attempts to detect previous Tomcat installations.
If none are found, it asks whether Tomcat has been installed. Indicate ‘yes’ or ‘no’.
If upgrading, Tomcat 7.0 will be upgraded to Tomcat 8.0.

Please note that the environment variable ‘RETAIN_CATALINA_HOME’ is set after Tomcat
installation.

Click ‘Next’ to continue.
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= Setup - Retain |;|i-

Pre-requirements Status r ; O

- Java 8 has installed but needs to be updated,

- Tomcat 7.0 has been installed on your computer but it is no longer supported.
Tomcat 3.0 will be installed.

<Back | Mext> Cancel |

Java and Tomcat are installed or upgraded. (Note: If there are issues with Apache and Tomcat
starting correctly, set the Java initial memory pool and the maximum memory pool to the same
value, appropriate to the system and expected load.) Tomcat is run as a System Service and
shows up in the system services list as “Retain Tomcat 8”. (Start | Run | services.msc)

10a. If an Internet connection cannot be made, the installer will ask to retry, abort, or for the local
path to the Java installation package. The Java installer can be downloaded from: http://
download.gwava.com/download.php?product=jvm8&version=win64latest
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Java Download Failed w

Could not successfully download Java install zip file, Either this server does not have
access to the Internet, or a firewall, proxy server, or similar device is blocking
downloads from download. gwava.com.

Please select one of the following:

() Retry Java download.

() Abort installation.

® Browse for Java install zip file previously downloaded from
http: /fdownload, gwava.com/download. php?product=jvma&version=winéHatest

Choose a Web Server

12. If a previous version of Retain is detected, upgrade options are displayed; Overwrite or Upgrade.
Generally, you will want to choose Upgrade. Click Next.



Overwrite or Upgrade Retain

A previous instal of Retain was found,

() Overwrite entirely (configuration will be lost)
(® Uparade (configuration will b2 left intact. Recommended)

13. Confirm settings and select 'Install'.

Ready to Install
Setup is now ready ko beqin installing Retain on yvour computer,

Click Inskall ko continue with the installation, or click Back if vou wank to review ar
change any setkings,

115 chosen

Torncak Direckory:
C:\Program Files\BeainfinitelRetain! Tomecat 3.0

Source Direckory:
CiiUsers\AdministratoriDeskkopt Retaind200dey _172

Install Directory:
C:\Program Files\Beginfinite R etain

Server, Stubbing Server, Worker, Reporting and Monitoring Server, Message Ro

< [ | B

< Back ” Install || Cancel

14. The product will install.

Install 87



Installing
Flease wait while Setup instals Retain on your computer.

15. If Microsoft C++ 2005 Runtime distribution is not installed, the appropriate version will
automatically be installed.

Flease wait while Windows corfigures Micrasoft Visual C+s 2005
Redistributable (c64)

16. The Setup Wizard thanks you for installing Retain.
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Flease read the following important information before continuing. p

When you are ready to continwe with Setup, dick Mext.

(Thanks for inetaling Retain! BE‘FCH'E pruceedlng, pbase me lhe onling documentaion
for Retain at http:/support.gws

Retain has now been instaled. You will be able to access Retain by typing:
hittp: [ <IP_address = Retainserver

18. The Retain installation process is complete. Click Finish.
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<< [Jetain Cumpletlng the Retain Setup
Hnrf“m’r‘i‘rdwmg Wiza

:J Setup has finished installing Retain on your computer.

| Click Finish to exit Setup.,

19. If using MySQL, stop the tomcat (../Tomcat_Memory_tuning/Tomcat Memory
tuning.htm#Starting_and_Stopping_Tomcat:) service and install the MySQL Connector/J (JDBC
driver for MySQL) (../SQL_Database_guides/SQL Database
guides.htm#XREF_MySQL_Connector_J__ JDBC_driver_for_MySQL_), then start tomcat.

20. Browse to the Retain web console URL and complete the initial setup.

Controlling Tomcat

Tomcat may be started, stopped or restarted from the Services program.
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O Services
File Achon View Help
e Ec= Hm »eonwn
i Services (Local) O Gy (Local)
Retain Tomcat 8 Mame - Description  Status Startup Type  Log ~
i, Remote Access Auto Conne... Creates a co.. Manual Loc
Stop the service (4 Remote Access Connection... Manages di... Manual Lec
Restart the service 5 Remote Desktop Configurat.. Remote Des.. Running  Manual Loc
i Remote Desktop Services Allows user..  Running  Manual et
Deseription: i Rermote Desktop Services U...  Allows ther.. Running  Manual Loe
Apache Tomcat 8.0.41 Server for £ Remote Procedure Call (RPC) TheRPCSS..  Running  Automatic Net
Retain - http-:ﬁtomcat.apache.org.." 4 Remote Procedure Call (RP... In Windows... Manual Met
£ Remote Registry Enables rem... Automatic (T.. Loc
' Resultant Set of Policy Provi... Provides a n... Manual Loc
1 Retain Tomeat 8 ApacheTo.. Running Automatic
s Routing and Remote Access  Offers routi... Disakled Loc
% RPC Endpoint Mapper Resolves RP.. Running  Autornatic et
i Secondary Logon Enables star... Manual Loc|E
5 Secure Socket Tunneling Pr...  Provides su... Manual Loc
4 Security Accounts Manager  Thestartup .. Running  Automatic Loc
i Senver Supports fil..  Running  Automatic Loc
i, Shell Hardware Detection Provides no... Runming  Automatic Loc
o Smart Card Manages ac... Disabled Loec
5 Smart Card Device Enumera... Creates soft.. Running  Manual (Trig.. Loc
27 Smart Card Removal Policy  Allows the 5. Manual Loc
Fuy SMMP Trap Receives tra.. Manual Loc .

< L

"‘-._ Extended A Standard f

Installing Just a Worker to a Server

The Worker may be installed on a server other than the Retain server itself. For example, the worker
may be installed on the email server or on a dedicated worker server.

This is much simpler than installing the entire Retain server system. It only requires installing the
webserver and the worker agent software. It uses the same installer as above.

Prerequisite:

1. Install the web server (IIS with ISAPI filter, as above).

Pre-install tasks:

1. Download (http://download.gwava.com/download.php?product=Retain&version=current) the

latest version of Retain.

2. Extract the archive. This will extract into a new folder.
In the GUI right-click and select "Extract All.."

Finish the install as normal.

2 e

Run the installer, RetainInstall.exe, as above.
Select only "Worker" as the component to install.

Workers are accessed by browsing to http://[IPAddress or HostName]/RetainWorker

Install
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Installing Additional Workers

Overview

In larger email systems, it can take a long time to dredge all the users especially if the users are on
multiple mail servers. You can install multiple workers that can run in parallel to speed up the
archiving process. We generally recommend one worker per mail server. The Retain installer can
install up to 10 workers on a single server. We recommend an additional 1GB for RAM per worker.
Workers are accessed by browsing to http:/[IPAddress or HostName]/RetainWorkerN

The Retain installer allows you to install up to nine workers at once.

Procedure

1.

o o bk w

Run the RetainInstall.exe and install at least one Worker or upgrade the existing installation, if
you haven't already done so.

From the command line (run as Administrator), type RetainInstall.exe /AddWorker to start the
installer in Add Worker Mode.

Acknowledge requirements.
Accept the license agreement.
Confirm the install location of Retain.

Enter the number (1-9) of Worker agents to install. They will be installed in numerical order (e.g.
RetainWorker, RetainWorker1, RetainWorker2..., RetainWorker9).

= Setup - Retain | == [

Installing additional Worker(s) O

How many Workers do you want to install?

< Back ” Mext = || Cancel

7. Confirm which webserver is installed.



8. Install the Worker agent software. After installing and acknowledging the location of the
documentation the installer will show you how to access the Workers that were just installed.

9. Log into the Retain web console as admin

10. Create a new Worker and download the Bootstrap for each new Worker you installed. You may
save it with a different name to organize it.

11. Browse to the new Worker at http://[ServerAddress]/RetainWorkerN where N is the number of
the worker you just installed.

12. Upload the bootstrap.
13. Click Continue and login to the worker.
14. Check the friendly name that it is the one you expect.

There is a separate log file for each worker, found in C:\Program Files\Beginfinite\Retain\Tomcat
8.0\logs\RetainWorkerN.yyyy-mm-dd.log unless otherwise specified in Configure Tomcat.

Post-Install Tasks

After running through the initial install guide for your OS, you are ready to configure Retain. From this
point on, Retain works the same regardless which platform it is running on. To get Retain ready for
regular use, some final one-time procedures need to be run.

+ Retain Server needs to be configured

+ Configure the relevant module(s)

+ At least one Retain Worker needs to be configured

If using MySQL

+ Install Connector/J (#MySQL_Connector J  JDBC_driver_for_ MySQL )

Initial Setup Overview

+ Choose your storage path
+ Retain prompts you for access information to your SQL Database Server

+ You must create this database beforehand. (See system requirements for documentation
for the supported SQL servers.)

+ Retain creates the tables, indexes, and prepares the database for use
You will be prompted to provide SQL connection information for both the configuration and message
store databases. For convenience and simplicity most installations store this information in the same

database. The database(s) will be used to store Retain configuration, cached address books, and all
saved message data.

+ Create at least one administrator account. The first account will be the default admin account. It
is created during the initial setup
+ The ‘admin’ account is special:
-It has ALL admin rights

-It never expires
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-It always uses “offline authentication” (authenticates using a password stored in the SQL
configuration database instead of authenticating against a message system)

Additional accounts can be created as desired with as many rights as you wish in the
management interface. User accounts may possess a mixture of administrator level and
user level rights. As a result, users may have some admin level rights, but would not be
considered an administrator

+ Retain prompts you for the following SMTP information for notification and forwarding. (If no
SMTP is present, this step may be skipped by typing the word ‘skip’ in the SMTP Mail Server
field.)

*

*

SMTP Server: Server to use for sending messages. (DNS or IP) (use DNS whenever
possible)

From address: Enter the address that you want to appear in the “From” field on the
messages Retain sends

To address: Enter the address to which Retain will send notification

Username: Enter the username to use for authentication with the SMTP server for relaying
mail.

Password: Enter the password for this username

+ Select the indexing engine. There are two different indexing engines available for use with
Retain: The Standard Index engine and the High Availability Index (HAI). While essentially the
same engine, the High Availability Index is scaled and designed for high availability and rapid
searches on very large systems. The HAI requires at least 3 separate, dedicated, index servers
in addition to the Retain Server. The Standard Index is embedded with the Retain Server and is
more than sufficient for small and medium systems.

*

After initial setup, configuration of a module and creation of a profile, schedule, worker, and
job are required before messages can be archived.

Continue with Retain Initial Setup (../Initial_Setup/Initial Setup.htm)

Initial Configuration

Moving Retain

If you are moving Retain to another server and you are connecting to an existing Retain database on
an external database server. Do NOT go through the configuration wizard, or data will be deleted

from the database. You MUST transfer the ASConfig.cfg from the previous server.

Install

Run the Configuration Wizard

1. Open a web browser
2. Go to http://<your-RetainServer-ip>/RetainServer
3. Follow the wizard. You will see this screen initially:

Please pay special attention to the Storage Path and the Advanced Settings.


../Initial_Setup/Initial Setup.htm

< [Retain

Storage Paths @ Welcome to Micro Focus Retain

Message Store Database

File Path
Configuration Database
A storage path is required for Retain, under which indexes, attachments, backups is stored. The wizard will attempt to create the
directory if it does not exist. [f you receive an error, check the rights you granted to your Tomcat application.

Administrator Account

SMTP Motification Storage Path | Narfoptibeginfinite/retain <

Advanced Settings

Ifyou are planning to use the standard engine orthe NetApp engine, this path should pointto a
storage device with sufficient (significanf) disk space. You may use mapped drives, UNC format,
etc.

Indexing Engine

Retain Router

For all engines except the standard engine (including NetApp), you'll need to perform
additional configuration steps in the Storage Engine section of the main administrative
interface, after completing the wizard.

Continue

About Storage Paths

Retain was designed to be very flexible in allowing you to choose where the data will be stored.
Choosing the right hardware and software storage combination is crucial. Storage itself is a function
of the operating system and hardware you choose.

As storage needs approach enterprise levels, the need to specify your data storage locations
becomes more critical. Some hardware and operating systems have a hard limit of 2 Terabytes, for
instance. In situations like these, a SAN might be a good choice for consideration. Either way, it's
imperative that you take the time to investigate your storage needs BEFORE you begin. Retain will
monitor the storage space available, and will issue email warnings at 20 GB, and will lock down
Retain to a maintenance mode when the storage space drops to 10 GB. This is to avoid possible
corruption to the storage and index which may occur when space runs out.

When choosing your storage system, bear in mind the following considerations:

+ Storage size limits. Will storage needs ever exceed this?

+ Ability to add additional storage capacity

+ OS Version and kernel to support the storage system of your choice
+ File system and partitioning

+ Is a SAN right for you?

+ Speed and reliability

+ Backup/restore is your responsibility

Standard Storage Path

You are now ready to start your initial Retain configuration. Specify a storage path for Retain. Accept
the default path unless you have a reason to choose a different one. See the next page for an
important note about storage paths. If you are specifying a custom storage path, Retain must have
rights to the location. For Linux instructions see Custom Storage Path Rights, at the end of the Linux
install guide.
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Advanced Storage Options

For this reason, Retain offers the advanced storage options. (Located under Server Configuration.)
You can specify where you want Retain to store its information.

By default, all data is stored under one master path, specified in the Storage section. From the Retain
Server main screen, you can also find this under Server Configuration under the Storage tab.
Significant performance increases have been seen when data is stored on separate volumes.

If you wish to specify your storage locations in more detail, click on the “Advanced Settings,” and
disable "Derive all file locations from above specified path?".

File Path

A storage path is required for Retain, under which indexes, attachments, backups is stored. The wizard will attempt to create the
directory if it does not exist. [f you receive an error, check the rights you granted to your Tomecat application.

Storage Path Namﬁpt.l"begi'nfi'nit'en'etai'n Z |
Advanced Setftings

Formore advanced scenarios, some paths may be assigned to one device and some to another.
Derive all file locations from above specified path? [

Store attachments under this path ll"DﬁTNal'Chi\l'E |

Store XML mappings under this path |Narﬁopt.l'beginfiniteiretaim‘xml |

Store index files under this path [AINDEX/index |

Store PDF exports under this path |Nan‘opt.l'beginfinitea‘retaim‘export |

Store backups under this path |varfoptbeginfiniteiretainibackup |

Store license under this path |Na|‘!opt.l'beginfiniteiretainilicense |

[fyou are planning to use the standard engine orthe NetApp engine, this path should pointto a

storage device with sufficient (significant) disk space. You may use mapped drives, UNC format,
etc.

For all engines except the standard engine (including NetApp), you'll need to perform
additional configuration steps in the Storage Engine section of the main administrative
interface, after completing the wizard.

Continue

These fields are automatically populated if you only specify the main storage path. You may change
them to point anywhere you wish. You may also change the storage locations later due to storage
space needs. Please see the Partitions (../
Planning_and_Design_Best_Practices.htm#Retain_Planning_and_Design_Best Practices) section
for details. You also specify to encrypt the data as it’s stored. We strongly recommend for
performance and recoverability that you do NOT encrypt using Retain but consider Block level
encryption options (such as BitLocker) that have escrow keys and are processed directly at the
operating system level.

Click “Continue”

1. Next, the screen appears for entering the database connection parameters. This is the same
information from the database created during the preparation phase. The connection information

must be supplied for both the storage and Configuration databases, though they can be housed
in the same database


../Planning_and_Design_Best_Practices.htm#Retain_Planning_and_Design_Best_Practices

Message Store Database Connection Parameters

To successfully create the tables the database server must be running with the refain database created, and permissions for that
database granted to a user. Be sure to specify:

® Driver. Type of Database Server. MySQL S5, 56 andS.7, Oracle 10 and 11, MS SQL Server 2005/2008/2012/2014/2018,
and PostGres 9.0+ are supported. MySQL 4.x will NOT work correctly. If using MySQL, make sure you install the latest
WEersion - even minor revisions contain significant bug fixes and performance enhancements.

® [Database Server: If the database server is not running on the same machine as Retain, change localhost to the IP

address or host name of the machine. (Preferably a DNS host name.) Including :portis legal syntax (e.g.:

192,168 2 31:3308); if not supplied, default ports will be used.

Database Mame: Name of the database you have created for Retain to use.

® Lisername: Username with full rights to the database. We recommend thatyou create a specific user with rights only to the
"refain” database. Also. remember that many database servers require specific settings or rights to connect locally (same
hox setup) vs. REMOTELY (multibox setup).

® Password: Password for access.

Wamning: If you have not setup the database according to the documentation, irreparahble corruption to your data is likely to occur.

Driver: [MysQL555657 z
Database Server: [localhost :|
Database Mame: [retain |

DB Instance (MSSQL only): |default |

DB Username: |'r00t |

DB Password: [ |

If you are running MySQL, we also need the database server root usernamel/password for the initial setup. This will not be stored.
DB ROOT Usemname: [root |

DB ROOT Password: | |

| Continue |

2. The configuration database must also be specified. Unless otherwise required, the settings here
should be identical to the Retain storage database, as they are usually housed together.

Configuration Database Connection Parameters

To successfully create the tables the database server must be running with the refain database created, and permissions for that
database granted to a user. Be sure to specify.

® Driver: Type of Database Server MySQL 5.5 and 2.6, Qracle 10 and 11, MS SQL Server 2002/2008/2012/2014, and FostGres

9.0+ are supported. MySQL 4. x will MOT work correctly. If using MySQL, make sure you install the latestversion - even minar

revisions contain significant bug fixes and performance enhancements.

Datahase Server: f the database server is not running on the same machine as Retain, change localhost to the IP

address or host name of the machine. (Preferably a DMNS host name.) Including portis legal syntax (e.g.

192.168.2.31:3306); if not supplied, default ports will be used.

Configuration Database Mame: Name of the database you have created for Retain to use.

& Llsername: Username with full rights to the database. We recommend that you create a specific user with rights only to the
"retain” database. Also, remember that many database servers require specific settings or rights to connect locally (same box
setup) vs. REMOTELY (multibox setup).

® Password: Password for access.

Warning: If you have not setup the database according to the documentation, irreparable corruption to your data is likely to oceur.

Driver: [MysQLS55657 iz
Database Server: [localhost ]
Database Name: [retain |

DE Instance MSSQL only): |default |

DB Usemame: [retain |
DB Fassword: [eenee |

| Continue |
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3. Create the administrator account. This account is special in that this account is the administrator
with rights to everything, by default. While other accounts may be created, this administrator
account should never be removed or changed. This account may be used by the index engine or
other components. Remember the credentials created here; they will be used to log into the
Retain system.

NOTE: Retain allows the creation of many user accounts that share administrative roles. The
initial account created is not particularly special; it's merely a convenience to create one super
user with all the Administrative rights granted. Do not delete this account. If the admin account is
deleted, please contact support.

Administrator Account

This administrator account will be needed forfull access to Retain. You may also create additional administrators once this setup
wizard has completed.

Keep this password secure and safe, and consider creating a backup administrator account.

(ifyou do lose the account passwaord, please contact Retain Supportto help you create a new account)

Login Name: |admin |

Password: |ssssssssss |

Confirm Password: [ssssssssss |

Con.tinue |

4. Enter the information for an SMTP relay host that Retain will use to send mail. Setup will attempt
to send a test message. You cannot proceed with installation until the SMTP test message is
successfully delivered. If you see an error, check firewall settings, (including local desktop/server
firewalls such as McAfee, Symantec, and SUSE)

SMTF Notification

SMTP Mofification is used for sending you progress reports, and also is used whenever a user forwards a message from Retain.
Below, you configure the defaults. These can be overridden on a per-job basis.

Most ofthese entries are self-explanatory. The TO is used for job notifications, not for farwarding. The SMTP user and password are
used for relaying—which you may not need for job notifications, but you will need it if you want to permit forwarding outside your
Internet domain. f connection is unencrypted, the port can be emply (the default port 25 will be used).

SMTP Mail Server: |mail.doc.mf.net |

SMTP Security Protocol: unenmypted =

SMTP Part: (25

SMTP Mail From Address (e.d. Retain@yourcompany.com): [Retain154@doc.mf.net

SMTF Username: |

|
|
SMTP To Address: |sysadmin@doc.mf.nef |
|
|

SMTP Password: |

Continue |

5. Index Engine Selection

a. Standard is the High Performance index engine that comes standard with Retain. This
engine will handle all but the largest system indexing needs, is housed in the Retain Server,
and requires no further configuration.
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Indexing Engine

You now need to specify an Indexing Engine to use. This is an important choice, as your decision affects the scalability, hardware
requirernents, and capabilities of Retain. We strongly recommend you read the documentation for additional infarmation and
consider your options. Below is a brief summary of each of the choices:

® Standard Indexer - This indexer is a process that runs on the same semver with Retain. It starts up when Retain starts and
shuts down when Retain shuts down. This indexer offers all the same end user functionality of the High Availahility Indexer
but because itis only running on a single server it does not offer distributed processing power nor high availability.

® High Availability Indexer - This indexer is a set of 2 processes running on one or more additional servers. The 2 processes
running on the servers of the high availability indexer worlc together in clusters to provide distributed processing and high
availability. These severs must be dedicated §4-bit servers (quad core recommended), with at least 16GEs of RAM. They
require a separate installation using the Retain HPI installer and a HPI Retain license. Recommended for customers with a
very large number of users or customers that require high availability.

Would you like to upgrade to the High Availability Indexer? | o yse Standard Indexer I
Port: [8081 | (default usually available)
Please enter Retain admin credentials:
Username: |admin |
Password: |.......... |

| Continue

b. High Availability Index engine. This index engine is designed for high load systems with
very large databases. The HAI requires a separate license, several separate installations
and a network plan created in coordination with Support. If you wish to use HAI, it should
already be installed and running.

Indexing Engine

You now need to specify an Indexing Engine to use. This is an important choice, as your decision affects the scalability, hardware
requirements, and capabilities of Retain. We strongly recommend you read the documentation for additional information and
consider your options. Below is a brief summary of each of the choices:

® Standard Indexer- This indexer is a process that runs on the same server with Retain. It starts up when Retain starts and
shuts down when Retain shuts down. This indexer offers all the same end user functionality of the High Availability Indexer
but because itis only running on a single server it does not offer distributed processing power nar high availability.

High Availability Indexer - This indexer is a set of 2 processes running on one or more additional servers. The 2 processes
running on the servers of the high availability indexer work together in clusters to provide distributed processing and high
availahility. These servers must be dedicated £4-bit severs (gquad core recommended), with at least 16GBs of RAM. They
require a separate installation using the Retain HPI installer and a HPI Retain license. Recommended for customers with a
very large number of users or customers that require high availability.

Would you like to upgrade to the High Availability Indexer? ‘Yes, use High Availability Indexer 2

HFI Documentation.
Please enter Retain admin credentials:

Usemname: |admin |
Password: l.......... I
Continue

c. Enter the Retain administrator account name and password for the index engine
connection. Once the administrator account has been entered, the system will initialize and
connect to the new index engine. This will take a few moments.

6. Setup the connection for the Router and REST application, such as Retain Publisher. Use a
hostname that is set up in your DNS that external devices can resolve to.
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Retain Server Connection

The Router and REST applications will need to know how to connectto the Server. Itis highly recommended that you use a DNS host

name for the Host MName. It's important to note that you are specifying the URL from the point of view of the Router or REST
application contacting the Server, which may or may not match the URL you'd use fram your browser to reach the Router or Server.

Server Protocol _-httpsus'

Retain Server Host [retain154.d0c.mf.net ]

Retain Server Port [443 |

Retain Server Path |:IRetainSer\rer ]

[ cContinue

7. Initial setup is now complete.

The initial setup is complete. After you login, you will need to go to Module Configuration and configure your individual compliance
solutions. Afterwards, we recommend that you run all of the Test Connection options in the individual modules, and then do a Address

Book synchronization.

[ Complete |

Select the 'Complete’ button to be presented with the login prompt.

Front Page and First Login

Logging In

From your web browser, type: http://<YourServerlP>/RetainServer

You'll be brought to the login screen:

<<>[Qetain

?Iadmin

E

After you log in, you will see the main administration page: (Non-administrators will only see the
Search Interface (../../Search/Searching_Retain/Searching Retain.htm#Searching_Retain).)
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.
0 I ! et a I n language  English w B3l Welcome, admin | About | Tools | Status & Updates | Logout

Overview

Status

Documentation )
Auditing % Jobs 3 Waorkers a Server 9 Updates @ Archiving Stats & @
System Log
Data Collection Server

SQL Server oK

Server RetainServer (QHXCUUTWYBZCIJONWLTEGEXD)
Management

Stored Documents 0
Users .
. Storage Engine datastore_process

i Server started at: 23-Jul-2015 112017

i z Archived since server started (total/dupes/new ): 0/0/0
Configuration

Server errors ]
Server Configuration
Rules Configuration [
Module Configuration Installation time 29-May-2015 00:07-:09
Router Configuration Enable Index Optimization Yes
Storage Manager Last Index Optimization ~ 10-Jun-2015 01:02:06
Reporting and Monitoring
Licensing Total documents ever indexed o

No modules configured. Use Total messages in memory queue awaiting indexing 0
Module Configuration. Total documents indexed so far since uptime (s}
) Total messages indexed so far since uptime v]

Total messages with indexing errors since uptime 0

Total messages with items skipped (*) since uptime 0O

Lastitem indexed at Mever
Time to process last batch (ms) o
Indexing thread alive True

(") I1tems may be skipped in indexing for perfectly benign reascns, such as there being ne handler for that specific type of file or the file being too
large according to your settings in Server Configuration. Also, the ratio of documents to emails is indeterminate, but usually ranges from 1-2

An informational screen is displayed, showing among other things the latest job activity, server health
information, and software updates that are available.

NOTE: Only users possessing at least one administrative role will see the administrator’s screen
login. Other users will be forwarded to the Search Interface.

Status and Updates

The status page has four different tabs which show the status of your system. The status page is set
to default to the tab that is deemed to require the most attention, or is deemed to hold the most
important information at a given time. For instance, if an error has occurred, that tab will be shown,
likewise the update tab will be shown by default if there is an update available. The tabs are
discussed below.

Jobs Tab

The Jobs tab, shown above, shows the jobs that are assigned to the server and their status. You also
can select the “show only active jobs” check box, and only jobs that are currently running will be
displayed.
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Status

E—_ Jobs “ Workers ~ Server *Upda‘ls ﬁ Archiving Stats ‘-J

Jobs {alljobs) » Showonly this job ‘

GroupWise

Time elapsed

Last PO/ Mailbox scanned
| e
—— - Totalmessages(obl sz

Totslmalbowesob) 0 e
Total messages (ifetime) 0 Total messages delete (ifetime) o

Worker Tab

The workers tab displays the workers and their last active jobs, connections, and totals.

“ \Workers - Server *Updats "'j Archiving Stats ] f_’

T
¥ Jobs -
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Server Tab

The Server tab shows the basic status of the Server with the messages archived and maintenance
information.

‘5’ Jobs Warkers Server " Updates ~“ Archiving Stats =) ()

Server

SQL Server oK

Server RetainServer (VXOTVGDRDNNFKYDQA)

Stored Documents 41

Storage Engine datastore_process

Server started at: 14-5ep-2015 10:09:58

‘Archived since server started (total/dupesinew |- 4366 / 4325/ 41

Server errors 0

Installation time 14-Jul-2015 22:00:00

Enable Index Optimization Yes
Last Index Optimization  14-5ep-201501:19:13

Total documents ever indexed 41
Total messages in memory queue awaiting indexing 0
Total documents indexed so far since uptime 41
Total messages indexed so far since uptime 41
Total messages with indexing errors sinceuptime 0
Total messages with items skipped (%) since uptime 0

Last item indexed at 14-5ep-2015 13:58:54
Time to process last batch (ms) 1]
Indexing thread alive True

{*) items may be skipped in indexing for perfectly benign reasons, such as there being no handler for that specific type of file or the file being too large according to your settings in Server
Configuration. Also, the ratio of documents to emails is indeterminate, but usually ranges from 1-2

Updates Tab

The updates tab displays whether there is a later version of Retain available. This tab will be
displayed, by default, only if there is a new update available.

Jobs Workers Server 1t Updates # Archiving Stats & (J

L3559

Updates

Archive Stats Tab

The archive stats tab is a small statistics portal which allows rapid searching of the archive statistics in
the server. The search allows for a time frame, and the categories shown below: Critical Errors,
Warnings and Critical Errors, and Summary. Once the ‘Search’ button has been pressed, a new
window or tab is opened to display the search results. This function had been deprecated as it has
been replaced by Reporting and Monitoring.

E Jobs Workers Server 1t Updates ::l"l Archiving Stats ] ()
Search Archiving Stats
( search Last30days v | & | Critical Errors [+
Critical Errors
‘Warnings and Critical Errors
Summary
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Saving Changes

Retain uses a web interface for all administration, and is unaware of changes made on the webpage
until the information is returned to the Server. To make sure you keep all changes you have made in
the interface, select the “Save Changes” button to commit the change to the Server. When you make
a change, the website is aware and you will see the ‘Save Changes’ button become colored at the top
right of the screen:

Save Changes I‘l:1 () o

When the “Save Changes” lights up, click on the disk icon to save any changes you have made on
this screen otherwise your changes will be lost.

The top right bar also contains a button to reload the current page and a help button which opens a
window displaying critical information.

Notifications

Notifications are automatically sent to the administrator whenever data in Retain is moved. Moving
data consists of system migration, exporting, forwarding, restoring, and publishing. By default, the
address used is the address supplied during severs activation.

To spawn the notifications page, click on the ‘Welcome’ link at the top of the page. When notifications
are pending, the red flag on the mailbox is lifted.

28l Welcome, admin

Selecting the mailbox or welcome link opens a new notifications window.

<> [Qetain

Notification Center

Fefresh l Wark &l Read l Delete &1 |
Wwhen you perform achons such a3 forwarding, exparting, and restorng, you will receive notification messages hers to let you know that the task has

completed, and provide aoma Informaton g3 to the auccess or falure of tha teek.

[0 megsages

The highlighted notifications are new, unread notifications and events. Selecting the event notification
provides all the pertinent information regarding the event.

If there are any errors, a truncated error log is provided which details the error and the reason for the
error.



Licensing

The Licensing page displays, manages, and reports on the licenses active in the Retain System. The
status displays active users, inactive users, merged mailboxes, and individual counts for active and
inactive users on each licensed module.

Download Your License

You will get an email with your validation keys, there generally be more then one, including one for
server access and another for the module used for archiving from your email system.

+ Browse to the License Portal https://licenses.gwava.com/ (https://licenses.gwava.com/)

*

Select the proper Product

*

Enter the Validation Key and click Next

*

Fill out the contact information and click Next
Download the .PEM file

*

General Summary

+ Date contains today's date.
+ Product is what version of Retain is currently installed.

+ License Count is the number of users archived by Retain. Only mailboxes that have been
archived will be counted as active or inactive, not every entry in the mail system's address book.
Mailboxes are marked as inactive if no new data from that mailbox had been archived in the last
90 days.

+ Merged Mailboxes is the number of mailboxes merged with Mailbox Mapping Options and/or the
Mailbox Merger/Splitter.

Generate Licensing Report will create a PDF file which displays the same information as seen in the
‘License Summary’ section and lists the licenses.

Licenses

Individual licenses which have been already added to the system are displayed under the individual
license breakdown.
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. .
: o I !eta I n Language English ~ B8 Welcome, admin | About | Tools | Status & Updates | Logout

Overview . Licensing Save Changes H o '
Documentation |
Search Messages . . |
itne — Licensing Vi |
System_ Log General Summary
Reporting
Manitoring Date Fri Oct 30 12:54:16 MDT 2015
Product GWAVA Retain 4.0.0.0 =
Data Collection Total Active License Count 193
Schedules Total Inactive License Count 329
[# Profiles Merged Maiboxes 9->4
‘Workers
[ Jobs Individual License Breakdown
System Active License Count Inactive License Count
Management
aw 161 169 |8
et exchange 13 86
K Croines socialmessaging 0 24
[# Device Management
Deletion Management googleapps Z “
blackberry 33 k]
Configuration celftrust Z L
Server Configuration — Licenses
Rules Configuration
Module Configuration > Ucensed to CN=pg-2538| |RP-3.0, EMAILADDRESS=info@gwava.com, O=GWAVA, L=Montreal, ST=N/4, C=CA
By License ID 88415333-b89d47cd-365c-7d845r54381F
Storage Manager License State

Stubbing Server

z S License Type  base restapi
Reporting and Monitoring

Install Date Thu Sep 10 10:10:17 MDT 2015
WL N0 lSat Dec 15 03:46:09 MST 203
Support expires Wed May 29 23:59:59 MDT 2024

Your license file is currently stored at: /retain/license/rtn8052876046163799375.pem
Make sure you keep a backup of this file.

Licensing

> Licensed to CN=pg-2360, EMAILADDRESS=info@gwava.com, O=GWAVA, L=Montreal, ST=N/A, C=CA
License ID 89437497-de1b-4b04-a3e5a-0af3f59395ab
License State
License Type  mobie
Install Date Thu Jul 23 15:31:01 MDT 2015
License expires
Support expires Wed Feb 28 23:59:59 MST 2024

Your license file i currently stored at: /retain/license/rin7420922367240513512.pem
Make sure you keep a backup of this file.

Without a license, Retain will function for 30 days for evaluation purposes.
After this period elapses, the following occurs:

+ Users without the "Manage Servers" right are not allowed to log in at all.
+ Users with the "Manage Servers" right are allowed access, but only to the Licensing Page.

+ All jobs continue to be processed normally

Submitting a License
To upload a new license, browse to the bottom of the page and Select ‘Browse’ from the ‘Submit

License’ section. Browse to and select the desired license file, and then select ‘Submit License’. The
new license will be added to the system. Logout and re-login to the server to see the license in effect.
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Licensed to CN=pg-2356, EMAILADDRESS=info@gwava.com, O=GWAVA, L=Montreal, ST=N/A, C=CA
License ID a30208bd-26b7-408e-83fa-bo082f4446c8

License State

License Type exchange

Install Date Tue Sep 29 12:14:29 MDT 2015

License expires

Support expires Wed Feb 28 23:59:59 MST 2024

Your license file is currently stored at: /var/opt/beginfinite/retain/license/rtn1438382398339291790.pem
Make sure you keep a backup of this file.

r—Last Sign In Results

 License Credential:
Username

Password

[~ Submit License

No file selected.
Submit License

[ Register Server ” Download License H Generate Licensing Report

Licenses may also be downloaded from the Server through the ‘Download License’ button.

Backing Up Retain

When you first setup Retain and dredge the email system you have two identical data sets. Over time
however, items are deleted from the email system. That means Retain is the only repository of the
data. When it comes to backups: "Two is one, one is none." That means if one fails, a backup remains
or not. Depending on the type of your organization the legal ramifications of lost data can be
significant.

Where Data Is Stored In Retain

There are only a few major places where data is stored in Retain

Program directory

Archive directory

Index directory (this may be on an external cluster)
Database directory (this may be on an external server)
Office365 CSV files

o k wbh =
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The Reporting and Monitoring Server data is stored in the database.
The Archive Job configuration is stored in the database.

Each major part of Retain keeps logs of what is happening the primary ones being the RetainServer,
RetainWorker, Indexer and the Reporting and Monitoring log as RetainStatServer.

When you are interacting with Retain, depending on what you are doing you are viewing different
parts of Retain the data.

+ When you browse messages, you are viewing the metadata of the message that is stored in the
database.

+ When you search messages, you are viewing the indexes of the messages.
+ When you open a message, you are viewing the message as saved on disk.

All message content and attachments to messages are stored on disk in the Retain storage area in a
directory off of the "archive" directory (see the figure under "Lucene Indexes" to find the archive
directory location). Every message and attachment gets assigned a "hash". Because the byte count
of every message and file will be unique, its hash value will be unique. This is how Retain Server
determines whether a message and/or attachment has already been processed and stored on disk
when an archive job runs. That file's hash value is stored in the Retain database in the t_document
and t_attachment tables.

The archive directory uses a load balancing strategy on disk. Thus, off the archive directory you'll find
256 two-digit subdirectories: 00 through FF. Each of those directories have their own set of 256
directories utilizing the same naming sequence (00 through FF). Additionally, those directories also
have their own set of 256 subdirectories. Thus, if my filename were
B4FO5EECB7B21D9014A86C32291C913D190C33394365AC79ED3E1F6849532, | would find it
under .../archive/B4/FO/5E.

When a user clicks on a message link in the Retain mailbox - whether from the Browse tab or the

Search tab's search result list - Retain finds the file on disk and places the contents in the message
window. If the original message was known to have text and the message window comes up blank,
the file is missing from the location that Retain thinks it is in. This is extremely rare and usually only



happens as a result of moving the archive directory to a new location. In such cases, we find that
either the files did not all copy over properly from the old location or the administrator forgot to tell
Retain where the new location is at.

Backing Up Retain

The archive directory consists of up to approximately 16.7+ million directories and the archives are
stored evenly across them. This makes it hard (if not impossible) for the traditional file-based backup
systems to back it up; thus, you either need a disk image (block level) backup or you need to use
Micro Focus's Reload for Retain backup solution, which was recently developed due to high demand
by Retain customers for a more elegant and simple solution.

The three most critical pieces that must be backed up are the archive data (specifically, the "archive"
directory), the Retain database and the configuration files. Losing even one of those pieces would
mean that your archive data is completely lost. They are interdependent. Indexes can be recreated,
which will only take time.

Virtual Machines

If you are running Retain on a VM and if you are using a purchased version of VMWare at any level,
the purchased version provides a disk backup utility. This can be used to back up Retain if the VM's
local disks are part of the VM guest itself. However, those backups can also take a lot of time as the
data grows, so even in those circumstances, you still may want to consider using Reload for Retain
which knows what items are new and backs up only them new items.

If the disks are external to the VM guest, then those disks need to be backed up. This article assumes
that the reader understands how disks work with VMs. If you do not fully understand virtual machine
concepts, we recommend that you consult with the person that set up and maintains your VM
environment.

Storage Path

The storage path(s) is where you'll find your archive files, the indexes, license file, and Retain's
backup of the indexes and the ASConfig.cfg.

To find your Retain system's storage path, login to the Retain Server administration web interface
(http://[ipaddress/DNS hostname]/RetainServer). Starting at the navigation pane on the left side
under "Configuration”, click on Server Configuration | Storage. Most customers leave it at the default
setting under "Advanced Settings" of "Derive all file locations from the above base path", but you will
have to click on that checkbox to have it expand to show all the paths.
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= Server Configuration Save Changes H 9] o

Communications  Index Storage Accounts Maintenance Logaging Miscelaneous Module Forwarding REST API

Storage
The configuration database, indices, XML files, and the archive files are stored under the storage path which should be on a highly
reliable storage device with plenty of disk space.

The standard storage engine places archive files under the storage path. You may change the storage path on this screen; the storage
engine can be changed from the Storage Manager menu.

Storage Engine datastore_process
Base Storage path /var/opt/beginfinite/retain
Advanced Settings

For more advanced scenarios, some paths may be assigned to one device and some to another.
Derive all file locations from above base path? [

Store attachments under this path  |/varfopt/beginfinite/retain/archive
Store xml mappings under this path |/varfopt/beginfinite/retain/xml
Store Indexes under this path Jvarfopt/beginfinite/retain/index
Store Embedded DB under this path |/var/opt/beginfinite/retain/ebdb
Store PDF exports under this path | /varfopt/beginfinite/retain/ export
Store backups under this path Jvarfopt/beginfinite/ retain/backup
Store license under this path Jvarfopt/beginfinite/ retain/license
Encryption | (nonz) w

Compression (always on)

The information shown in the Storage tab in the Server Configuration screen is also stored in the
ASConfig.cfg.

What to Back Up

Other than backing up the archive directory structure, there are a few areas of Retain that are
important to backup that would not require a disk image (block level) backup:

1. Configurations files
+ ASConfig.cfg
+ Indexer configuration files
Database (critical)
License

4. Index files (these can be rebuilt but that process can take days, weeks or months during which
time your searches will not produce full results)

5. Office365 address book CSV files.

File Locations

1. Configuration files.

+ ASConfig.cfg is stored in a directory off of your Retain installation:
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Linux default: /opt/beginfinite/retain/RetainServer/WEB-INF/cfg

Windows default: [drive]:\Program Files\Beginfinite\Retain\RetainServer\WEB-INF\cfg
+ Indexer configuration files (the entire directory's contents):

Linux default: /opt/beginfinite/retain/RetainServer/WEB-INF/solrweb/WEB-INF/cfg

Windows default: [drive]:\Program Files\Beginfinite\Retain\RetainServer\WEB-
INF\solrweb\WEB-INF\cfg

2. Database.

* The location is too varied to mention here. Each customer should know where their Retain
database resides.

3. License.
+ The license directory is located under your storage path.
4. Indexes.

+ Because the Index directory can be in a constant state of change, it is recommended that
you back up the index subdirectory located beneath the backup directory (also found under
the storage path).

+ When the Retain maintenance routine runs, it makes a backup copy of the index directory
and places it here. The frequency of this backup is configured in the RetainServer interface
under Server Configuration | Maintenance.

5. Office 365 address book CSV files. These files can be found under the CSV path designated in
Module Configuration | Exchange Module | Hosted Services.

If performing an upgrade of the Retain software you are strongly advised to manually back up all the
files mentioned in this article before performing the upgrade.

Note on backing up during the nightly maintenance cycle:

In Retain 4.0.3 and higher the indexes are optimized during maintenance every night. This may take
a hours after an upgrade. During optimization the index directory may grow by 2-3 times as temporary
files are created and removed. Backing up during this time is not recommended.

General Maintenance

There are a few items of manual maintenance you will have to do occasionally, annually is often good
enough.

+ Remove old logs from the logs directory (Linux)/opt/beginfinite/retain/Tomcat[version]/logs or
(Windows) Program Files/beginfinite/retain/Tomcat[version]/logs

+ Remove old deletion reports from the archive directory. The file location can be found under
Retain Web console | Server Configuration | Storage tab. If it is not under the base storage path,
you may need to select Advanced settings and temporarily disable “Derive all file locations from
above base path?*

+ Remove old exports from the exports directory. The file location can be found under Retain Web
console | Server Configuration | Storage tab. If it is not under the base storage path, you may
need to select Advanced settings and temporarily disable “Derive all file locations from above
base path?“
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Un-installing Retain

Install

To uninstall Retain, use the following general procedure. Actual locations may vary according to your
specific setup, storage location, and host operating system.

Linux

1. Shut Down Tomcat: “service retain-tomcat8 stop”
2. Shut Down Apache: “service apache2 stop”
3. (Optional) Remove the data storage files

Can be: /var/opt/beginfinite/retain. See the Retain Administration Guide section on storage to
see where your data actually is placed.

4. Remove the program files
Can be: /opt/beginfinite/retain

5. Remove the RetainWorker.xml, RetainServer.xml, RetainRouter.xml, and RetainStatsServer.xml
from Tomcat

Can be: /opt/beginfinite/retain/tomcat8/conf/Catalina/localhost
6. Remove the directories under tomcat/work (but NOT work itself)
“rm —r /var/cache/retain-tomcat8/work/*”
7. Remove references to Retain in httpd.conf
Can be: /etc/apache2/conf.d/retain-apache.conf
8. Remove tomcat service file: “rm /etc/init.d/retain-tomcat8”

9. If Apache and Tomcat were not removed, restart them both to verify that they load without
problems.

Windows

1. Shut down Tomcat service
2. Remove Retain Tomcat 8 service

Open a terminal as admin and type: “sc delete tomcat8”
3. Remove the program files

Can be: C:\Program Files\Beginfinite\Retain

4. Remove the environment variables: RETAIN_CATALINA_HOME, RETAIN_HOME,
RETAIN_JAVA_HOME, RETAIN_JAVA_VERSION, and RETAIN_JRE_HOME

5. (Optional) Remove the data storage files
Can be: C:\Retain
6. (Optional) Remove SQL Database, SQL Server, Apache or II1S



4 Upgrade and Migration

Upgrading to Retain 4

To upgrade to Retain 4 requires that Retain be upgraded to 3.5.1.1 first. Please see the Planning and
Design Best Practices (../Install/Planning_and_Design_Best Practices.htm) page for system design
recommendations.

Retain 4 requires new licenses to function after the upgrade. An upgraded Retain 4 system will not
function until the licenses are applied.

Upgrading from earlier versions of Retain follow the general plan of: 1.xto 1.8, 1.8 t0 2.6.2, 2.6.2 to
3.5.1.1. This will probably also involve operating system and database upgrades as well.

Once Retain is updated to 3.5.1.1, the upgrade process to Retain 4 may begin.

Upgrading from Retain 3.5.1.1 or 4.x to Current
version

Upgrade changes

Retain 4 contains significant improvements over previous versions. The User Interface in Retain 4 is
changed and a completely new search has been implemented. The new search contains a new, high
powered indexer and back end which allows searching in multiple new ways on each item to
maximize relevant and intuitive results. Due to the increased ability, some system requirements have
been increased.

Requirements

+ Storage Space

While the migration is performed, a new index will be created. The current index storage space
will be temporarily increased while the two indexes exist.

There is a check for at least 4 times the available free space compared to the existing 3.5.1.1
index. A warning will appear if there is less disk space available, this is only a warning, proceed
at your own risk.

Once migration is complete, the old index may be removed and space reclaimed.
See Estimating Storage Requirements (../Install/Estimating_Storage_Requirements/Estimating
Storage Requirements.htm).

¢ Time and Access

The upgrade to Retain 4 will take some time, how much depends on how large the Retain
archive is. The upgrade includes an update to the configuration database, which is completed at
first start-up and should be completed in less than ten minutes, and a migration to a new index.
While the index migration may take significant time, the existing index and system will still be
available and accessible during the entire process.
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+ System Requirements Changes

The system Requirements have been increased for Retain 4 to 12 GB RAM on the minimum
side. Check the requirements in the Technical Support section to verify changes required for the
system.

+ Licenses

Retain 4 will require new licenses to function after the upgrade. Make sure to have the required
licenses on hand for the install. An upgraded Retain 4 system will not function until the licenses
are applied.

Make sure to run the install on every component in the installed Retain system to make sure all
components are upgraded together. Any Workers and Servers not hosted on the same machine
must each have the installer run to be upgraded.

GroupWise Module

If you are archiving with the GroupWise Module, log into Retain and determine which storage flag
Retain is currently using. This is the flag you want to choose during the upgrade process. Retain will
query GroupWise and update the ltem Store Flag in the Retain database for each user.
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‘a# Profiles

<

GW Daily

Profile GW Daily Iuaded.|

P . 52

Core Sefttings Message Setfings Scope Miscellaneous

Date Range to Scan

&l Messages (ignore date) W

Duplicate Check

Retain only stores a single instance of each message and attachme
choices, if these are options. Mever publish all messages unless you

Ignore zll messages older than item store flag (fast) W

Set Storage Flags

If you are using either the Purge or Retention features in GroupWi
function, stored in Retain itself, but cannot prevent users form dele

Retention Flag [_] Purge Flag Itern Store Flag

If you should choose incorrectly, it can be changed in the module. If not set correctly, it will mean that
the next job will, at most, do a full dredge.

Please note that after the upgrade to 4.2 there will be a new default Scope setting in Profile(s).
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The option "New items" will become the default selection if previously the Date Range to Scan was
set to "All Messages (ignore date)" and Duplicate Check was set to anything other than "Try to
publish all messages (SLOW)."

Please note that in 4.2 upgrade the controls for the GroupWise Storage Flags have been moved from
the Profile to the Module Configuration page.

See the GroupWise module page for more details.

Upgrade Process

If upgrading from Retain 4.0.x the upgrade process should take between 15 and 30 minutes,
depending on the size of the system, very large systems may take longer.

1. Download (http://download.gwava.com/download.php?product=Retain&version=current) the
latest version of Retain.

On Linux, you may use the command line "wget http://download.gwava.com/
download.php?product=Retain&version=current"
2. Extract the archive. This will extract into a new folder.

On Linux, in the GUI right-click and select "Extract Here" or on the command line "unzip
Retain<version>.zip"

On Windows, right-click and select "Extract All..."

3. If on Linux, open a terminal window in the Retain install folder and make the bash script file
executable by running the command: "chmod +x *.sh"

4. Run the installer:
On Linux: "./Retainlnstall.sh"
On Windows: "RetainInstall.exe"

5. The installer will check the tomcat version that is installed and will upgrade it to Tomcat 8.0
< Setup - Retain |- | = [

Pre-requirements Status : O

- Java & has installed but needs to be updated,

- Tomcat 7.0 has been installed on your computer but it is no longer supported.
Tomcat 8.0 wil be installed.

< Back Mext = Cancel
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6. Retain will detect if a previous version of Retain exists on the server. It will report what
components have been installed and will ask if you wish to upgrade the current installation or if
you want to add new components as well.

Retain Installer 4.1.0.0

Retain has already been installed on this system with the following components:

Retain Server
Retain Reporting & Monitoring Server
Retain Worker

Choose one of these options:

1) Upgrade current installation of Retain

2) Upgrade current installation of Retain and add new components
3) Exit this installer

Choose (1-3): ]

7. If you choose to install additional components it will ask what you wish to install.

8. Then the installer will ask if you want to Upgrade Retain, preserving the existing configuration or
Overwrite Retain which will replace the configuration file but will not erase data. This is useful in
certain troubleshooting circumstances.

Apache/Tomcat Configuration

Apache 2 appears to be installed

Apache Base is /etc/apacheZ

Apache Service is Jusr/lib/systemd/system/apacheZ.service
Apache Conf is /fetc/apache2/httpd.conf

Apache Version is 2.4

Apache Group 1s www

Will assume that mod proxy, mod rewrite, and mod proxy ajp
are installed and enabled. These are standard in Apache 2.2+.
You may check in the Http Server control Panel in Yast

Jopt/beginfinite/retain exists. Choose one:

1) Upgrade Retain, preserving configuration (recommended)
2) Overwrite Retain, losing configuration

3) Quit

Choose (1-3): |}

9. After choosing to upgrade or overwrite Retain, the installation will begin. Wait until the installation
is finished.

Post-Install Tasks

1. Browse to Retain Web Console.
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2. The upgrade may require a configuration database update, depending on the version of Retain
you upgraded from. Select the ‘Enter Credentials’ button and enter the administrator account
username and password. Select the button to start the migration.

“<[Retain

Database Migration
The configuration database schema has been enhanced in this
version of Retain and will be unavailable for use for a short ime
while it is being updated. Please [ogin as the administrator to
cantinue

Enter credeniials

a. During the database Migration, do not interrupt the process. Wait until the process
completes.

<<>[Qetain

The database schema updals is in progress and should nol be
interrupted. This message will be updated upon completion

b. Once the migration is complete, the system will instruct you to restart tomcat.

<>[etain

Database schema update complete. Please check your logs for
ermor messages. Ifnone are present, please restar Tomeat

c. Once the update has completed, restart tomcat to initiate the new database.

d. The tomcat restart will take a little bit longer than a normal restart, as the database needs to
be initialized and set up the new interface.

e. After a few minutes, browse again to the Retain Management interface.
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<< [QRetain

|:|:Imin

|'.I'4

| English |"'

Login

3. If you have the GroupWise module configured how the GroupWise timestamps are used by
Retain have changed.

a. You will receive a warning page describing what will happen.

<<>[Qetain

GW_FLAGS SWITCH
How GroupWise imestamps are used have changed in this
version of Retain: The GroupWise Retention and Purge flags will
be moved to the GroupWise Module. Each user's Item Store Flag
will be updated to match the appropriate GroupWise Flag as
chosen on an upcoming screen. Please login as the administrator
to continug

Enter credentials

b. You will need to enter the admin credentials.

<<>[Qetain

GW_FLAGS_SWITCH

|Username |

|F355wur1:| |

Login

c. Choose which timestamp flag Retain will use in the Module.
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<<>[Qetain

This version of Retain will be using the ltem Store Flag as the

primary timestamp for processing items. This update will set

gach users Item Store Flag to the GroupWise flag you choose
below and setthe flag option in the GroupWise module.

@ Retention Flag
&) Purge Flag

0 Leave ltem store flag as is

Switch |

d. Retain will update, which will take some time. The Retain interface will not be available until
this process completes. In Retain 4.2, this process is done in the background so the
interface is available immediately, however jobs will be disabled until the process is

“<>[Retain

The GroupWise flag switch is in progress and should not be
interrupted. This message will be updated upon completion.

e. When the migration is complete you will need to restart tomcat. In Retain 4.2, no restart of
tomcat is needed, jobs will begin again on schedule once the process is complete.

4. Login to the Retain Management interface. If upgrading from a version of Retain previous to
Retain 4.x, new licenses for Retain 4 must be immediately applied. These licenses should be
provided by the sales representative. (Removing old licenses is not required, but may help to
keep interface looking clean.)
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= - m
~ Licensing o

— Licensing Summary

General Summary

Date Fri Mov 13 22:55:01 MST 2015
Product GWAVA Refain 4.0.0.0

Total Active License Count 0

Total Inactive License Count 2424

Merged Maiboxes 10->5

Individual License Breakdown

System Active License Count Inactive License Count

aw i 2406
exchange 0O 18
— Licenses

Licensed to CN=pg-2358, EMAILADDRESS=info@gwava.com, O=GWAVA, L=Montreal, ST=N/#&, C=CA
License ID 87d1b648-47c0-4c31-acle-18381d059b6C

License State

License Type gw

Install Date Tue Sep 29 12:16:59 MDT 2015

License expires

Support expires Wed Feb 28 23:59:59 MST 2024

Your license file is currently stored at: /var/opt/beginfinite/retain/license/rtn7036907 06648966784 0.pem
Make sure you keep a backup of this file.

Licensed to CN=pg-2350, EMAILADDRESS=info@gwava.com, O=GWAVA, L=Montreal, ST=N/A, C=CA
License 1D f2567fe0-86e2-44d3-9788-ac77a0e73e78

License State

License Type  base exchange gw socialmessaging mobile blackberry

Install Date Tue Sep 29 12:16:18 MDT 2015

(WI=NEENE O el ed Aug 15 09:34:43 MDT 2035

Support expires 5at Jan 27 23:59:59 MST 2024

Your license file is currently stored at: /var/opt/beginfinite/retain/license/rtn1143912542230642963.pem
Make sure you keep a backup of this file.

a. To install the new licenses, select the ‘Browse’ button from the ‘Submit License’ section at
the bottom of the screen. Select the desired license and when back in the Retain interface,
select ‘Submit License’ to upload the new license to the system. Repeat the process for
each license required for the active and desired modules in the system.

— Submit License

Mo file selected.

[ Submit License ]

b. Itis a good practice to remove expired licenses from the Retain system to keep the interface
clean and to easily see any licensing issue. However, removing expired licenses is not
required.

5. If upgrading from Retain 3.5.1.1:

a. Immediately go to the Server Configuration page and select the Index tab.
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< Retain

& Server Configuration 00

a8 O 4 K 48

L]

Cammcases b | Baage | A | Maoeuech | Loggng | Mecsbessa  BENT A

. Select the Migrate to 4.0 indexer button.

. There are two index options: High Availability Indexer and the standard index. Both options
utilize the same high performance index engine and will both provide new searching
functionality; however, the 'standard' engine is embedded while the 'High Availability
Indexer' is a scalable, external, cluster system for large systems. The default is set to the
standard index. The standard index engine is very powerful and sufficient for everything up
to extremely large or busy systems.

If you wish to use the High Availability Index engine, a separate license is required. Please
contact support for guidance, system planning, and installation.

. Once the migrate button has been pressed, the new indexer section is displayed.

. The Standard engine only requires the Retain admin credentials. Enter the administrator
credentials then save the changes by selecting the save-changes button to continue.

Save Changes ['.:1

. The index migration begins automatically. During the migration of the index, the active index
is displayed at the top of the page. The active index displayed at the top of the page will still
be available and fully functional. New search options and features will not be available until
the new index becomes active.

. The index page is updated every 10 seconds to display the progress. With no archive jobs,
migrations of the index will average 60 messages per second on a Linux server, and about
45 messages per second on Windows Server. Migration speed is limited by disk 10, (and
network speed with external indexes). Large messages with large attachments will take
longer. If archival jobs are running, the speed of the migration will depend wholly on the size
and activity of the archival job.
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h. When the index page updates showing the new index is running, the new index has

automatically become active.

i. Once the index migration is complete, the indexer will need to optimize the index files. This

is done during the nightly maintenance. The larger or more segmented the indexes the

longer this will take. This may temporarily triple the disk space the indexes use as the files
are consolidated. It is a recommended to go to the Server Configuration | Maintenance tab

and set the Enable Index Optimization to Saturday weekly. The first optimization is the

longest and may take many hours, after that it usually only takes minutes and can be done

nightly.
6. The upgrade is complete.

Removing old indexes after Retain 4.0 has completed re-

indexing

If you upgraded from Retain 3, all items are re-indexed by the new indexing engine. During the index
migration the Retain 3 indexes are available as legacy search, which is automatically disabled once

the migration process completes.

You can find the location of your indexes in your ASConfig file. In that file there will be a line that says

your path: <indexPath>

+ Windows: C:\Program Files\Beginfinite\retain\RetainServer\WEB-INF\cfg\ASConfig.cfg
¢ Linux: /opt/beginfinite/retain/RetainServer/WEB-INF/cfg/ASConfig.cfg

Once you find your index directory, be very careful! You can delete all of the files EXCEPT the

solrhome directory, the zoo_data directory (This is not an essential directory, but you don't want to

delete it while Retain is running.), and the log.1 file.

Tool Compatibility with Retain 3.x (Lucene) Indexes

Not all tools are compatible with the Retain 3.x (Lucene) indexes.

Tool

Compatibility

Retain web console

Publisher

Outlook Plugin

Retain App for Android Phones

Retain App for iOS Phones

Retain Single Sign-on plugin for GroupWise Client

Retain Single Sign-on plugin for GroupWise
WebAccess

GroupWise Archive Migrator/PAM Tool
PST Importer

Netmail and M+ to Retain Migration Utility
PowerShell Sync Script

Compatible

Not compatible

Not compatible

Not compatible

Not compatible

Does not use indexes

Does not use indexes

Does not use indexes
Does not use indexes
Does not use indexes

Does not use indexes

Upgrade and Migration

123



Retain 3.x to Retain 3.5.1.1 (Windows)

Upgrade any Retain 3.x version to Retain 3.5.1.1 on an existing Retain 3.x server.

Estimated installation time is about 10 - 15 minutes (preparation and installation), depending on the
speed of your hardware and Internet.

Preparation (5 - 10 minutes)

1. Create a software repository folder.

This makes it easier for version management. Most customers have a hard time remembering
where they downloaded the Retain installation package when they need to access the files
again. And, forgetting where they are can also cause disk space to be used as packages get
scattered across the server.

If the root disk volume has sufficient disk space, create a folder off the root of the drive called
"Software". This is easy to recognize by anyone accessing the server, including tech support. If
you don't, find a volume that does and create directory called "software" there.

2. Download Retain (http://download.gwava.com/download.php?product=Retain&version=3511)
into the Software folder.

3. Right click on the downloaded zip file and select "Extract All".

4. Go with the default extraction folder, which should be a subfolder that the extractor creates off of
the Software directory. The new subfolder will be named after the zip file, which makes it easy for
Support to see what version it is.

Installation (5 minutes)

1. Shut down tomcat (RetainDocs/Install/Tomcat_Memory_tuning/Tomcat Memory
tuning.htm#Starting_and_Stopping_Tomcat:).

2. Execute the installation program by double-clicking on Retaininstall.exe.

3. After the first couple of initial screens, it will prompt you with a menu of installation options.
Select "This is a NEW INSTALL or I'm upgrading from Retain 3.x".

4. Click on the button, "Install Tomcat", since Tomcat will need to be upgraded starting with Retain
3.5.

a. Follow the prompts - they are self explanatory.

b. Once the Tomcat installation has completed, it prompts you to configure Tomcat. Accept
that, as you'll need to make some changes.

c. On the General tab, set the Startup type to "Automatic”.

d. On the Java tab, set the Initial memory pool and the Maximum memory pool to the same
value. This is a widely accept best practice for Tomcat memory configuration.

For small systems (50 - 200 mailboxes), having 8G RAM on the Retain server should be
sufficient. However, mid-size systems should have at least 12G RAM and larger systems
should start with at least 16G RAM if not more. You'll need to monitor your Retain system
performance and adjust memory accordingly.

As a general rule, you'll want to reserve 4G RAM just for the OS.

If the database is on a separate server from Retain, then give Tomcat the balance of the
system's memory.
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5.

10.
11.
12.

If the database is on the Retain server, then give Tomcat only half of the remaining memory,
leaving the other half for the database. If the database system is MySQL, you will have to
manually configure MySQL (https://support2.microfocus.com/kb/doc.php?id=7019199) to
take advantage of the memory you wish to give it. On the other hand, MS SQL will take
whatever available memory is left to it.

If users do not access Retain or access it very infrequently, favor memory towards the
database system. It speeds up archiving. It also affects login speed to the Retain mailbox. If
users access Retain often or if there is staff performing eDiscovery searches within Retain
frequently, then favor Tomcat because searches are down through Tomcat. See "Where
Data is Stored in Retain (https://support2.microfocus.com/kb/doc.php?id=7020625)" for
more information.

e. On the Java tab, set the Stack threads to 256.
f. Click OK to save the changes.

You should see a command window open. Press any key to dismiss it.

[z C\Windows\system32\cmd.exe =101 x|

Unable to delete ‘tomcath’ serviceThe specified service does not exist as an insl’
alled service.

ailed to delete serviceFailed removing ‘tonmcath’ service

Removing the service ‘tomcatb’ ...

sing CATALINA_BASE: "G:wProgram FileswApache Software Foundation“Tomcat 7.8"

The specified service does not exist as an installed service.

Unable to delete ‘tomcatt’ serviceThe specified service does not exist as an ins
alled service.

ailed to delete serviceFailed removing ’toncath’ service

emoving the sewrvice ‘tomcat?’ ...

sing CATALINA_BASE: "G:wProgram FileswApache Software FoundationsTomcat 7.8"

The service "tomcat?’ has been removed
Installing the service ‘tomcat?" ...
Using CATALINA_HOME: "G:wProgram Files“Apache Software Foundation“Tomcat 7.8"

CATALINA_BASE: "G:wProgram FileswApache Software FoundationsTomcat 7.8"

JaUA_HOME: "G:wProgram FileswJavasjdki.6.B@_38"
JRE_HOME: "G:wProgram FilessdJavasjdki. 6. @_38-jre"
JUHM: "G:wProgram FilessJavasjdki.6.B8_38\jresbinsserversjvm.dl

The zervice 'tomcat?’ has been installed.
Press any k to continue . . .

On the Windows taskbar, click on the Retain installation icon to bring the dialog window to the
forefront and click on Next.

After accepting the License Agreement and confirming the Retain installation path, you'll be
given a screen showing Retain modules that you can install. We recommend that you select ALL
of them EXCEPT:

+ Stubbing server (not recommended unless already in use)

+ Message Router (this is for customers using the Retain for Mobile module - and even then -
only install if you want the Message Router on the Retain server)

Select the option to "Upgrade".

Select your web server.

Confirm the path to where Tomcat was installed.
Go with the default port for Tomcat and install.

After the install is done, start Tomcat (RetainDocs/Install/Tomcat_Memory_tuning/Tomcat
Memory tuning.htm#Starting_and_Stopping_Tomcat:).
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Retain 3.x to Retain 3.5.1.1 (Linux)

Upgrade any Retain 3.x version to Retain 3.5.1.1 on an existing Retain 3.x server.

Preparation (5 - 10 minutes)

1. Create a software repository directory.

This makes it easier for version management. Most customers have a hard time remembering
where they downloaded the Retain installation package when they need to access the files
again. And, forgetting where they are can also cause disk space to be used as packages get
scattered across the server.

If the root disk volume has sufficient disk space, create a directory off the root of the drive called
"software". This is easy to recognize by anyone accessing the server, including tech support. If
you don't, find a volume that does and create directory called "software" there.

2. In a terminal window, change to the new software directory you created in step 1.

3. Once inside /software, download the software by typing: wget http://download.gwava.com/
download.php?product=Retain&version=3511

4. Unzip the downloaded file by typing: unzip Retain3511ga_53 -d retain3511ga_53

This not only unzips the file, put puts the unzipped files into a subdirectory called
retain3511ga_53.

5. Make the bash script files "executable" by typing: chmod +x *.sh

Installation (5 minutes)

1. Execute the install script by typing: ./Retainlnstall.sh
2. Accept the license agreement.

3. Since the install script has been changing with each release, just follow the prompts you are
provided as they are presented. They should be self explanatory except two options:

a. It asks if you want to install the Message Router. That software is only needed if you have
purchased the Retain for Mobile license.

b. The last question will ask if you want to delete the Catalina.out file. Answer "Y" (yes) to that
question.

Congratulations! You have successfully upgraded the Retain software.

Retain 2.x to Retain 3.5.1.1 (Windows)

This guide will help you to upgrade from Retain 2.6.2 to Retain 3.5.1.1, and go through the migration
process of the data. There are a few things to understand prior to installing Retain 3.5.1.1:
+ If running Retain 1.x, then you must update to Retain 2.6.2 first before going to 3.5.1.1.

+ If running an earlier version of Retain 2.6.2, you first need to upgrade to Retain 2.6.2 first before
starting the migration due to some minor database schema updates it provides, which are vital to
the success of the migrator tool.

+ This guide does not go through the process of upgrading from another version of Retain 3. For
those situations, see Upgrade: Retain 3.x to Retain 3.5.1.1 (Linux).
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+ The upgrade process involves two major phases (data migration and software upgrade/schema
change). If the RetainlInstall.sh is executed, it will unzip the migrate3 folder and launch the
BeginMigration.sh (starts up the migration tool). Once the migration tool has completed (hours,
days, or weeks in some cases) and gets exited, the installer screen remains open and the
upgrade process begins. Because the migration tool is a separate process, it can actually be
launched as a standalone application. It does not have to be run on the Retain server, but it does
need access to Retain database. If the database resides on a different server from Retain, a
customer may choose to run the migration tool on the database server for performance reasons
since it will not have to process over the network.

+ Access to data and messages from Retain 2.6 will be FULLY available during the migration
process. Users will be able to view their messages and archive jobs can still run at the same time
(although we strongly advise against running archive jobs during the migration in order to
minimize potential issues).

+ License: Anew license is required for Retain 3. Go to http://licenses.gwava.com and enter in the
validation key for Retain 3. This new license will need to be uploaded at the end of the upgrade
after logging in to the upgraded Retain system. For further questions on licensing please contact

the sales representative in the area, or call 801-437-5678 for assistance.
+ Avoid using PuTTY for Retain for Linux installations, if possible, for launching the migrator.

PuTTY is subject to disconnections; and, when that happens, the migrator gets terminated. Run

the migration from the local box. The exception to this if you are comfortable using the Linux
"screen" command.

If you wish to have a Retain expert perform the migration and upgrade for you, GWAVA offers
professional services. See your GWAVA territory executive or our inside sales team for more
information.

Pre-migration Preparation

There are a number of preparatory steps that need to be taken before the migration may begin.

Backup Retain

Before proceeding, create a backup of the database and of the Retain system. See, "Backing Up
Retain (RetainDocs/Administration/Backing_Up_Retain/Backing Up Retain.htm)".

Prepare Retain Server

1. Ensure that the Retain installer has access to the ASConfig.cfg
file.

The ASConfig.cfg contains the Retain configuration information (configuration and message store
database location and credentials, mailer configuration, etc). It is located off the retain program
directory:

/opt/beginfinite/retain/RetainServer/WEB-INF/cfg

If the installer is run on the same machine and drive as where the ASConfig.cfg is stored, it should
find it. If running the installer from a different drive or server from Retain (which is possible for the

migration phase of the upgrade), then copy the ASConfig.cfg to the local drive from which you are
running the installer and remember that path - the installer will prompt for it.

Upgrade and Migration

127


RetainDocs/Administration/Backing_Up_Retain/Backing Up Retain.htm
RetainDocs/Administration/Backing_Up_Retain/Backing Up Retain.htm

128

2. Download the latest Retain 3.5.1.1 package.

1. Go to: http://download.gwava.com/download.php?product=Retain&version=3511 (http://
download.gwava.com/download.php?product=Retain&version=3511)

2. Copy the downloaded zip file:
a. To the Retain server.
b. To every mail server (if any) running a RetainWorker.

c. To the machine from which you are running the migration (if different from the Retain
server).

3. Unzip the Retain zip file that was downloaded.

3. Internet connection.

Verify the Retain server has a connection to the Internet (Retain installs the necessary version of
Java on Linux or opens a web page on Windows for the install)

4. SMTP access.

Verify the Retain server can send to the SMTP gateway (for email status messages). If it cannot send
an email to your messaging system, the migrator will fail to proceed and will return an error.

5. Check the Memory configuration.

The migrator requires at least 1G, but we've watched it use much more. We recommend providing it
with a minimum of 4G if possible - 8G would be optimal for larger systems. If you decide to allow
Retain to continue running during the migration so that users can access their mailboxes, then
tomcat's memory usage has to factor in as well. In such cases, you may want to tone down tomcat's
memory usage to 2G during the migration and then bump it back up afterwards. See Tomcat Memory
tuning (RetainDocs/Install/Tomcat_Memory_tuning/Tomcat Memory tuning.htm).

Thus, this requires some planning. If running on the Retain server, the Retain server will need its
normal RAM already being allocated to tomcat. Now the Migrator needs RAM. All these things need
to be kept in mind, as we have seen a few customers' migration halt because of insufficient Java
memory for the Migrator.

Memory allocation for the migrator can be configured in a configuration file within its install directory.
More about that during the installation steps. For now, just be sure that the machine it runs on has
enough for its normal processing plus an additional 1 - 8 GB for the migrator (again, we recommend 8
GB if you can pull it off).

If your database system is running on the Retain server and you are running the migrator on the
server, factor in RAM for the database.

What you want to avoid is Java or your database using swap space (Linux) or Page File (Windows)
access, which is where the OS swaps memory to disk to make room for other processes. When the
migrator needs access to information in memory that has been swapped to disk, now you've slowed it
down.

On Linux, run the top command and look at how much swap is used.

On Windows, you want to watch for "hard faults" (or "page faults"). Hard faults occur every time the
OS or an application needs to access a block of memory from the page file on disk (slow) rather than
from the physical memory (fast).
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Prepare the database server

1. Ensure the database server has sufficient disk space.

We have seen some databases grow by up to 100 - 200% after the upgrade. Rather than cut it close,
be sure to have double or triple the disk space of your current database size as available disk space.
For example, if your database is 100G, have at least 100G free space, preferrably 200G free. This
does not include the space needed for Retain storage (for those running the database on the Retain
server).

For MySQL, add a tmpdir setting to the my.ini that points to a volume where the database resides or
where there is available disk space that is at least the size of the Retain database. The setting should
read: tmpdir = /[path]. This helps prevent errors when the migrator creates indexes.

Same goes for MS SQL and Oracle. Be sure to notify your DBA of your plans to migrate the Retain
database and let him/her know that it will need the disk space. In Oracle, this is called tablespace and
it is critical that it be doubled or tripled.

2. Ensure the database server has sufficient RAM.

Databases can load tables into RAM, which is faster access that disk. If you can provide 18 GB for
the database, that will really help. The bigger the table sizes on disk, the more RAM you might want to
give it if you can. The migration can proceed just fine without this, it will just take longer, perhaps as
much as twice as long or more.

a. MySQL Memory Tuning

NOTE: SQL databases and data storage systems are not supported or administered by GWAVA Inc.,
and are the responsibility of the local system administrator and the customer.

MySQL has to be instructed on how much memory it can use as its "innodb_buffer_pool". Again, 18
GB would be optimal (should not need more than that unless you have huge tables that are larger
than that). If you my.cnf does not include the innodb_file_per_table setting, then you will not know
how large each table is on disk because all of the table data will be in the ibdata1 file. If you do have
that set, change into the "retain" (or whatever your Retain database name is) directory and look at the
.ibd files). For more discussion on the innodb_buffer_pool or innodb_file _per_table settings, see
"MySQL Database Maintenance for Best Performance".

b. MS SQL Memory Tuning

By default, MS SQL will use all available RAM on the server. If MS SQL is on the Retain server, then
you should tame its memory usage. See, "How to: Set a Fixed Amount of Memory (SQL Server
Management Studio)" for SQL Server 2008. There are similar articles for other versions. If it is not on
the Retain server, then you probably don't need to worry about it's memory. Your DBA should know
how to optimally configure MS SQL.

c. Oracle Memory Tuning

Without fail, any customer using the powerful Oracle database has a DBA that administers it. Be sure
to let your DBA know that you are performing this migration and show him/her this article so they can
properly prepare the database.

For Oracle systems: Increase the cursors to at least 1,000.

A patch for the migrator will also be required. Download that patch here: http://download.gwava.com/
hotfix/Retain3Migrator/RET-1872.zip.
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3. Check your Retain database for the existence of an index on the
recip_id column in the t_recp_properties table.

On some systems, this index does not exist and this dramatically slows down the migration when it
gets to the "Recipients" phase.

Be sure that you have plenty of disk space before creating the index. You will also need a tmpdir
setting in your my.cnf to a volume (like your database volume) with plenty of available space (the size
of your database).

Here is how to check for the index on MySQL and MS SQL. Oracle is purposely left out because
DBAs know how to do this.

a. MySQL

Logon to MySQL and run this query: show indexes from [database name].t_recp_properties \G
EXAMPLE: show indexes from retain.t_recp_properties \G

If missing, create it with this query: CREATE INDEX idx_recip_id ON t_recp_properties (recip_id);
b. MS SQL

In SQL Server Management Studio, expand "Databases", expand your Retain database, expand
dbo.t_recp_properties, and then expand "Indexes".

If missing, create it with this query:

GO

CREATE NONCLUSTERED INDEX [idx_recp_value]
ON t_recp_properties ([recip_id])

INCLUDE ([value])

c. Oracle

Your Oracle DBA will know what to do.

4. OPTIONAL (but recommended): Check for database index
fragmentation and rebuild tables or indexes if necessary.

If you are not performing the migration for several days, then this can improve the performance of the
database migration.

If you are doing the migration immediately, the time it takes to perform these tasks may not be worth
the benefit unless you have a very large database and a high fragmentation percentage.

For the migration, there are only a few tables you need to be concerned with:

¢ attachment

+ Document

+ Email

+ t msg_properties
+ t recipients

+ t recp_properties
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a. MySQL Instructions

See KB article, "MySQL Database Maintenance for Best Performance", for steps on how to rebuild
the indexes. If you had to upgrade MySQL for this migration, then this step is unnecessary altogether.
The MySQL upgrade process resolves any fragmentation by the very fact that you are importing a
dump of your old database into the new database. The indexes get created anew while the data gets
imported.

b. MS SQL Instructions

For those using MS SQL, you can run the following query to check for table fragmentation within your
retain database:

SELECT

OBJECT_NAME(object_id),

index_id,

avg_fragmentation_in_percent,

fragment_count,

avg_fragment_size_in_pages

FROM sys.dm_db_index_physical_stats(DB_ID("retain®), NULL, NULL, NULL , "LIMITED™)
order by avg_fragmentation_in_percent desc;

Or, you could expand the table object in SQL Server Management Studio, expand the indexes folder,
and double click on each index. It will give you the fragmentation percentage. If you need to rebuild
any indexes, you simply would right-click on the index and choose the option to rebuild.

c. Oracle

Your Oracle DBA will know what to do.

5. OPTIONAL: Disable transaction logging.

Database transaction logs are a backup of every database transaction committed to the database. If
your database were to become corrupted or the disk on which it resides were to fail, you could restore
your latest backup and then add all of the transactions that transpired since the last backup.

Since you already have a backup of the database and/or the VM, then transaction logging would not
be needed during the database migration. If something were to go wrong, the migration can be easily
reversed. These transactions logs can consume a lot of disk space and have caused some
customers to run out of disk space. Just remember to re-enable transaction logging when the
migration has completed!

For MySQL users, we have seen a lot of customers with dozens of transaction logs. Each of those
logs can be up to 1G in size, so they easily consume GIGABYTES of valuable space. If you are
backing up the disk where your database data is stored on a regular basis (for most at least weekly),
then we recommend expiring those transaction logs after that period of time. So if | were doing
weekly backups of the database disk, | would set the expiration of the transaction logs to 7 days. To
do that, you simply add a line to your /etc/my.cnf that reads:

expire_logs_days = X (where X is the number of days)
a. MySQL

Edit the /etc/my.cnf. Comment out the line that reads "log-bin=mysql-bin" so that it reads "#log-
bin=mysql-bin". Just be sure to restore this after the migration is complete.

b. MS SQL
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Go into the properties of the retain database and change its recovery model to "Simple". See "View or
Change the Recovery Model of a Database (SQL Server)". Just be sure to restore this after the
migration is complete.

c. Oracle

Your Oracle DBA will know what to do.

6. Estimate the migration time.

There are several factors that play key roles in how long the migration will take, so it is impossible to
estimate to the day. Disk 1/0, RAM, database configuration, the number of records stored, and the
nature of the data in those records. So, we will give you ROUGH idea. This is a rough idea based on
two key tables: t_msg_properties and t_recipients. When you run the migration, t_msg_properties will
likely take the longest. For example, on a system with approximately 188 million records in
t_msg_properties and 195 million in t_recipients, it took over 4 days on Message Properties alone
and only one day on Recipients. Why? Because there is a lot of data normalization being performed
on the records - it is not just a straight copy from the old table to the new one.

Number of Records Estimated Days
0 - 100 million 1-3

100M - 600M 3-10

600M - 999M 7-14

Here is how you get the record count:
a. MySQL
You can run a query that will give you the sizes of all your tables.

SELECT table_name, table_rows FROM INFORMATION_SCHEMA.TABLES WHERE
TABLE_SCHEMA = 'retain’;

What gets returned will be a general record count as it depends upon MySQL updating its record
counts in its information_schema.tables. In an in-house test system, it was off by 25%.

If you want to be assured of the most up-to-date record count, you could focus on a couple of key
tables as mentioned previously by running the following queries (where "retain" is the database name
- modify this if yours is named differently):

SELECT COUNT(id) FROM retain.t_msg_properties;
SELECT COUNT (recipient_id) FROM retain.t_recipients;
b. MS SQL

Run the following queries in SQL Studio (where "retain" is the database name - modify this if yours is
named differently):

SELECT COUNT(id) FROM retain.dbo.t_msg_properties;
SELECT COUNT(recipient_id) FROM retain.dbo.t_recipients;
c. Oracle

Your Oracle DBA will know what to do.
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MIGRATION (WINDOWS)

1.

Launch the migration tool: InstallRetain3Migrator (the Java script file, not the *.sh)

It opens a command window and creates the migration directory, "migrate3" inside your original
Retain 3.x installation directory.

Places a copy of RetainServer off of migrate3.
Turns off tomcat7 if it is running for some reason.
Leaves Retain 2.x completely unchanged.

Creates a file named "MigrateConfig" in migrate3. This file configures the memory space for
Java.

It displays the aforementioned information as well as the contents of MigrateConfig, which sets
up the variables JAVA_ HOME and JAVA_OPTS.

. If a larger installation (DB over 150G), type "n" to stop the migration tool; otherwise, proceed to

step #3.

At this point, larger installations need to increase the Java memory pool. Step #1 unzips and
creates the staging directory (migrate3), which now allows you to change its configuration.

a. Change directories: ../[Retain 3.x installation directory]/migrate3
b. Edit MigrateConfig (it is an executable file, so be sure to EDIT and not OPEN).

c. On the second line beginning with, "JAVA_OPTS=", change the values for "Xms256M" and
"Xmx1024m" to read respectively: "Xms4096M" and "Xmx4096m".

This assumes you have sufficient memory leftover for the Retain server, database server, or
other machine from which you are running the migrator.

This sets the minimum and maximum Java memory heap value to 4G each. If you have
enough free memory (including allowing 4G just for Windows alone), then we recommend
going as high as 8G.

d. Save your changes.
e. From the migrate3 directory, launch BeginMigration.

This takes you right to the screen where step #3 leaves you after it has you type "y" to

proceed, so proceed to that step #4.
Type "y" to run the migration tool. It launches "BeginMigration.sh".
It displays some information, including the name of the log file to which it will write.

It then displays a few paragraphs of important information about the migration tool. Read this
closely.

Press the ENTER key as prompted after reading over the welcome message.

It will pause for a few seconds and display some information to read. You'll have to read quickly
as it then moves on!

It searches for the asconfig.cfg in the [drive]:\Program
Files\Beginfinite\Retain\RetainServe\WEB-INF\cfg directory. It if cannot find it, it will prompt you
to enter the path of where it is located.

It prompts for the root database user name. If "root" (default), press ENTER; otherwise, enter the
appropriate value.

It prompts for the root password.
It reads this from the ASConfig.cfg, so that value should be correct. Press ENTER to continue.
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10.

11.
12.

It prompts whether you want to run the GUI.

Since you are running the migrator on a Windows machine, answer "y".

. The next prompt is the Refresh Stats Interval. Enter desired value and press ENTER.

This determines how often (in seconds) the screen refreshes with updated migration statistics (5
minimum, 600 maximum). It defaults to 15 seconds.

Press ENTER to except the default value ("n") for "Exit automatically when migrated item count
hits zero".

It then displays pertinent information from the ASConfig.cfg that it found. In most situations, you
will not need to change this; however, look over the settings and ensure they are accurate. If not,
this is your chance to change them by selecting the setting from the menu.

Do check to make sure the Mailer information is configured. The migration will not continue until
the "Server", "From" and "To" fields have data. While it is recommend that this information be
valid (so that you can receive email status notifications), it does not require that the data be valid
in order to proceed.

If you do need to change a setting, type the menu selection number for that setting and press
ENTER. It will prompt you with each setting one-by-one. If a particular line item does not need to
be changed, simply press ENTER on it to keep it at the default value; otherwise, type in the new
setting and press ENTER.

Type "5" and press ENTER, which activates the menu item, "5. Proceed with Migration" when
ready.

It will test the connectivity, upgrade the schema, check the database version, disable deletion
jobs, and check mail parameters.

Press ENTER.
The migration now begins.

A Java app opens and shows the progress. It contains three tabs: Logs, Statistics, and Errors.
The errors tab will be blank unless there are errors.

During the migration, statistics will show on how many messages are being archived. It will also
include each table that is being migrated. The time it takes to make changes to each of the
tables will also display. Please do not close out of this process as it will stop the migration.

The migration can take a long time, depending on the size of the database. It can take hours,
days, or weeks. We've seen database sizes of 190G take 3 days, but there are too many
environment factors involved to predict.

Users will be able to use Retain fully during this migration process. In fact, archive jobs can even
be run during the migration process; however, we recommend disabling archive jobs during the
migration. We've had several instances where running archive jobs during the migration caused
database racing conditions and the migration tool stopped. It can easily be restarted, but it is
best to avoid potential issues, so we recommend disabling the jobs.

If the migrator crashes or freezes for some reason, you should be able to just run it again and it
will pick up from where it left off. It keys off the migration3Resume.xml in the Migrate3 directory.
If that file is missing, the migration program will not allow the process to be run again.

During the migration, if any errors occur, fix the errors. The migration log in the Migrate3
directory will indicate the issues. Fix the errors and run the job again by running
BeginMigration.sh. Again, the migration will pick up from where it left off.

If you run out of space on the system, it is best to revert the database back to 2.x, correct the
space problem and run the migration again. Lack of disk space may cause issues where data or
tables are missing and the migration piece may not run efficiently after that. Restoring the
database from a backup is required at this point. For further assistance with this please contact
GWAVA support.
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13.

If you must revert back and start all over, check the ASConfig.cfg in the ../RetainServer/WEB-
INF/cfg directory. The "<storageEngine>" parameter must be set back to "standard" before
proceeding as the migration changes it to "database_process".

First pass completes.

Once the migration is finished it will show a total number of messages migrated in the pass (per
the screenshot above from a small test system, it reads, “There were 7,702 items migrated in
this pass”).

After a pass through the database has completed (this applies to all passes from first to x
number), the GUI brings up a thin rectangular prompt that displays in the title bar:

"Pass Complete!"

(%] GWAVA Retain Migratien - X
Pass: 1 Started: Tue Mow 12 13:27:39 MST 2013
Tonal Migrated: 7702 Refresheds Tie Mov 12 1:27:53 MST 2013
Carrent Siep Sender UUIDs
Errors: o

Logs | Statismics | Eimers

1227 51,856 DatabasaMegration = Badch update comiplate e

13:27°5 1,856 DarabaseMigration 50 comm
13:27:51,897 RangeCursor - RangeCursor ) Pamcomplets!
oi migrated 7,702 (tems on Lhis pass

235 1. B5¢ RanpeCursor = Bangel ursor il automatically mun another pass in 3,337 seconds
13:27.5 1,858 DatabaseMigration - Finally cl
13:27:51,8%2 DatabaseMigrasion - Pre pog _EJHS_;;I;H_U-I!_S_JIIIl o ansthel pass, |ed successiuin,
13:27° 5 L.ES% Databasarigration = Finished pre popwiation of i_message_proparties_sender_uuid rable
132751, B5% DatabaseMigration - Sep 1_message_propenties_sender_uuid 166k O feconds 16 profess approsimaely 11 items
132751, 800 DarabasaMegrasion - MNext pass: 2
13 27.5 1. B0 DatabaseMigration = This pass HaS COMPLETED! & mas will De ser 19 the configered recipdents

13:27 582,703 DatabaseM

4 = posderoRemsheck

13:27°52, 702 DALEbALaMEgrarion - These wefe 7702 Nems migrated in (his pags

Screenshot of Migration Pass 1 Complete

Below that, it states the number of items migrated for that pass and states that it will
automatically run another pass in x,xxx seconds, which is a countdown of an hour (in seconds)
from the time the first pass ended.

It also presents two buttons: "Exit immediately" and "Wait 5 minutes and do another pass".

After the first pass has completed, you'll want to either leave it alone (thus automatically making
another pass within an hour), choose the "Wait 5 minutes..." option, or exit immediately.

If you are absolutely certain no data has changed in the database since the beginning of the
migration (thus, no archive jobs have run during the migration or tomcat has been down), the exit
immediately; otherwise, disable your archive jobs or stop tomcat and make one more pass. The
second pass will complete very quickly.

Exiting the program will cause it to delete the migration3Resume.xml file, which it uses to keep
track of what data has been migrated. If this file gets deleted, all the migrated tables will have to
be dropped from the database an the migration will need to be run all over again IF archive jobs
have run since the migration began. If the Migration process is finished before messages are
migrated, they will not be visible within the new database14. If not already done before beginning
the migration, disable all archive jobs and user access to Retain.
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14.

15.

Make sure a job is not running or is finished before exiting and finishing the migration process.
Any data that is not migrated will not be visible to the new system.

If applicable, allow a second pass to be run.

Allow the migration utility to make a least one more pass; however, you may want to allow it to
make a third pass, which - if done - should indicate that 0 items were migrated when it
completes.

Click on the "Exit immediately" button.

The same buttons appear after the second pass has completed as when the first pass finished.
Once you click on "Exit immediately", the program will ask if you are sure. Respond by clicking
on "Yes".

At this point, the Migrator is not yet done, but close. It now issues some commands to the
database to create several indices. Depending on the size of your system, this can take a few
hours.

Here's an example of the commands, which will appear in the migration log. Note that this was
done on a small test system, so its timing will not reflect the reality of a larger live system:

11:35:51,783 DatabaseMigration - DBCommand [command=CREATE INDEX idx_hash_d ON
t_document (hash), dbVersion=4]

11:35:52,053 DatabaseMigration - DBCommand [command=CREATE INDEX idx_tag_d ON
t_document (taglD), dbVersion=4]

11:35:52,123 DatabaseMigration - DBCommand [command=CREATE INDEX idx_refcount_d
ON t_document (f_referenceCount), dbVersion=4]

11:35:52,172 DatabaseMigration - DBCommand [command=CREATE INDEX
idx_message_natural_id_m ON t_message (message natural_id), dbVersion=4]
11:35:52,233 DatabaseMigration - DBCommand [command=CREATE INDEX idx_thread_m
ON t_message (f_thread), dbVersion=4]

11:35:52,285 DatabaseMigration - DBCommand [command=CREATE INDEX
idx_uuid_relevant_m ON t_message (uuid_mapping_id, f_relevantDate),
dbVersion=4]

11:35:52,341 DatabaseMigration - DBCommand [command=CREATE INDEX
idx_fid_uuid_rel_m ON t_message (folder_id,uuid_mapping_id, T _relevantDate),
dbVersion=4]

11:35:52,394 DatabaseMigration - DBCommand [command=CREATE INDEX idx_indexed_m
ON t_message (f_indexed), dbVersion=4]

11:35:52,444 DatabaseMigration - DBCommand [command=CREATE INDEX idx_stored_m
ON t_message (T _stored), dbVersion=4]

11:35:52,497 DatabaseMigration - DBCommand [command=CREATE INDEX
idx_uuid_parent_f ON t_folder (uuid_mapping_id, parent_id), dbVersion=4]
11:35:52,544 DatabaseMigration - DBCommand [command=CREATE INDEX idx_refcount_r
ON t_recipient (f_referenceCount), dbVersion=4]

11:35:52,593 DatabaseMigration - DBCommand [command=CREATE INDEX idx_refcount_v
ON t_value (f_referenceCount), dbVersion=4]

11:35:52,649 DatabaseMigration - DBCommand [command=CREATE INDEX idx_natkey td
on t_tagdefs (f_natural), dbVersion=5]

11:35:52,685 DatabaseMigration - DBCommand [command=CREATE INDEX
idx_crea_scope_td on t_tagdefs (uuid_mapping_id,f _scope), dbVersion=5]
11:35:52,717 DatabaseMigration - DBCommand [command=CREATE INDEX idx_scope_td
on t_tagdefs (f_scope), dbVersion=5]

11:35:52,753 DatabaseMigration - Step index took: O seconds to process
approximately 16 items

Here's an example of a customer's index creation phase of the migration who was using an
Oracle 10 database using the migration utility from Retain 3.2.1.2:
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2014-07-09 11:03:22,632 DatabaseMigration - DBCommand [command=CREATE INDEX
Tk _message_id _mp ON t _message properties (message id), dbVersion=4]
2014-07-09 12:14:16,762 DatabaseMigration - DBCommand [command=CREATE INDEX
fk_name_id _mp ON t_message_properties (name_id), dbVersion=4]

2014-07-09 13:44:00,613 DatabaseMigration - DBCommand [command=CREATE INDEX
fk_value_id_mp ON t_message_properties (value_id), dbVersion=4]

-BREAK-

2014-07-10 14:40:12,261 DatabaseMigration - DBCommand [command=CREATE INDEX
fk_message_id _mr ON t _message recipients (message id), dbVersion=4]
2014-07-10 14:57:28,539 DatabaseMigration - DBCommand [command=CREATE INDEX
fk_recipient_id _mr ON t_message_recipients (recipient_id), dbVersion=4]
2014-07-10 15:21:34,647 DatabaseMigration - DBCommand [command=CREATE INDEX
fk_folder_id m ON t_message (folder_id), dbVersion=4]

2014-07-10 15:23:28,889 DatabaseMigration - DBCommand [command=CREATE INDEX
fk_parent_id m ON t _message (parent_id), dbVersion=4]

2014-07-10 15:24:26,722 DatabaseMigration - DBCommand [command=CREATE INDEX
fk_message_id _ma ON t_message_attachments (message_id), dbVersion=4]
2014-07-10 15:27:50,581 DatabaseMigration - DBCommand [command=CREATE INDEX
fk_document_id ma ON t_message_attachments (document_id), dbVersion=4]
2014-07-10 15:31:18,070 DatabaseMigration - DBCommand [command=CREATE INDEX
fk_ds_container_id dsr ON t_dsref (entity_id), dbVersion=4]

2014-07-10 15:32:48,070 DatabaseMigration - DBCommand [command=CREATE INDEX
fk_uuid_mapping_id_r ON t_recipient (uuid_mapping_id), dbVersion=4]
2014-07-10 15:32:58,070 DatabaseMigration - DBCommand [command=CREATE INDEX
fk_parent_id_f ON t_folder (parent_id), dbVersion=4]

2014-07-10 15:32:59,070 DatabaseMigration - DBCommand [command=CREATE INDEX
fk_uuid_mapping_id _t ON t_tagdefs (uuid_mapping_id), dbVersion=4]
2014-07-10 15:32:59,215 DatabaseMigration - DBCommand [command=CREATE INDEX
fk_tag_id mt ON t_message_tags (tagdef_id), dbVersion=5]

2014-07-10 15:32:59,220 DatabaseMigration - DBCommand [command=CREATE INDEX
fk_message_id _mt ON t _message tags (message_id), dbVersion=5]

2014-07-10 15:32:59,225 DatabaseMigration - DBCommand [command=CREATE INDEX
fk_uuid_mapping_id_tt ON t _message tags (uuid_mapping_id), dbVersion=4]
2014-07-10 15:32:59,230 DatabaseMigration - DBCommand [command=CREATE INDEX
idx_hash_d ON t_document (hash), dbVersion=4]

2014-07-10 15:36:24,417 DatabaseMigration - DBCommand [command=CREATE INDEX
idx_tag_d ON t_document (taglD), dbVersion=4]

2014-07-10 15:37:34,232 DatabaseMigration - DBCommand [command=CREATE INDEX
idx_refcount_d ON t_document (f_referenceCount), dbVersion=4]

2014-07-10 15:39:01,398 DatabaseMigration - DBCommand [command=CREATE INDEX
idx_message_natural_id_m ON t_message (message_natural_id), dbVersion=4]
2014-07-10 15:41:52,536 DatabaseMigration - DBCommand [command=CREATE INDEX
idx_thread_m ON t_message (f_thread), dbVersion=4]

2014-07-10 15:42:35,849 DatabaseMigration - DBCommand [command=CREATE INDEX
idx_uuid_relevant_m ON t_message (uuid_mapping_id, T _relevantDate),
dbVersion=4]

2014-07-10 15:44:15,763 DatabaseMigration - DBCommand [command=CREATE INDEX
idx_Ffid_uuid_rel_m ON t_message (folder_id,uuid_mapping_id, f_relevantDate),
dbVersion=4]

2014-07-10 15:46:17,468 DatabaseMigration - DBCommand [command=CREATE INDEX
idx_indexed_m ON t_message (f_indexed), dbVersion=4]

2014-07-10 15:48:01,336 DatabaseMigration - DBCommand [command=CREATE INDEX
idx_stored_m ON t_message (f_stored), dbVersion=4]

2014-07-10 15:49:19,242 DatabaseMigration - DBCommand [command=CREATE INDEX
idx_uuid_parent_f ON t_folder (uuid_mapping_id, parent_id), dbVersion=4]
2014-07-10 15:49:19,379 DatabaseMigration - DBCommand [command=CREATE INDEX
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idx_refcount_r ON t_recipient (f_referenceCount), dbVersion=4]

2014-07-10 15:49:24,509 DatabaseMigration - DBCommand [command=CREATE INDEX
idx_refcount_v ON t_value (f_referenceCount), dbVersion=4]

2014-07-10 15:51:50,522 DatabaseMigration - DBCommand [command=CREATE INDEX
idx_natkey_td ON t_tagdefs (f_natural), dbVersion=5]

2014-07-10 15:51:50,528 DatabaseMigration - DBCommand [command=CREATE INDEX
idx_crea_scope_td ON t_tagdefs (uuid_mapping_id,f _scope), dbVersion=5]
2014-07-10 15:51:50,534 DatabaseMigration - DBCommand [command=CREATE INDEX
idx_scope_td ON t_tagdefs (f_scope), dbVersion=5]

2014-07-10 15:51:50,540 DatabaseMigration - Migration successful at: Thu Jul 10
15:51:50 EDT 2014

2014-07-10 15:51:50,540 DatabaseMigration - Moved resume file to: /tmp/
Retain_3.2.1.1/migrate3/rtn9146309515331908914. log

2014-07-10 15:51:50,540 DatabaseMigration - Finally migrateDatebase()

As you can see, it took over 6 hours for his system.

When it is done, it will present you with a "Migration Complete" button.

1 Started: Tue Nov 12 13:27:39 MST 2013

Pass:

Total Migrated: 7702 MinmieniGomalsts Refreshed:  Tue Nov 12 13:42:00 MST 2013
Current Step: Sender UUIDs
Errors: L]

[rLogs | statistics r Errors |

13:27:51,899 DatabaseMigration - Step t_message_properties_sender_uuid took: 0 seconds to process approximately 11 items
13:27:51,899 DatabaseMigration - Mext pass: 2

12:27:51,899 DatabaseMigration - This pass HAS COMFPLETED! A mail will be sent to the configured recipients!
13:27:52,703 DatabaseMigration - postZeroltemsCheck

13.27:52,702 DatabaseMigration - There were 7702 items migrated in this pass.

13:42:00,852 DatabaseMigration - Preparing to exit

13.42:00,852 DatabaseMigration - Exiting because nextPass{) returned false

13:42:00,852 DatabaseMigration - STEF index begins

13:42:00,853 DatabaseMigration - close sessionc true

12:42:00,852 DatabaseMigration - open session true

13:42:00,853 DatabaseMigration - open session false

13.42.00,854 DatabaseMigration - DECommand [command=CREATE INDEX idx_hash_d OM t_document (hash), dbVersion=4]

[l 1l [

Screenshot of "Migration Complete" button.
16. 17. Click on the "Migration Complete" button.

You are now done with the longest/hardest part of the upgrade to Retain 3 - the migration phase. You
are now ready to upgrade the Retain software.

UPGRADE (WINDOWS SERVER)

If you ran the Migrator from a Windows machine but your Retain server is on Linux, now go back to
the "Upgrade to Retain 3 latest Version (Retain Server on Linux)" document and follow the steps in
the "UPGRADE (LINUX)" section.

Otherwise, for Retain for Windows Server, follow these steps:

1. Once the migration is complete, the next step is to finish the Retain 3.5.1.1 upgrade.
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Change to the main Retain 3.5.1.1 installation directory on the Retain server.

Run the Retainlnstall.exe application. This will install the new version of tomcat and the new
Retain application.

From the screen that reads, "Upgrading from a Previous Version?", select option 3:

"I'm upgrading from Retain 2.x and data migration is completed."

Proceed with the rest of the installation by following the prompts to install Retain 3.1 application.
It will upgrade Tomcat first.

Leave the "Configure Tomcat Service Settings" checked and click Finish.

Go to the Java tab for the "Apache Tomcat tomcat7 Properties" dialog and set the initial memory
and maximum memory pool settings. There are many factors that go into how to configure the
memory pool. This will need to be adjusted according to what you determine to be optimal for
your system. Leave 4G for the OS and, generally speaking, split the remainder of RAM between
Tomcat and the database, favoring Tomcat if an even split is not possible.

Once that dialog is dismissed, continue on with the Retain setup. Answer the prompts as
desired, according to your system's configuration.

Open your web browser and go to the RetainServer web site.

Log in to the Retain server web administration console. There are minor additional schema
updates that take place at this pint. After a minute, or two, the window will change to prompt to
restart Tomcat to complete the update.

4. Restart Tomcat.

7.

Run the Retain installer on every mail server running a RetainWorker (if any) in order to upgrade
the worker. If the Workers are local to the Retain Server, then this step is not necessary. They
were upgraded during the normal upgrade process.

If you disabled database transaction logging before beginning the migration, you may want to re-
enable it.

If you disabled archive jobs (recommended) before beginning the migration, re-enable them.

Congratulations! The migration and upgrade is complete!

Retain 2.x to Retain 3.5.1.1 (Linux)

This guide will help you to upgrade from Retain 2.6.2 to Retain 3.5.1.1, and go through the migration
process of the data. There are a few things to understand prior to installing Retain 3.5.1.1:

+ If running Retain 1.x, then you must update to Retain 2.6.2 first before going to 3.5.1.1.

+ If running an earlier version of Retain 2.6.2, you first need to upgrade to Retain 2.6.2 first before

starting the migration due to some minor database schema updates it provides, which are vital to
the success of the migrator tool.

This guide does not go through the process of upgrading from another version of Retain 3. For
those situations, see Upgrade: Retain 3.x to Retain 3.5.1.1 (Linux).

The upgrade process involves two major phases (data migration and software upgrade/schema
change). If the RetainlInstall.sh is executed, it will unzip the migrate3 folder and launch the
BeginMigration.sh (starts up the migration tool). Once the migration tool has completed (hours,
days, or weeks in some cases) and gets exited, the installer screen remains open and the
upgrade process begins. Because the migration tool is a separate process, it can actually be
launched as a standalone application. It does not have to be run on the Retain server, but it does
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need access to Retain database. If the database resides on a different server from Retain, a
customer may choose to run the migration tool on the database server for performance reasons
since it will not have to process over the network.

+ Access to data and messages from Retain 2.6 will be FULLY available during the migration
process. Users will be able to view their messages and archive jobs can still run at the same time
(although we strongly advise against running archive jobs during the migration in order to
minimize potential issues).

+ License: Anew license is required for Retain 3. Go to http://licenses.gwava.com and enter in the
validation key for Retain 3. This new license will need to be uploaded at the end of the upgrade
after logging in to the upgraded Retain system. For further questions on licensing please contact
the sales representative in the area, or call 801-437-5678 for assistance.

+ Avoid using PuTTY for Retain for Linux installations, if possible, for launching the migrator.
PuTTY is subject to disconnections; and, when that happens, the migrator gets terminated. Run
the migration from the local box. The exception to this if you are comfortable using the Linux
"screen" command.

If you wish to have a Retain expert perform the migration and upgrade for you, GWAVA offers
professional services. See your GWAVA territory executive or our inside sales team for more
information.

Pre-migration Preparation

There are a number of preparatory steps that need to be taken before the migration may begin.

Backup Retain

Before proceeding, create a backup of the database and of the Retain system. See, "Backing Up
Retain (RetainDocs/Administration/Backing_Up_Retain/Backing Up Retain.htm)".

Prepare Retain Server

1. Ensure that the Retain installer has access to the ASConfig.cfg
file.

The ASConfig.cfg contains the Retain configuration information (configuration and message store
database location and credentials, mailer configuration, etc). It is located off the retain program
directory:

/opt/beginfinite/retain/RetainServer/WEB-INF/cfg

If the installer is run on the same machine and drive as where the ASConfig.cfg is stored, it should
find it. If running the installer from a different drive or server from Retain (which is possible for the

migration phase of the upgrade), then copy the ASConfig.cfg to the local drive from which you are
running the installer and remember that path - the installer will prompt for it.

2. Download the latest Retain 3.5.1.1 package.

1. Go to: http://download.gwava.com/download.php?product=Retain&version=3511 (http://
download.gwava.com/download.php?product=Retain&version=3511)
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2. Copy the downloaded zip file:
a. To the Retain server.
b. To every mail server (if any) running a RetainWorker.

c. To the machine from which you are running the migration (if different from the Retain
server).

3. Unzip the Retain zip file that was downloaded.

3. Internet connection.

Verify the Retain server has a connection to the Internet (Retain installs the necessary version of
Java on Linux or opens a web page on Windows for the install)

4. SMTP access.

Verify the Retain server can send to the SMTP gateway (for email status messages). If it cannot send
an email to your messaging system, the migrator will fail to proceed and will return an error.

5. Check the Memory configuration.

The migrator requires at least 1G, but we've watched it use much more. We recommend providing it
with a minimum of 4G if possible - 8G would be optimal for larger systems. If you decide to allow
Retain to continue running during the migration so that users can access their mailboxes, then
tomcat's memory usage has to factor in as well. In such cases, you may want to tone down tomcat's
memory usage to 2G during the migration and then bump it back up afterwards. See Tomcat Memory
tuning (RetainDocs/Install/Tomcat_Memory_tuning/Tomcat Memory tuning.htm).

Thus, this requires some planning. If running on the Retain server, the Retain server will need its
normal RAM already being allocated to tomcat. Now the Migrator needs RAM. All these things need
to be kept in mind, as we have seen a few customers' migration halt because of insufficient Java
memory for the Migrator.

Memory allocation for the migrator can be configured in a configuration file within its install directory.
More about that during the installation steps. For now, just be sure that the machine it runs on has
enough for its normal processing plus an additional 1 - 8 GB for the migrator (again, we recommend 8
GB if you can pull it off).

If your database system is running on the Retain server and you are running the migrator on the
server, factor in RAM for the database.

What you want to avoid is Java or your database using swap space (Linux) or Page File (Windows)
access, which is where the OS swaps memory to disk to make room for other processes. When the
migrator needs access to information in memory that has been swapped to disk, now you've slowed it
down.

On Linux, run the top command and look at how much swap is used.

On Windows, you want to watch for "hard faults" (or "page faults"). Hard faults occur every time the
OS or an application needs to access a block of memory from the page file on disk (slow) rather than
from the physical memory (fast).
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Prepare the database server

1. Ensure the database server has sufficient disk space.

We have seen some databases grow by up to 100 - 200% after the upgrade. Rather than cut it close,
be sure to have double or triple the disk space of your current database size as available disk space.
For example, if your database is 100G, have at least 100G free space, preferrably 200G free. This
does not include the space needed for Retain storage (for those running the database on the Retain
server).

For MySQL, add a tmpdir setting to the my.ini that points to a volume where the database resides or
where there is available disk space that is at least the size of the Retain database. The setting should
read: tmpdir = /[path]. This helps prevent errors when the migrator creates indexes.

Same goes for MS SQL and Oracle. Be sure to notify your DBA of your plans to migrate the Retain
database and let him/her know that it will need the disk space. In Oracle, this is called tablespace and
it is critical that it be doubled or tripled.

2. Ensure the database server has sufficient RAM.

Databases can load tables into RAM, which is faster access that disk. If you can provide 18 GB for
the database, that will really help. The bigger the table sizes on disk, the more RAM you might want to
give it if you can. The migration can proceed just fine without this, it will just take longer, perhaps as
much as twice as long or more.

a. MySQL Memory Tuning

NOTE: SQL databases and data storage systems are not supported or administered by GWAVA Inc.,
and are the responsibility of the local system administrator and the customer.

MySQL has to be instructed on how much memory it can use as its "innodb_buffer_pool". Again, 18
GB would be optimal (should not need more than that unless you have huge tables that are larger
than that). If you my.cnf does not include the innodb_file_per_table setting, then you will not know
how large each table is on disk because all of the table data will be in the ibdata1 file. If you do have
that set, change into the "retain" (or whatever your Retain database name is) directory and look at the
.ibd files). For more discussion on the innodb_buffer_pool or innodb_file _per_table settings, see
"MySQL Database Maintenance for Best Performance".

b. MS SQL Memory Tuning

By default, MS SQL will use all available RAM on the server. If MS SQL is on the Retain server, then
you should tame its memory usage. See, "How to: Set a Fixed Amount of Memory (SQL Server
Management Studio)" for SQL Server 2008. There are similar articles for other versions. If it is not on
the Retain server, then you probably don't need to worry about it's memory. Your DBA should know
how to optimally configure MS SQL.

c. Oracle Memory Tuning

Without fail, any customer using the powerful Oracle database has a DBA that administers it. Be sure
to let your DBA know that you are performing this migration and show him/her this article so they can
properly prepare the database.

For Oracle systems: Increase the cursors to at least 1,000.

A patch for the migrator will also be required. Download that patch here: http://download.gwava.com/
hotfix/Retain3Migrator/RET-1872.zip.
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3. Check your Retain database for the existence of an index on the
recip_id column in the t_recp_properties table.

On some systems, this index does not exist and this dramatically slows down the migration when it
gets to the "Recipients" phase.

Be sure that you have plenty of disk space before creating the index. You will also need a tmpdir
setting in your my.cnf to a volume (like your database volume) with plenty of available space (the size
of your database).

Here is how to check for the index on MySQL and MS SQL. Oracle is purposely left out because
DBAs know how to do this.

a. MySQL

Logon to MySQL and run this query: show indexes from [database name].t_recp_properties \G
EXAMPLE: show indexes from retain.t_recp_properties \G

If missing, create it with this query: CREATE INDEX idx_recip_id ON t_recp_properties (recip_id);
b. MS SQL

In SQL Server Management Studio, expand "Databases", expand your Retain database, expand
dbo.t_recp_properties, and then expand "Indexes".

If missing, create it with this query:

GO

CREATE NONCLUSTERED INDEX [idx_recp_value]
ON t_recp_properties ([recip_id])

INCLUDE ([value])

c. Oracle

Your Oracle DBA will know what to do.

4. OPTIONAL (but recommended): Check for database index
fragmentation and rebuild tables or indexes if necessary.

If you are not performing the migration for several days, then this can improve the performance of the
database migration.

If you are doing the migration immediately, the time it takes to perform these tasks may not be worth
the benefit unless you have a very large database and a high fragmentation percentage.

For the migration, there are only a few tables you need to be concerned with:

¢ attachment

+ Document

+ Email

+ t msg_properties
+ t recipients

+ t recp_properties
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a. MySQL Instructions

See KB article, "MySQL Database Maintenance for Best Performance", for steps on how to rebuild
the indexes. If you had to upgrade MySQL for this migration, then this step is unnecessary altogether.
The MySQL upgrade process resolves any fragmentation by the very fact that you are importing a
dump of your old database into the new database. The indexes get created anew while the data gets
imported.

b. MS SQL Instructions

For those using MS SQL, you can run the following query to check for table fragmentation within your
retain database:

SELECT

OBJECT_NAME(object_id),

index_id,

avg_fragmentation_in_percent,

fragment_count,

avg_fragment_size_in_pages

FROM sys.dm_db_index_physical_stats(DB_ID("retain®), NULL, NULL, NULL , "LIMITED™)
order by avg_fragmentation_in_percent desc;

Or, you could expand the table object in SQL Server Management Studio, expand the indexes folder,
and double click on each index. It will give you the fragmentation percentage. If you need to rebuild
any indexes, you simply would right-click on the index and choose the option to rebuild.

c. Oracle

Your Oracle DBA will know what to do.

5. OPTIONAL: Disable transaction logging.

Database transaction logs are a backup of every database transaction committed to the database. If
your database were to become corrupted or the disk on which it resides were to fail, you could restore
your latest backup and then add all of the transactions that transpired since the last backup.

Since you already have a backup of the database and/or the VM, then transaction logging would not
be needed during the database migration. If something were to go wrong, the migration can be easily
reversed. These transactions logs can consume a lot of disk space and have caused some
customers to run out of disk space. Just remember to re-enable transaction logging when the
migration has completed!

For MySQL users, we have seen a lot of customers with dozens of transaction logs. Each of those
logs can be up to 1G in size, so they easily consume GIGABYTES of valuable space. If you are
backing up the disk where your database data is stored on a regular basis (for most at least weekly),
then we recommend expiring those transaction logs after that period of time. So if | were doing
weekly backups of the database disk, | would set the expiration of the transaction logs to 7 days. To
do that, you simply add a line to your /etc/my.cnf that reads:

expire_logs_days = X (where X is the number of days)
a. MySQL

Edit the /etc/my.cnf. Comment out the line that reads "log-bin=mysql-bin" so that it reads "#log-
bin=mysql-bin". Just be sure to restore this after the migration is complete.

b. MS SQL
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Go into the properties of the retain database and change its recovery model to "Simple". See "View or
Change the Recovery Model of a Database (SQL Server)". Just be sure to restore this after the
migration is complete.

c. Oracle

Your Oracle DBA will know what to do.

6. Estimate the migration time.

There are several factors that play key roles in how long the migration will take, so it is impossible to
estimate to the day. Disk 1/0, RAM, database configuration, the number of records stored, and the
nature of the data in those records. So, we will give you ROUGH idea. This is a rough idea based on
two key tables: t_msg_properties and t_recipients. When you run the migration, t_msg_properties will
likely take the longest. For example, on a system with approximately 188 million records in
t_msg_properties and 195 million in t_recipients, it took over 4 days on Message Properties alone
and only one day on Recipients. Why? Because there is a lot of data normalization being performed
on the records - it is not just a straight copy from the old table to the new one.

Number of Records Estimated Days
0 - 100 million 1-3

100M - 600M 3-10

600M - 999M 7-14

Here is how you get the record count:
a. MySQL
You can run a query that will give you the sizes of all your tables.

SELECT table_name, table_rows FROM INFORMATION_SCHEMA.TABLES WHERE
TABLE_SCHEMA = 'retain’;

What gets returned will be a general record count as it depends upon MySQL updating its record
counts in its information_schema.tables. In an in-house test system, it was off by 25%.

If you want to be assured of the most up-to-date record count, you could focus on a couple of key
tables as mentioned previously by running the following queries (where "retain" is the database name
- modify this if yours is named differently):

SELECT COUNT(id) FROM retain.t_msg_properties;
SELECT COUNT (recipient_id) FROM retain.t_recipients;
b. MS SQL

Run the following queries in SQL Studio (where "retain" is the database name - modify this if yours is
named differently):

SELECT COUNT(id) FROM retain.dbo.t_msg_properties;
SELECT COUNT(recipient_id) FROM retain.dbo.t_recipients;
c. Oracle

Your Oracle DBA will know what to do.
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MIGRATION (LINUX)

1. Launch the migration tool: ./InstallRetain3Migrator.sh
It installs Java 6 if not installed (but requires Internet access).

It creates a subdirectory off the main Retain 3 installation directory called "migrate3", which will
contain the migrator tool and its configuration files, etc.

Shuts down tomcatb if it is running.
Leaves Retain 2.x completely unchanged.

Creates a file named "MigrateConfig" in the migrate3 directory. This file configures the memory
space for Java.

It displays the aforementioned information as well as the contents of MigrateConfig, which sets
up the variables JAVA_ HOME and JAVA_OPTS.

2. At this point, it prompts with, "Run Migration Program?" Respond with "N" for "no".

Terminall

File Edit “iew Terminal Help

JAVA Configuration

Checking Java...
my url 1s http://download.gwava.com/download.php?product=jvmEaversion=alin&4

\Updating MigrateConfig

Copy scripts....

Remove Retain service 1f running...
MNo Retain 3 script was found

Here's what this script did:

1. Installed Java 6 if not installed

2. Place a COPY of RetainServer 3 in /software/retain3z2/migrate3

3. Copied other installations scripts to /software/retain32/migrate3

4. Turned off tomcat? if for some reason it was running [ this should never happ
en]

5. Left Retain 2.x completely unchanged.

6. Placed MigrateConfig in /software/retain3z/migrate3 . This file 1s IMPORTANT
- 1t represents the memory allocated to the Migration Process. You should make s
ure you have not already allocated all the memory on your box to Retain 2 and ot
her services

Current contents of MigrateConfig:
JAVA_HOME=" fopt/beginfinite/retain/javas/jdkl.6.0_38"

JAVA OPTS="-Xms256M - Xmx1024m - Xss256k - XX:MaxPermSize=512m"

Y¥our next step if the MigrateConfig looks good is to run
/software/retain32/migrate3/BeginMigration.sh

wWhen 1t 1s COMPLETE, you may rerun RetainInstall.sh and proceed with the Retain
3 installation

Run Migration Program [y/nlf]
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At this point, larger installations need to increase the Java memory pool. Step #1 unzips and
creates the staging directory (migrate3), which now allows you to change its configuration.

a. Change directories: ../[Retain 3.5.1.1 installation directory)/migrate3
b. Edit MigrateConfig (it is an executable file, so be sure to EDIT and not OPEN).

Terminal

File Edit Wiew Terminal Help
gwlinux:,fsuftware,-‘retainSZ,’miqrateS # 1 [~]
otal 454

drwxr-xr-x 3 root root 4096 Oct 17 08:35 ./

drwxr-xr-x 12 root root 4096 Oct 17 08:35 ../

-rwxr-xr-x 1 root root 1320 Oct 17 ©8:35 BeginMigration.sh*
-rw-r--r-- 1 root root 272 Oct 17 08:35 commons- logging.properties
-rw-r--r-- 1 root root 655 Oct 17 08:35 log4).properties
-rw-r--r-- 1 root root 434812 Oct 17 08:35 mail i3

-rwxr-xr-x 1 root root 117 Oct 17 08:35fMigrateConfig*

-rw-r--r-- 1 root root 1331 Oct 17 ©B:40 Migratelnstall.log
drwxr-xr-x 18 root root 4086 Jul 29 14:49 RetainServer/

¢. On the second line beginning with, "JAVA_OPTS=", change the values for "Xms256M" and
"Xmx1024m" to read respectively: "Xms4096M" and "Xmx4096m".

This assumes you have sufficient memory leftover for the Retain server, database server, or
other machine from which you are running the migrator.

"Xms4096M" and "Xmx4096m". This assumes you have sufficient memory leftover for the
Retain server, database server, or other machine from which you are running the migrator.

If you can give it up to 8 GB, then do that. You don't have to use the "m" (megabyte)
designator. You can specify this value in gigabytes (e.g., 8G).

BEFORE:

Migrate Config (fsoftwarelretain32/migrate3) - gedit

File Edit “iew Search Tools Documents Help

D EOpen ~ ESEVE @ @ @

[] Migrateconfig 3¢ ‘
pava_HOME="opt/beginfinite/retain/javas/jdkl.56.0_38"

JAVA_OPTS=" ®ms256M Il Xmx 1024mf - Xss256k - XX:MaxPermSize=512m"

AFTER:

MigrateConfig (/software/retain32/migrate3) - gedit

Eile Edit Wiew Zearch Tools Documents Help
D EOpen hd E-ISave @ ¢y Unilo @ @

[£] MigrateConfig 3¢ |
JAVA_HOME=" fopt/beginfinite/retain/javas/jdkl.6.0_38"

JAVA OPTS="fXms40S6MfdXmx4096m) - Xss256k - XX:MaxPermSize=512m"
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This sets the minimum and maximum Java memory heap value to 4G each. This will not
work if you do not have 4G free memory on the machine (and you'll want to reserve at least
2 GB free memory for the OS), so be sure to check that before proceeding. If you are
running the Migrator on the Retain server and you do not have 4G free, see how much is
allocated to Tomcat and consider lowering it TEMPORARILY to free up space for the
migrator. See "How to Adjust the Tomcat Memory Settings on Linux (https://
support2.microfocus.com/kb/doc.php?id=7020292)"; however, the ideal solution would be
to add memory to the server itself.

d. Save your changes.
3. From the migrate3 directory, launch BeginMigration.sh: ./BeginMigration.sh

Terminal

File Edit ‘“iew Terminal Help
qwlinux:,-'software,-’retainSZ,-’miqrateS | [~]
ota 4

drwxr-xr-x 3 root root 4096 Oct 17 98:35 ./

drwxr-xr-x 12 root root 4086 Oct 17 08:35 ../

-rwxr-xr-x 1 root root 1320 Oct 17 EJB:BSEemnrﬂlqratlon.Sh* I
-rw-r--r-- 1 root root 272 Dct 17 08:35 commons- Loggling.properties
-rw-r--r-- 1 root root 655 Oct 17 08:35 log4].properties
-rw-r--r-- 1 root root 434812 Oct 17 08:35 mail.jar

-rwxr-xr-x 1 root root 117 Oct 17 08:35 MigrateConfig#*

-rw-r--r-- 1 root root 1331 Oct 17 08:40 MigrateInstall.log
drwxr-xr-x 18 root root 4085 Jul 29 14:49 RetainServer/

4. Type "y" to run the migration tool. It launches "BeginMigration.sh".
It displays some information, including the name of the log file to which it will write.

It then displays a few paragraphs of important information about the migration tool. Read this
closely.
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Terminal

File Edit “iew Terminal Help

gwlinux: /software/retain32/migrate3 # ./BeginMigration.sh e
/software/retain32/migrate3 1s current directory
Jopt/beginfinite/retain/javas,/jdkl.6.0 38
Jopt/beginfinite/retain/javas,/jdkl.6.0 38/bin/java

ain/javas/jdkl.6.0 38/bin/java
-¥ss256k - XX:MaxPermSize=512m
roperty [datePattern] in org.apache.log4j.FilefAppender.

Force Datastore=false
Temp File Dir=/software/retain32/migrate3

Logging to: /software/retain3z2/migrate3/migrate3-5831044995219017107. log

Welcome to the Retain 3 Migration Program

Migration can take a considerable amount of time 1f you have a
large [hundreds of GB] database. This program is designed to
migrate the data from your Retain

system. It can be run either on the same machine as your old
system, or on a new system.

By default this program consumes about 1 GB of memory.

This memory 1s not available to other programs on the same
hardware, including your old system.

Because of this memory (and I0) contention, larger organizations
may want to consider running this program on a different

(UPS backed] machine.

The program will need access to the database server, and a copy

of your ASConfig.cfg file, normally
stored 1n the WEB-INF/cfg directory of your server.

. Press the ENTER key as prompted after reading over the welcome message.

It will pause for a few seconds and display some information to read.

It searches for the asconfig.cfg in the /opt/beginfinite/retain/RetainServer/WEB-INF/cfg directory.
It if cannot find it, it will prompt you to enter the path of where it is located. If you are running this
on the Retain server, you should not get this prompt, but this is what it would look like.

If that is correct, press ENTER; otherwise, type in the path to where you copied the
ASConfig.cfg.
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6.

= Terminal = B 3
File Edit “iew Terminal Tabs Help

Terminal P4 |Termina|

nﬁ

By default this program consumes about 1 GB of memory.

This memory 1s not available to other programs on the same
hardware, including your old system.

Because of this memory (and I0) contention, larger organizations
may want to consider running this program on a different

(UPS backed) machine.

The program will need access to the database server, and a copy
of your ASConfig.cfg file, normally
stored 1n the WEB-IMF/cfg directory of your server.

Fress ENTER

To proceed, the program needs access to the ASConfig.cfg file
You'll be given a chance to confirm your entries before
proceeding with the migration.

NOTE: You may have to change IP Addresses of the database
server, and you may have to grant rights to the database
server to connect 1f you are running this program

from another machine!

Location of ASConfig.cfg [foptsbeginfinite/retain/RetainServer /WEB-INF/cfg/ASCon
fig.cfgl: |j )

It prompts for the root database user name. If "root" (default), press ENTER; otherwise, enter the
appropriate value.
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11.

File Edit “iew Terminal Help

hardware, including your old system. 4
Because of this memory (and I0) contention, larger organizations

may want to consider running this program on a different

(UPS backed) machine.

The program will need access to the database server, and a copy
of your AsSConfig.cfg file, normally
stored 1n the WEB-INF/cfg directory of your server.

Press ENTER

To proceed, the program needs access to the ASConfig.cfg file
You'll be given a chance to confirm your entries before
proceeding with the migration.

MOTE: You may have to change IP Addresses of the database
server, and you may have to grant rights to the database
server to connect 1f you are running this program

from another machine!

You are running MySQL. MySQL requires the ROOT MYSQL PASSWORD
to create Triggers. This value will not be stored post migration

Foot Database User Mame [root]: I

It prompts for the root password.

Type in the correct value and press ENTER to continue.
It prompts whether you want to run the GUI.

If wanting the GUI interface and if running under a GUI session of Linux (runlevel 6, X-Windows,
or VNC), type "y" and hit ENTER; otherwise, press ENTER to continue in a console session.

. The next prompt is the Refresh Stats Interval. Enter desired value and press ENTER.

This determines how often (in seconds) the screen refreshes with updated migration statistics (5
minimum, 600 maximum). It defaults to 15 seconds.

Press ENTER to except the default value ("n") for "Exit automatically when migrated item count
hits zero".

It then displays pertinent information from the ASConfig.cfg that it found. In most situations, you
will not need to change this; however, look over the settings and ensure they are accurate. If not,
this is your chance to change them by selecting the setting from the menu.

Do check to make sure the Mailer information is configured. The migration will not continue until
the "Server", "From" and "To" fields have data. While it is recommend that this information be
valid (so that you can receive email status notifications), it does not require that the data be valid
in order to proceed.

If you do need to change a setting, type the menu selection number for that setting and press
ENTER. It will prompt you with each setting one-by-one. If a particular line item does not need to
be changed, simply press ENTER on it to keep it at the default value; otherwise, type in the new
setting and press ENTER.

Type "5" and press ENTER, which activates the menu item, "5. Proceed with Migration" when
ready.

It will test the connectivity, upgrade the schema, check the database version, disable deletion
jobs, and check mail parameters.

Upgrade and Migration 151



152

12.
13.

14.

Press ENTER.
The migration now begins.

If the GUI option was chosen, a Java app opens and shows the progress. It contains three tabs:
Logs, Statistics, and Errors. The errors tab will be blank unless there are errors.

If the GUI was not chosen, it will display the stats in the terminal window.

During the migration, statistics will show on how many messages are being archived. It will also
include each table that is being migrated. The time it takes to make changes to each of the
tables will also display. Please do not close out of this process as it will stop the migration.

The migration can take a long time, depending on the size of the database. It can take hours,
days, or weeks. We've seen database sizes of 190G take 3 days, but there are too many
environment factors involved to predict.

Users will be able to use Retain fully during this migration process. In fact, archive jobs can even
be run during the migration process; however, we recommend disabling archive jobs during the
migration. We've had several instances where running archive jobs during the migration caused
database racing conditions and the migration tool stopped. It can easily be restarted, but it is
best to avoid potential issues, so we recommend disabling the jobs.

If the migrator crashes or freezes for some reason, you should be able to just run it again and it
will pick up from where it left off. It keys off the migration3Resume.xml in the Migrate3 directory.
If that file is missing, the migration program will not allow the process to be run again.

During the migration, if any errors occur, fix the errors. The migration log in the Migrate3
directory will indicate the issues. Fix the errors and run the job again by running
BeginMigration.sh. Again, the migration will pick up from where it left off.

If you run out of space on the system, it is best to revert the database back to 2.x, correct the
space problem and run the migration again. Lack of disk space may cause issues where data or
tables are missing and the migration piece may not run efficiently after that. Restoring the
database from a backup is required at this point. For further assistance with this please contact
GWAVA support.

If you must revert back and start all over, check the ASConfig.cfg in the ../RetainServer/WEB-
INF/cfg directory. The "<storageEngine>" parameter must be set back to "standard" before
proceeding as the migration changes it to "database_process".

First pass completes.

Once the migration is finished it will show a total number of messages migrated in the pass (per
the screenshot above from a small test system, it reads, “There were 7,702 items migrated in
this pass”).

After a pass through the database has completed (this applies to all passes from first to x
number), the GUI brings up a thin rectangular prompt that displays in the title bar:

"Pass Complete!"
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15.

16.

[ GWAVA Retain Migratien - X

Pags: 1 Suarted: Tue Mov 12 113730 MST 2013
Tonal Migraved: 7702 Refreshed: Tue Mov 12 13:27:52 MST 2013
Carrent Siep Lenider UUIDE

Ermors: o

Logs | Stanistics | Errors

1227 5 1,896 DatabaseMigration = 8asch update complete

132751, 896 DarabageMigration - Aboia to commi

13:27-5 1,37 RangeCurser - RangeCursor af
oi migrated 7,702 ems on Lthis pass

7.5 1.ESY RangaCursor - RangeCursor il automatically un another pass in 337 seconds
132751, 858 DatabaseMigration - Faally eyl Exit immed|ately.
13:27:51,89% DarabaseMigracion - Pre pog _EJEE_;;ITH_U-I!_}_JE da anathiel pags, led successulry
1327 5 L.ES% DaiabaseMegration = Fnished pra population of i_message_proparties_sender_uuid table
1327 51.85% DatabaseMigration = Step 1_message_propenties_sender_uuid 1ook: O $econds 1o prodess approsimaely 11 itemns
132751, 892 DarabaseMegrazion - Hext pass: 2
12275 LEGD DatabasaMigration - This pass HaS COMPLETED! & mad will De sam 10 the configuerad recipdents
1327 52,703 DatabaseM lon = posiZerofaemstheck
13:27-52, 703 DatabaseMigrasion - Thase were 7702 nems migrated in this pass
i ] = =

Screenshot of Migration Pass 1 Complete

Below that, it states the number of items migrated for that pass and states that it will
automatically run another pass in x,xxx seconds, which is a countdown of an hour (in seconds)
from the time the first pass ended.

It also presents two buttons: "Exit immediately" and "Wait 5 minutes and do another pass".

After the first pass has completed, you'll want to either leave it alone (thus automatically making
another pass within an hour), choose the "Wait 5 minutes..." option, or exit immediately.

If you are absolutely certain no data has changed in the database since the beginning of the
migration (thus, no archive jobs have run during the migration or tomcat has been down), the exit
immediately; otherwise, disable your archive jobs or stop tomcat and make one more pass. The
second pass will complete very quickly.

Exiting the program will cause it to delete the migration3Resume.xml file, which it uses to keep
track of what data has been migrated. If this file gets deleted, all the migrated tables will have to
be dropped from the database an the migration will need to be run all over again IF archive jobs
have run since the migration began. If the Migration process is finished before messages are
migrated, they will not be visible within the new database14. If not already done before beginning
the migration, disable all archive jobs and user access to Retain.

Make sure a job is not running or is finished before exiting and finishing the migration process.
Any data that is not migrated will not be visible to the new system.

If applicable, allow a second pass to be run.

Allow the migration utility to make a least one more pass; however, you may want to allow it to
make a third pass, which - if done - should indicate that 0 items were migrated when it
completes.

Click on the "Exit immediately" button.

The same buttons appear after the second pass has completed as when the first pass finished.
Once you click on "Exit immediately", the program will ask if you are sure. Respond by clicking
on "Yes".
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At this point, the Migrator is not yet done, but close. It now issues some commands to the
database to create several indices. Depending on the size of your system, this can take a few
hours.

Here's an example of the commands, which will appear in the migration log. Note that this was
done on a small test system, so its timing will not reflect the reality of a larger live system:

11:35:51,783 DatabaseMigration - DBCommand [command=CREATE INDEX idx_hash_d ON
t_document (hash), dbVersion=4]

11:35:52,053 DatabaseMigration - DBCommand [command=CREATE INDEX idx_tag_d ON
t_document (taglD), dbVersion=4]

11:35:52,123 DatabaseMigration - DBCommand [command=CREATE INDEX idx_refcount_d
ON t_document (f_referenceCount), dbVersion=4]

11:35:52,172 DatabaseMigration - DBCommand [command=CREATE INDEX

idx_message _natural_id_m ON t_message (message natural_id), dbVersion=4]
11:35:52,233 DatabaseMigration - DBCommand [command=CREATE INDEX idx_thread_m
ON t_message (f_thread), dbVersion=4]

11:35:52,285 DatabaseMigration - DBCommand [command=CREATE INDEX
idx_uuid_relevant_m ON t_message (uuid_mapping_id, f_relevantDate),
dbVersion=4]

11:35:52,341 DatabaseMigration - DBCommand [command=CREATE INDEX
idx_fid_uuid_rel_m ON t_message (folder_id,uuid_mapping_id, T _relevantDate),
dbVersion=4]

11:35:52,394 DatabaseMigration - DBCommand [command=CREATE INDEX idx_indexed_m
ON t_message (f_indexed), dbVersion=4]

11:35:52,444 DatabaseMigration - DBCommand [command=CREATE INDEX idx_stored_m
ON t_message (f _stored), dbVersion=4]

11:35:52,497 DatabaseMigration - DBCommand [command=CREATE INDEX
idx_uuid_parent_f ON t_folder (uuid_mapping_id, parent_id), dbVersion=4]
11:35:52,544 DatabaseMigration - DBCommand [command=CREATE INDEX idx_refcount_r
ON t_recipient (f_referenceCount), dbVersion=4]

11:35:52,593 DatabaseMigration - DBCommand [command=CREATE INDEX idx_refcount_v
ON t_value (f_referenceCount), dbVersion=4]

11:35:52,649 DatabaseMigration - DBCommand [command=CREATE INDEX idx_natkey td
on t_tagdefs (f_natural), dbVersion=5]

11:35:52,685 DatabaseMigration - DBCommand [command=CREATE INDEX
idx_crea_scope_td on t_tagdefs (uuid_mapping_id,f _scope), dbVersion=5]
11:35:52,717 DatabaseMigration - DBCommand [command=CREATE INDEX idx_scope_td
on t_tagdefs (f_scope), dbVersion=5]

11:35:52,753 DatabaseMigration - Step index took: O seconds to process
approximately 16 items

Here's an example of a customer's index creation phase of the migration who was using an
Oracle 10 database using the migration utility from Retain 3.2.1.2:

2014-07-09 11:03:22,632 DatabaseMigration - DBCommand [command=CREATE INDEX
fk_message_id_mp ON t_message_properties (message_id), dbVersion=4]
2014-07-09 12:14:16,762 DatabaseMigration - DBCommand [command=CREATE INDEX
fk_name_id mp ON t_message properties (name_id), dbVersion=4]

2014-07-09 13:44:00,613 DatabaseMigration - DBCommand [command=CREATE INDEX
fk_value_id _mp ON t_message properties (value_id), dbVersion=4]

-BREAK-

2014-07-10 14:40:12,261 DatabaseMigration - DBCommand [command=CREATE INDEX
fk_message_id _mr ON t_message recipients (message_id), dbVersion=4]
2014-07-10 14:57:28,539 DatabaseMigration - DBCommand [command=CREATE INDEX
fk_recipient_id _mr ON t_message recipients (recipient_id), dbVersion=4]
2014-07-10 15:21:34,647 DatabaseMigration - DBCommand [command=CREATE INDEX
fk_folder_id_m ON t_message (folder_id), dbVersion=4]

2014-07-10 15:23:28,889 DatabaseMigration - DBCommand [command=CREATE INDEX
fk_parent_id _m ON t_message (parent_id), dbVersion=4]

2014-07-10 15:24:26,722 DatabaseMigration - DBCommand [command=CREATE INDEX
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fk_message_id ma ON t_message_attachments (message_id), dbVersion=4]
2014-07-10 15:27:50,581 DatabaseMigration - DBCommand [command=CREATE INDEX
fk_document_id ma ON t_message_attachments (document_id), dbVersion=4]
2014-07-10 15:31:18,070 DatabaseMigration - DBCommand [command=CREATE INDEX
fk_ds_container_id_dsr ON t_dsref (entity_id), dbVersion=4]

2014-07-10 15:32:48,070 DatabaseMigration - DBCommand [command=CREATE INDEX
fk_uuid_mapping_id _r ON t_recipient (uuid_mapping_id), dbVersion=4]
2014-07-10 15:32:58,070 DatabaseMigration - DBCommand [command=CREATE INDEX
fk_parent_id_f ON t folder (parent_id), dbVersion=4]

2014-07-10 15:32:59,070 DatabaseMigration - DBCommand [command=CREATE INDEX
fk_uuid_mapping_id_t ON t_tagdefs (uuid_mapping_id), dbVersion=4]
2014-07-10 15:32:59,215 DatabaseMigration - DBCommand [command=CREATE INDEX
fk_tag_id mt ON t _message tags (tagdef_id), dbVersion=5]

2014-07-10 15:32:59,220 DatabaseMigration - DBCommand [command=CREATE INDEX
fk_message_id _mt ON t _message tags (message_id), dbVersion=5]

2014-07-10 15:32:59,225 DatabaseMigration - DBCommand [command=CREATE INDEX
fk_uuid_mapping_id_tt ON t_message_tags (uuid_mapping_id), dbVersion=4]
2014-07-10 15:32:59,230 DatabaseMigration - DBCommand [command=CREATE INDEX
idx_hash_d ON t_document (hash), dbVersion=4]

2014-07-10 15:36:24,417 DatabaseMigration - DBCommand [command=CREATE INDEX
idx_tag_d ON t_document (taglD), dbVersion=4]

2014-07-10 15:37:34,232 DatabaseMigration - DBCommand [command=CREATE INDEX
idx_refcount_d ON t_document (f_referenceCount), dbVersion=4]

2014-07-10 15:39:01,398 DatabaseMigration - DBCommand [command=CREATE INDEX
idx_message natural_id_m ON t_message (message natural_id), dbVersion=4]
2014-07-10 15:41:52,536 DatabaseMigration - DBCommand [command=CREATE INDEX
idx_thread_m ON t_message (f_thread), dbVersion=4]

2014-07-10 15:42:35,849 DatabaseMigration - DBCommand [command=CREATE INDEX
idx_uuid_relevant_m ON t_message (uuid_mapping_id, f _relevantDate),
dbVersion=4]

2014-07-10 15:44:15,763 DatabaseMigration - DBCommand [command=CREATE INDEX
idx_Ffid_uuid_rel_m ON t_message (folder_id,uuid_mapping_id, f_relevantDate),
dbVersion=4]

2014-07-10 15:46:17,468 DatabaseMigration - DBCommand [command=CREATE INDEX
idx_indexed_m ON t_message (f_indexed), dbVersion=4]

2014-07-10 15:48:01,336 DatabaseMigration - DBCommand [command=CREATE INDEX
idx_stored_m ON t_message (f_stored), dbVersion=4]

2014-07-10 15:49:19,242 DatabaseMigration - DBCommand [command=CREATE INDEX
idx_uuid_parent_f ON t_folder (uuid_mapping_id, parent_id), dbVersion=4]
2014-07-10 15:49:19,379 DatabaseMigration - DBCommand [command=CREATE INDEX
idx_refcount_r ON t_recipient (f_referenceCount), dbVersion=4]

2014-07-10 15:49:24,509 DatabaseMigration - DBCommand [command=CREATE INDEX
idx_refcount_v ON t_value (f_referenceCount), dbVersion=4]

2014-07-10 15:51:50,522 DatabaseMigration - DBCommand [command=CREATE INDEX
idx_natkey td ON t_tagdefs (f_natural), dbVersion=5]

2014-07-10 15:51:50,528 DatabaseMigration - DBCommand [command=CREATE INDEX
idx_crea_scope_td ON t_tagdefs (uuid_mapping_id,f _scope), dbVersion=5]
2014-07-10 15:51:50,534 DatabaseMigration - DBCommand [command=CREATE INDEX
idx_scope_td ON t_tagdefs (f_scope), dbVersion=5]

2014-07-10 15:51:50,540 DatabaseMigration - Migration successful at: Thu Jul 10

15:51:50 EDT 2014

2014-07-10 15:51:50,540 DatabaseMigration - Moved resume file to: /tmp/
Retain_3.2.1.1/migrate3/rtn9146309515331908914. log

2014-07-10 15:51:50,540 DatabaseMigration - Finally migrateDatebase()

As you can see, it took over 6 hours for his system.
When it is done, it will present you with a "Migration Complete" button.
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Tue Nov 12 13:27:39 MST 2013

Started:

1

Pass:

Total Migrated: 7702 Refreshed: Tue Nov 12 13:42:00 MST 2013
Current Step: Sender UUIDs
ErTors: 0

[ Logs | statistics | Errors |

13.27:51,899 DatabaseMigration - Step t_message_properties_sender_uuid took: O seconds 1o process approximately 11 items
13:27:51,899 DatabaseMigration - Mext pass: 2

13:27:51,899 DatabaseMigration - This pass HAS COMPLETED! A mail will be sent to the configured recipients!
13:27:52,702 DatabaseMigration - postZeroltemsCheck

13:27:52,703 DatabaseMigration - There were 7702 iterns migrated in this pass.

13:42:00,852 DatabaseMigration - Preparing to exit...

13:42:00,852 DatabaseMigration - Exiting because nextPassi returned false

13.42.00,852 DatabaseMigration - STEF index begins

13:42:00,853 DatabaseMigration - close sessionc true

13.42.00,852 DatabaseMigration - open session true

13:42:00,852 DatabaseMigration - open session false

13:42:00,854 DatabaseMigration - DECommand [command=CREATE [NDEX idx_hash_d ON t_document (hash), dbVersion=4]

q] 0 I

Screenshot of "Migration Complete" button.
17. Click on the "Migration Complete" button.

You are now done with the longest/hardest part of the upgrade to Retain 3 - the migration phase. You
are now ready to upgrade the Retain software.

UPGRADE (LINUX SERVER)

1. Once the migration is complete, the next step is to finish the Retain 3.5.1.1 upgrade.

Change to the main Retain 3.5.1.1 installation directory on the Retain server.
2. Upgrade the Retain software.
a. Execute Retainlnstall.sh: ./Retaininstall.sh.

b. It brings up the license agreement. Please feel free to read through it thoroughly. For those
that do not wish to, you can hit Q to quit out of the license verbiage and take you directly to
the point where you can accept, reject, or re-read the license agreement.

c. Atthe next screen, you are then presented with four upgrade options. Choose option 3 -
Yes, I'm upgrading from Retain 3.x and have completed data migration.

d. It will prompt and ask if you are certain. Since you have completed the migration, select
option 1 to continue.

e. e. It then prompts for the modules you want to install. Here are our recommended
responses:

*

Retain Server - Y

Retain Stubbing Server - N

Retain Reporting & Monitoring Server - Y
Retain Worker - Y

Retain Message Router - N

*

*

*

*
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f. After a bit of installation routine, it will prompt you whether to upgrade while preserving the
configuration or not. Go with the recommended option, #1.

g. It will complete the installation and leave you back at the command prompt. You are now
done with the software upgrade. Now just a few more minor steps and you will have
completed the entire project!

3. Open your web browser and go to the RetainServer site.

Log in to the Retain server web administration console. There are minor additional schema
updates that take place at this pint. After a minute, or two, the window will change to prompt to
restart Tomcat to complete the update.

4. Restart Tomcat.

Run the Retain installer on every mail server running a RetainWorker (if any) in order to upgrade

the worker. If the Workers are local to the Retain Server, then this step is not necessary. They
were upgraded during the normal upgrade process.

If you disabled database transaction logging before beginning the migration, you may want to re-

enable it. Again, we recommend limiting the time period of those transaction logs to only cover
the timeframe between backups.

If you disabled archive jobs (recommended) before beginning the migration, re-enable them.

8. After ensuring a successful migration by logging into Retain and making sure everything looks

intact, you can dump your Retain 2 tables that were migrated.

Congratulations! The migration and upgrade is complete!

How to Revert a Failed 2.x to 3.x Migrated Database

Run one of the following queries (depending on the database management system employed) to drop
the 3.x tables and update the database version information; then, the migration program can be used

again to migrate the data.

MYSQL

Use the following query, which can be copied and pasted into the MySQL command prompt:

DROP
DROP
DROP
DROP
DROP
DROP
DROP
DROP
DROP
DROP
DROP
DROP
DROP
DROP
DROP
DROP
DROP
DROP
DROP
DROP

TABLE
TABLE
TABLE
TABLE
TABLE
TABLE
TABLE
TABLE
TABLE
TABLE
TABLE
TABLE
TABLE
TABLE
TABLE
TABLE
TABLE
TABLE
TABLE
TABLE

IF
IF
IF
IF
IF
IF
IF
IF
IF
IF
IF
IF
IF
IF
IF
IF
IF
IF
IF
IF

EXISTS
EXISTS
EXISTS
EXISTS
EXISTS
EXISTS
EXISTS
EXISTS
EXISTS
EXISTS
EXISTS
EXISTS
EXISTS
EXISTS
EXISTS
EXISTS
EXISTS
EXISTS
EXISTS
EXISTS

s_AddressBookCache;

s _Errors;
s_JobRunErrors;
s_JobRunlncrements;
s_JobRuns;

s _JobsCache;

s_Mai lboxRunErrors;
s_MailboxRunlncrements;
s_MailboxRuns;
s_ScheduledParameters;
s_ScheduledRecipients;
s_ScheduledReports;
s_ServerUsageMetrics;
s_ServerUsage;
s_Servers;
s_Severities;
t_device_properties;

t _devices;
t_message_properties;
t_message_recipients;
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DROP TABLE IF EXISTS t_message attachments;

DROP TABLE IF EXISTS t_message_ tags;

DROP TABLE IF EXISTS t_tagdefs;

DROP TABLE IF EXISTS t_document;

DROP TABLE IF EXISTS legacy_ids;

DROP TABLE IF EXISTS t_recipient;

DROP TABLE IF EXISTS t_name;

DROP TABLE IF EXISTS t_value;

DROP TABLE IF EXISTS t_dsref;

DROP TABLE IF EXISTS t_dscnt;

UPDATE t_message set parent_id=null;

UPDATE t_message set folder_id=null;

DROP TABLE IF EXISTS t_message;

UPDATE t_folder set parent_id=null;

DROP TABLE IF EXISTS t_folder;

DROP TABLE IF EXISTS t_uuid_mapping;

DELETE FROM t_dbinfo where name="DBMigrateVer®" and value="3";
UPDATE t_dbinfo set value="3" where name="DBSchemaVer® and value="4";

MS SQL

For MS SQL, use the following query:

DROP TABLE s_AddressBookCache;
DROP TABLE s _Errors;

DROP TABLE s_JobRunErrors;

DROP TABLE s_JobRunlncrements;
DROP TABLE s_JobRuns;

DROP TABLE s_JobsCache;

DROP TABLE s_MailboxRunErrors;
DROP TABLE s_MailboxRunIncrements;
DROP TABLE s_MailboxRuns;

DROP TABLE s_ScheduledParameters;
DROP TABLE s_ScheduledRecipients;
DROP TABLE s_ScheduledReports;
DROP TABLE s_ServerUsage;

DROP TABLE s_Servers;

DROP TABLE s_Severities;

DROP TABLE t_device_properties;
DROP TABLE t_devices;

DROP TABLE t_message properties;
DROP TABLE t_message_recipients;
DROP TABLE t_message_ attachments;
DROP TABLE t_message_tags;

DROP TABLE t_uuid_mapping;

DROP TABLE t_tagdefs;
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DROP TABLE
DROP TABLE
DROP TABLE
DROP TABLE
DROP TABLE
DROP TABLE
DROP TABLE

UPDATE t_message set parent_id=null;
UPDATE t_message set folder_id=null;

DROP TABLE

t _document;
legacy_ids;
t_recipient;
t_name;
t_value;
t_dscnt;
t _dsref;

t_message;

UPDATE t_folder set parent_id=null;

DROP TABLE

t_folder;

DELETE FROM t_dbinfo where name="DBMigrateVer® and value="3";
UPDATE t_dbinfo set value="3" where name="DBSchemaVer® and value="4";

Oracle

For Oracle, use the following query:

DROP TABLE
DROP TABLE
DROP TABLE
DROP TABLE
DROP TABLE
DROP TABLE
DROP TABLE
DROP TABLE
DROP TABLE
DROP TABLE
DROP TABLE
DROP TABLE
DROP TABLE
DROP TABLE
DROP TABLE
DROP TABLE
DROP TABLE
DROP TABLE
DROP TABLE
DROP TABLE
DROP TABLE
DROP TABLE
DROP TABLE
DROP TABLE
DROP TABLE
DROP TABLE
DROP TABLE
DROP TABLE
DROP TABLE

UPDATE t_message set parent_id=null;
UPDATE t_message set folder_id=null;

DROP TABLE

s_AddressBookCache;
s_Errors;

s _JobRunErrors;
s_JobRunlncrements;
s_JobRuns;
s_JobsCache;
s_MailboxRunErrors;
s_MailboxRunlncrements;
s_MailboxRuns;
s_ScheduledParameters;
s_ScheduledRecipients;
s_ScheduledReports;
s_ServerUsage;
s_Servers;
s_Severities;
t_device_properties;
t_devices;
t_message_properties;
t_message_recipients;
t_message_attachments;
t_message_tags;
t_tagdefs;

t_document;
legacy_ids;
t_recipient;

t_name;

t_value;

t _dsref;

t_dscnt;

t_message;

UPDATE t_folder set parent_id=null;

DROP TABLE
DROP TABLE

t folder;
t _uuid_mapping;

DELETE FROM t_dbinfo where name="DBMigrateVer® and value="3";
UPDATE t_dbinfo set value="3" where name="DBSchemaVer® and value="5";
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Retain 1.x to 2.6.2 Upgrade

Please contact Support for a copy of Retain 2.6.2.

When Upgrading Retain from Retain 1 to 2.6.2, there are several objects to be aware of and update
or migrate before the system will work.

All the steps include:

*

*

Backup your Retain System

Upgrade Retain Server to 2.6.2

Check for successful installation

Run the migration wizard

Upgrade all Retain Workers

Upgrade all Migration tools

Install Retain 2 license (If upgrading directly to version 3, this step may be skipped)

The steps are covered in detail below:

1.

Backup your Retain System. Should the wrong option be selected during the Retain Server
installation, the Retain Server configuration can be overwritten. Connection and access to Retain
data requires identification keys stored in the configuration. The Retain Server settings and
configuration cannot be lost.

. Install Retain Server 2.x. When Retain is installed, it will detect that a previous version of Retain

is installed and prompts whether to upgrade or overwrite the installation. Select the option to
Upgrade, preserving configuration. If overwritten, Retain Server must be restored from backup
and the install upgrade must be restarted.

. Check for successful installation. If the installation upgrade has been successful, the Retain

Server home page, (http://<RetainServer_IP_or_Hostname>/RetainServer), should display the
following notice:

Some potentially serious issues have occurred in Retain. The
wel interface has been shutdown, and all jobs halted.

Some potentially serious issues have occurred in Retain. The web interface has been shutdown,
and all jobs halted.

Selecting the ‘Find out more’ button will display the next notice:
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The configuration database is no longer stared in an embedded
Derby database. It must be migrated to it's own SQL semver
datahase. Please shutdown Tomcat and run the migration tool

The configuration database is no longer stored in an embedded Derby database. It must be
migrated to it's own SQL server database. Please shutdown Tomcat and run the migration tool.

. Run the migration tool. The migration tool is located in the ‘migration’ directory in the Retain
download. Browse to that directory and run the migrator on the Retain Server.

Windows

Locate and run the migrate.bat file. The migration utility assumes the default path to the Retain
Server installation. By default, the components are located at: C:\Program
Files\Beginfinite\Retain\RetainServer

Linux
If under linux, you may need to add permissions the migrator by typing: chmod +x migrate.sh

The migration utility needs to know where the current Retain Server resides in the file system.
Run the migration utility and place the working directory of the Retain Server as an argument.
Use absolute pathing.

./migrate.sh <path to Retain Server>

On either Linux and Windows systems, the migration utility places the default locations between
brackets before the prompt. To accept the system defaults simply press <Enter>. In most cases,
the defaults will be correct and can simply be accepted. The below example assumes Linux
default file paths for the Retain Server components.

Read the notice, and hit enter to continue.

5147184 . log

EEDING MAIEE LE T E & I ik retain zonf, WITA RIGHTS TED» T A USER

: WE WIL

The migration program will inform you of what it will do and what information is required. The
ASConfig.cfg file is located in the .../retain/RetainServer/WEB-INF/cfg directory.
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e Derhy will he 1 led and u

t other will be remain untouched.

will be e

Authentication to the database server hosting the retain database is required. The defaults are
listed in the current Retain Server configuration.

First provide or confirm the user name.
Next confirm or provide the password to the database.
onfig.ocfg] :

r MName [retain]:
word [retain]: I

The ebdb database location is required. Unless changed during initial Retain 1.x install, this can
remain as default.

DO NOT CHANGE the Server ID unless specifically instructed to by Support. Accept default by
pressing <enter>.

HOTTTI]: ]

ginfinite

Look over the above information and confirm the correct information. Type ‘no’ to correct any
information.
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After selecting ‘yes’, the migration utility will setup the retain database with the information just
provided along with the current configuration settings in the Retain 1.x configuration database.

This will migrate all jobs, schedules, profiles, and worker information from the 1.x server to the
new Retain server. After the migration utility has completed, if tomcat has not been started, it
should be.

The Retain Server should be fully accessible as usual with the same username and password.

5. Upgrade all workers and re-upload the bootstrap files for all Retain Workers. All Retain Workers
must be updated or scheduled jobs assigned to an un-updated worker will not run. Retain 1.x
workers cannot communicate with higher version Servers. The new bootstrap will be named
RetainWorker2.cfg. Run the Retain installer on each Retain Worker box and update each Retain
Worker.

6. Upgrade all migration tools. If there are any GroupWise Archive Migration Tools or GWArchive
M+ Archive Migration tools active in the system, they also must be replaced with new migration
tools from the current Retain download. (..\Retain\tools\Migration Tools)

7. Update your license. New versions constitute new systems which require new licenses. There is
a 30 day grace period to update the license; however, it is best to update the license while
working on the server instead of waiting for the grace period to expire. Download or locate your
Retain 2 license and upload it to the Retain Server. Log into the Retain Server as admin, select
the Configuration | Licensing page and upload your new license.

The Retain system has now been updated to version 2.

Migration

There are two forms of migration that come up: migrating data into Retain and migrating Retain to a
new server.

Migrating Data Into Retain

There are tools available for migrating data into Retain, found in the Tools section. For help with
migrating individual user data into Retain, call Support‘Technical Support” on page 15. For the
migration of large-scale data, contact your sales representative for a quote for Professional
Services“Professional Services” on page 16.

Migrating Retain to a New Server

Below are steps for moving Retain from one server to another server, including from a Windows
server to a Linux server, Linux server to another Linux server, Windows server to another Windows
server, and from a Linux Server to a Windows server.

Moving Retain To New Server (Windows to Linux)

The easiest method is to re-install everything to the new server and then copy over the archive and
configuration files.

These instructions are for moving Retain and maintaining its current version.

Synopsis

In order to move Retain there are 3 things that are not optional that MUST be moved. These will be
discussed in further detail in the rest of the article:
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1. Configuration files.

Move the ASConfig.cfg, which is stored in a directory off of your Retain installation:
Linux default: /opt/beginfinite/retain/RetainServer/WEB-INF/cfg

Windows default: [drive]:\Program Files\Beginfinite\Retain\RetainServen\WEB-INF\cfg
Indexer configuration files (the entire directory's contents):

Linux default: /opt/beginfinite/retain/RetainServer/WEB-INF/solrweb/WEB-INF/cfg

Windows default: [drive]:\Program Files\Beginfinite\Retain\RetainServenWEB-INF\solrweb\WEB-
INF\cfg

2. Database.

Unless it's on a separate server from the Retain server and you are not wanting to move it.

3. Storage.

In summary, here are the storage directories to be copied:

¢ archive (required)

+ backup (optional, although we recommend you skip this since having it on the old server is
backup enough until the next Retain maintenance performs a backup on he new server)

+ ebdb (optional)

+ export (optional)

+ index (required in Retain 4, recommended for Retain 3)
+ license (optional)

+ xml (optional)

NOTE: If you've added storage partitions in the Retain admin web interface, you will need to make
sure all of those are copied correctly, too.

Preparation

1. 1. Make a note of where your Retain storage directory is located.

To determine what that directory is, log into the RetainServer web interface and click on Server
Configuration | Storage. The "Base Storage path" is your Retain storage directory (https://
support2.microfocus.com/kb/doc.php?id=7019531).

2. 2. Download Retain to the new server and prepare it for the installation.
a. a. Create the download directory.
i. Make the directory for holding the software: md /software
ii. Change to that directory: cd /software

b. Download the latest version of Retain on the new server. For Retain 2.x customers, you'll
first want to migrate your data to Retain 3.x format first; then proceed with moving Retain
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NOTE: You can use the wget command to download the software to the Linux server by
changing into the software directory you created in step 2.a and running this command:
wget '[url]'

i. Get the URL of the most current version of Retain from http://download.gwava.com/
download.php?product=Retain&version=versions (http://download.gwava.com/
download.php?product=Retain&version=versions)

ii. Now use that URL with the wget command on the Linux server inside the software
directory you created.

EXAMPLE: wget 'http://download.gwava.com/retain/Retain4200ga_386.zip'
c. Unzip the file and make the script files (.sh) executable.
i. unzip [retain zip file] -d [retain zip filename, excluding the ".zip" at the end]
Example: unzip Retain4200ga_286.zip -d retain4200ga-386

The "-d" option causes it to create Note how we kept the "r" in lowercase follwing the "-
d" option since Linux is case sensitive when changing directories.

ii. chmod +x *.sh
3. Install Apache2 to the new server.
a. Launch YaST | Software Management.
b. In the search window, type: Apache2.
c. Click on Apache2 (only), click on the Accept button, and accept the defaults.

4. (Optional) If you have edited the default properties files under the .../RetainWorker/WEB-INF/
classes/config, you may want to back up those files to restore them after the final step of the
move. However, you could always access them from the original Retain server if needed.

Moving Retain

1. Disable archive jobs and, if applicable, deletion jobs on the old server.

2. For good measure, shut down Tomcat (https://support2.microfocus.com/kb/
doc.php?id=7019531) on the old server.

3. Move the MySQL database if it resides on the Retain server; otherwise, proceed to step #4.

See: "Moving MySQL Database to Another Server (https://support2.microfocus.com/kb/
doc.php?id=7019952)".

4. Install Retain on the new server.
a. Change to your Retain software installation directory (i.e., /software/retain3510ga_262)
b. Execute the installation script: ./Retainlnstall.sh
Kikkkkx kR kR Rk DO RTAN T +*F* kb kbbb
At a certain point of the installation, you will be presented the following prompt:
Will MySQL be running on the same server as Retain?
1) Yes
2) No <---- Select this option even if MySQL is running on the same server

Even if MySQL is running on the same server as Retain, type "2" for "No"; otherwise, it will
attempt to install and configure MySQL. At this point, you have already installed MySQL and
moved your MySQL database to this new server, so selecting option 1 will cause problems.
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*DO NOT log into the WEB Ul at this point, you could damage the database data that you've
just moved.

c. Shut down Tomcat (https://support2.microfocus.com/kb/doc.php?id=7019531) on the new
server.

5. Copy the Retain storage directories from the old server to the new server (see step #1 under the

"Preparation” section for the location of this directory). WARNING: This step can take days or
weeks depending on volume.

Because the Windows server is using NTFS as the disk format and Linux something different
(ext3, xfs, etc), you'll need to employ an approach where the data on these two distinct disk
formats can be read from and written to by the same process.

One approach is to create a CIFS mount from the Linux box to the Windows server. This
requires that you first share the parent directory of the "archive" directory on your Windows
server housing Retain. Another approach would be to install NFS services on the new Windows
server, share the new storage directories, and mount from the old Linux server to the new shared
storage directories.

Once that is done, you can now use rsync to copy the files (https://support2.microfocus.com/kb/
doc.php?id=7019348) from Retain storage directory on Windows to the new Linux server. To
help with this process, you may download and install Support's utility (https://
support2.microfocus.com/kb/doc.php?id=7019279) for copying the files/directories.

Change to the new archive directory. It should have 256 subdirectories (00 - FF). All those
subdirectories must have the ownership of tomcat tomcat.
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Windows does not have a file ownership scheme similar to Linux, so once you've copied the
storage directories over, you'll need to set the directory/file ownership and permissions. That
process can take almost as much time as copying the directories did but it must be done in order
for Retain to be able to read from and write to them. To do this, type: chown -R tomcat:tomcat
[directory].

EXAMPLE: chown -R tomcat:tomcat archive (performed from the base storage path containing
the archive, index, and other Retain storage directories)
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6. Copy the configuration files from the old server to the new server and edit the paths referenced

in those files to reflect their new locations:
a. ASConfig.cfg, located in [drive]:\Program Files\Beginfinite\Retain\RetainServer\WEB-

INF\cfg.

b. Edit the ASConfig.cfg and change several parameters to reflect the storage paths on the

new server. Or, you can start tomcat, logon to the Retain Server web admin console, and
change the paths under Server Configuration | Storage. If editing the ASConfig.cfg directly,

look for these parameters for the storage paths:

*

*

*

*

*

<basepath>
<archivePath>
<xmlPath>
<indexPath>
<backupPath>
<licensePath>
<EBDBPath>
<exportPath>

c. RETAIN 4 ONLY:

Edit the path the index directory to reflect its new location by opening the zoo.cfg file in

...\index\solrhome\

ii. Copy everything from [drive]:\RetainServer\WEB-INF\solrweb\WEBINF\cfg.

7. Start Tomcat on the new server.
8. Login to the Retain Server web admin console.

9. Replace the existing Worker object. This is for systems where the Worker is on the Retain server

or for situations where jobs won't start after moving Retain:

a. Create a new worker object (RetainDocs/Modules_and_Jobs/Workers/Workers.htm).

-~ ® 2 o T

Download the bootstrap file.

Delete the old worker object.
Restart tomcat.

this is very rarely done.

Edit all jobs assigned to the old worker and re-assign them to the new one.

From a web browser, go to the RetainWorker and upload the new bootstrap.
http://[Retain server IP}/RetainWorker

10. If you backed up any of the Retain Worker properties files (see step #5 under the Preparation
section), restore those to their respective directories. This does not apply to most customers -

Moving Retain To New Server (Linux to Linux)

The easiest method is to re-install everything to the new server and then copy over the archive and
configuration files.

These instructions are for moving Retain and maintaining its current version. If your current version of
Retain is 2.x and you wish to upgrade afterwards (highly recommended), follow the instructions in the

KB article, "Upgrade: Retain 2.x to Retain 3.x (Windows)".
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Synopsis

In order to move Retain there are 3 things that are not optional that MUST be moved. These will be
discussed in further detail in the rest of the article:
1. The ASConfig.cfg

2. The Database (unless it's on a separate server in which case it can stay there. That part is up to
you.)

3. The archive files. It is recommended that you also copy the indexes. It would be more work not to
and would be disruptive to searching.

Everything else can be re-created but can also be copied if you wish. In summary, here are the
storage directories to be copied:

¢ archive (required)
+ index (recommended)
+ backup (optional)
+ ebdb (optional)
+ export (optional)
+ license (optional)
+ xml (optional)
4. For Retain 4 only:
¢ ../index/solrhome/zoo.cfg
+ .../RetainServer/WEB-INF/solrweb/WEB-INF/cfg

NOTE: If you've added storage partitions in the Retain admin web interface, you will need to make
sure all of those are copied correctly, too.

Preparation

1. Make a note of where your Retain storage directory is located.

To determine what that directory is, log into the RetainServer web interface and click on Server
Configuration | Storage. The "Base Storage path" is your Retain storage directory (http://https://
support2.microfocus.com/kb/doc.php?id=7020655).

2. Download Retain to the new server and prepare it for the installation.
a. Create the download directory.
+ Make the directory for holding the software: md /software
+ Change to that directory: cd /software

b. Download the major Retain version you are currently using into the software directory you
created on the new server.

If Retain 2.x, download that version. It could be a newer build of that same major version.
What you want to avoid is downloading Retain 2.x when your old system is Retain 1.x or
downloading Retain 3.x when your old system is Retain 2.x.

Download the same major version of Retain that your are currently using, going with the
latest build of that major version (where "major version" is 2.x, 3.x, 4.x, etc):

http://download.gwava.com/download.php?product=Retain&version=versions (http://
download.gwava.com/download.php?product=Retain&version=versions)
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NOTE: You can use the wget command to download the software to the Linux server by
changing into the software directory you created in step 2.a and running this command:
wget '[url]'

EXAMPLE: wget 'http://download.gwava.com/retain/Retain3511ga_53.zip'
c. Unzip the file and make the script files (.sh) executable.
i. unzip [retain zip file] -d [retain zip filename, excluding the ".zip" at the end]
Example: unzip Retain3511ga_53.zip -d retain3511ga_53

The "-d" option causes it to create Note how we kept the "r" in lowercase follwing the "-
d" option since Linux is case sensitive when changing directories.

ii. chmod +x *.sh
3. Install Apache2 to the new server.
a. Launch YaST | Software Management.
b. In the search window, type: Apache2.
c. Click on Apache2 (only), click on the Accept button, and accept the defaults.

4. (Optional) If you have edited the default properties files under the .../RetainWorker/WEB-INF/
classes/config, you may want to back up those files to restore them after the final step of the
move. However, you could always access them from the original Retain server if needed.

"Making the Move"

1. Disable all archive and deletion jobs on the old server.

2. For good measure, stop Tomcat (http://https://support2.microfocus.com/kb/
doc.php?id=7019531) on the old server.

3. Move the MySQL database if it resides on the Retain server. See: "Moving MySQL Database to
Another Server (http://https://support2.microfocus.com/kb/doc.php?id=7019952)".

4. Install Retain on the new server.
a. Change to your Retain software installation directory (i.e., /software/retain3510ga_262)
b. Execute the installation script: ./Retaininstall.sh
TN 1210 s a1 R e
At a certain point of the installation, you will be presented the following prompt:
Will MySQL be running on the same server as Retain?
1) Yes
2) No <---- Select this option even if MySQL is running on the same server

Even if MySQL is running on the same server as Retain, type "2" for "No"; otherwise, it will
attempt to install and configure MySQL. At this point, you have already installed MySQL and
moved your MySQL database to this new server, so selecting option 1 will cause problems.

*DO NOT log into the WEB Ul at this point, you could damage the database data that you've
just moved. Now is probably the best time to Stop Retain.

5. Copy your storage directory contents from the existing server to the new server.

NOTE: This step is made easy by a Linux utility created by GWAVA Support for this very
purpose called Retain Auxiliary Tool Set (http://support2.microfocus.com/kb/
doc.php?id=7019279) (affectionately referred to as "RATS").
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If you wish to manually do this (ok, so you like to do it the hard way), here are the steps:

a. Connect the existing server's storage directory to the new server; or, rsync will support

addressing the DNS hostname or IP address of the destination server if you wish to do it
that way.

If you decide to mount the new server's storage directory, one way to do this is to create an
"export" of the existing server's storage directory and create an NFS mount to a drive from
the new server over to the exported drive on the existing server. For sample instructions on
how to create an export and how to mount to it, see "How to 'Map' (Mount) Another Server's
Linux Directory to Your Server (https://support2.microfocus.com/kb/doc.php?id=7020700)".

. Change the tomcat userid on the new server to match the tomcat userid on the old server (if

necessary).

File ownership and permissions are tied to a userid, not a user name; thus, if tomcat on
server A has a userid assignment of 110 and tomcat on new server B has 107, then the files
that get copied over come over as being owned by userid 110, not "tomcat". As the files get
stored on server B, it looks up userid 110 on its system. If that ID is assigned to another
process, say "Puppet", then the files will have that program as their owner, not tomcat. So,
you must check what the tomcat userid is on source server A and and on destination server
B and make them match by changing the userid, if necessary, on destination server B.

i. On the old server, type: cat /etc/passwd

This will list out all the user accounts on the server, showing their userids and group
IDs. In the list in the screenshot, tomcat is listed last and its userid is 110 and its group
ID is 1000.

2P 10.1.5.30 - PuTTY )
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ii. Do this same procedure on the new server.

If the userids match for tomcat on both servers, consider yourself fortunate and you are
ready for the next step "c"; otherwise, proceed to sub-step "3)".

iii. Look at the new server's userid list you obtained.

Determine whether another process on the new server is using the same userid
assigned to Tomcat on the old server.
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If so, you'll need to change that processes' userid to an unused userid by following the
same steps outlined in the following sub-step "4)" for Tomcat's userid change. Then,
follow sub-step "4)" to change Tomcat's userid.

iv. Change a userid by typing this command: usermod -u [new userid assignment]
[username getting the new userid]

P 10.1.5.30 - PuTTY hd

You can also use vi to edit /etc/passwd and manually change the userids; whichever is
easier for you.

c. Change to the main Retain storage directory and copy it from the old server to the new
server.

We recommend using rsync. Regardless, when copying files on Linux, be sure that
whatever method you use copies over the permissions and ownerships.

NOTE: This should carry over the tomcat ownership and proper file permissions; however, if
they are not preserved during the copy process for some reason, you need to set them:

chown —R tomcat:tomcat [full path to new storage directory]
chmod —R 744 [full path to new storage directory]

This could take days or weeks to complete since the storage's archive directory contains
over 16M subdirectories; thus, it is much better if the permissions/ownership are preserved
during the copy process.

6. Shut down Tomcat on the new server if you haven't already.

. Copy Retain configuration file(s):

Again, copy in such a way that you maintain its file permissions and ownership (tomcat:tomcat);
otherwise, remember to set the file ownership and permissions afterwards..

a. Copy the /opt/beginfinite/retain/RetainServer/WEB-INF/cfg/ASConfig.cfg
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NOTE: If the storage directory on the new server is different from the old server, you will
need to open ASConfig.cfg and change several parameters to reflect the storage paths on
the new server:

*

<basepath>

*

<archivePath>
¢ <xmlPath>
+ <indexPath>
+ <backupPath>
¢ <licensePath>
+ <EBDBPath>
+ <exportPath>
b. If this is a Retain 4 system:

i. Copy the .../index/solrhome/zoo.cfg and edit the path the index directory if it has
changed.

ii. Copy everything from .../RetainServer/WEB-INF/solrweb/WEBINF/cfg.
8. Start Tomcat on the new server.
9. Login to the RetainServer web interface.

10. For systems where the Worker is on the Retain server, create a new worker object in the
RetainServer web interface to replace the old one:

a. Create a new worker (https://support2.microfocus.com/kb/doc.php?id=7020431).
Download the bootstrap file.

Edit all jobs assigned to the old worker and re-assign them to the new one.
Delete the old worker.

Restart tomcat.

-~ ® 2 o T

From a web browser, go to the RetainWorker (http://[Retain server IP]/RetainWorker) and
upload the new bootstrap

11. If you backed up any of the RetainWorker properties files (see step #4 under the Preparation
section), restore those to their respective directories. This does not apply to most customers -
this is very rarely done.

Moving Retain To New Server (Windows to Windows)

The easiest method is to re-install everything to the new server and then copy over the archive and
configuration files.

These instructions are for moving Retain and maintaining its current version. If your current version of
Retain is 2.x and you wish to upgrade afterwards (highly recommended), follow the instructions in the
KB article, "Upgrade: Retain 2.x to Retain 3.5.1.1 (Windows)".

Synopsis

In order to move Retain there are 3 things that are not optional that MUST be moved. These will be
discussed in further detail in the rest of the article:

1. Configuration files.
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Move the ASConfig.cfg, which is stored in a directory off of your Retain installation:
Linux default: /opt/beginfinite/retain/RetainServer/WEB-INF/cfg
Windows default: [drive]:\Program Files\Beginfinite\Retain\RetainServer\WEB-INF\cfg
Indexer configuration files (the entire directory's contents):
Linux default: /opt/beginfinite/retain/RetainServer/WEB-INF/solrweb/WEB-INF/cfg
Windows default: [drive]:\Program Files\Beginfinite\Retain\RetainServer\WEB-
INF\solrweb\WEB-INF\cfg
2. Database.
Unless it's on a separate server from the Retain server and you are not wanting to move it.
3. Storage.
In summary, here are the storage directories to be copied:
¢ archive (required)
+ index (required in Retain 4, recommended for Retain 3)

+ backup (optional, although we recommend you skip this since having it on the old server is
backup enough until the next Retain maintenance performs a backup on he new server)

+ ebdb (optional)
+ export (optional)
+ license (optional)
+ xml (optional)

NOTE: If you've added storage partitions in the Retain admin web interface, you will need to make
sure all of those are copied correctly, too.

Preparation

1. Make a note of where your Retain storage directory is located. To determine what that directory
is, log into the RetainServer web interface and click on Server Configuration | Storage. The
"Base Storage path" is your Retain storage directory (https://support2.microfocus.com/kb/
doc.php?id=7020655).

2. Download Retain to the new server and prepare it for the installation.
a. Prepare the download directory.

We recommend creating a directory called Software on the root of the drive. It is not
required and you may store the installation files wherever you desire, but if you do not have
a strong preference, storing it at [drive]:\Software makes it easier to find later, especially for
technical support.

b. Download the latest version of Retain on the new server. For Retain 2.x customers, you'll
first want to migrate your data to Retain 3.x format first; then proceed with moving Retain.

c. Unzip the file, allowing Windows to create a new subdirectory off of "Software" with the
same name as the zip file.

For example, if the zip file were named, "Retain4031ga_48.zip", Windows - by default - will
create a subdirectory called "Retain4031ga_48", so that the full path to the installation files
becomes [drive]:\Software\Retain4031ga_48.
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3. (Optional) Configure NFS Services (https://support2.microfocus.com/kb/doc.php?id=7020834)
on the new Windows server if you want to use Support's Retain Auxilliary Tool Set utility to copy
your Retain storage to your new server.

4. Install/Configure IIS (https://support2.microfocus.com/kb/doc.php?id=7020584) on the new
server.

5. (Optional) If you have edited the default properties files under the Retain Worker directory(ies)
(.../RetainWorker/classes/config) such as attachment.properties or errors.properties, you may
want to back up those files to restore them after the final step of the move.

Moving Retain

1. Disable archive all archive jobs, and if applicable, deletion jobs on the old server.

2. For good measure, shut down Tomcat (https://support2.microfocus.com/kb/
doc.php?id=7019531) on the old server.

3. Move the database if it resides on the Retain server; otherwise, proceed to step #4. For
customers using MySQL, reference "Moving MySQL Database to Another Server (https://
support2.microfocus.com/kb/doc.php?id=7019952)".

4. Install Retain on the new server. *DO NOT log into the WEB Ul at this point, you could damage
the database data that you've just moved.

5. Shut down Tomcat on the new server.

6. Copy the Retain storage directory from the old server to the new server (see step #1 under the
"Preparation” section). Robocopy (http://social.technet.microsoft.com/wiki/contents/articles/
1073.robocopy-and-a-few-examples.aspx)is Microsoft's tool for this kind job. Make sure to
include empty directories. Verbose logging is recommended.

WARNING: This step can take days or weeks depending on volume.

7. Copy the configuration files from the old server to the new server and edit the paths referenced
in those files to reflect their new locations:

a. ASConfig.cfg, located in [drive]:\Program Files\Beginfinite\Retain\RetainServer\WEB-
INF\cfg.

b. Edit the ASConfig.cfg and change several parameters to reflect the storage paths on the
new server. Or, you can start tomcat, logon to the Retain Server web admin console, and
change the paths under Server Configuration | Storage. If editing the ASConfig.cfg directly,
look for these parameters for the storage paths:

+ <basepath>

+ <archivePath>

¢ <xmlPath>

+ <indexPath>

¢ <backupPath>

+ <licensePath>

+ <EBDBPath>

+ <exportPath>
c. RETAIN 4 ONLY:

a. Edit the path the index directory to reflect its new loation by opening the zoo.cfg file in
...\index\solrhome\

b. Copy everything from [drive]:\RetainServer\WEB-INF\solrweb\WEBINF\cfg.
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8. Start Tomcat on the new server.
9. Login to the Retain Server web admin console.

10. Replace the existing Worker object. This is for systems where the Worker is on the Retain server
or for situations where jobs won't start after moving Retain:

a. Create a new worker object (https://support2.microfocus.com/kb/doc.php?id=7020431).
Download the bootstrap file.

Edit all jobs assigned to the old worker and re-assign them to the new one.

Delete the old worker object.

Restart tomcat.
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From a web browser, go to the RetainWorker (http://[Retain server IP]/RetainWorker) and
upload the new bootstrap.

11. If you backed up any of the Retain Worker properties files (see step #5 under the Preparation
section), restore those to their respective directories. This does not apply to most customers -
this is very rarely done.

Moving Retain To New Server (Linux to Windows)

The easiest method is to re-install everything to the new server and then copy over the archive and
configuration files.

These instructions are for moving Retain and maintaining its current version. If your current version of
Retain is 2.x and you wish to upgrade afterwards (highly recommended), follow the instructions in the
KB article, "Upgrade: Retain 2.x to Retain 3.5.1.1 (Windows)".

Synopsis

In order to move Retain there are 3 things that are not optional that MUST be moved. These will be
discussed in further detail in the rest of the article:

1. Configuration files.
Move the ASConfig.cfg, which is stored in a directory off of your Retain installation:
Linux default: /opt/beginfinite/retain/RetainServer/WEB-INF/cfg
Windows default: [drive]:\Program Files\Beginfinite\Retain\RetainServer\WEB-INF\cfg
Indexer configuration files (the entire directory's contents):
Linux default: /opt/beginfinite/retain/RetainServer/WEB-INF/solrweb/WEB-INF/cfg

Windows default: [drive]:\Program Files\Beginfinite\Retain\RetainServer\WEB-
INF\solrweb\WEB-INF\cfg

2. Database.
Unless it's on a separate server from the Retain server and you are not wanting to move it.
3. Storage.
In summary, here are the storage directories to be copied:
+ archive (required)

+ backup (optional, although we recommend you skip this since having it on the old server is
backup enough until the next Retain maintenance performs a backup on he new server)
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+ ebdb (optional)

+ export (optional)

+ index (required f Retain 4, recommended for Retain 3)
+ license (optional)

+ xml (optional)

NOTE: If you've added storage partitions in the Retain admin web interface, you will need to make
sure all of those are copied correctly, too.

Preparation

1.

Make a note of where your Retain storage directory is located. To determine what that directory
is, log into the RetainServer web interface and click on Server Configuration | Storage. The
"Base Storage path" is your Retain storage directory (https://support2.microfocus.com/kb/
doc.php?id=7020655).

Download Retain to the new server and prepare it for the installation.
a. Prepare the download directory.

We recommend creating a directory called Software on the root of the drive. It is not
required and you may store the installation files wherever you desire, but if you do not have
a strong preference, storing it at [drive]:\Software makes it easier to find later, especially for
technical support.

b. Download the latest version of Retain on the new server. For Retain 2.x customers, you'll
first want to migrate your data to Retain 3.x format first; then proceed with moving Retain.

c. Unzip the file, allowing Windows to create a new subdirectory off of "Software" with the
same name as the zip file.

For example, if the zip file were named, "Retain4031ga_48.zip", Windows - by default - will
create a subdirectory called "Retain4031ga_48", so that the full path to the installation files
becomes [drive]:\Software\Retain4031ga_48.

(Optional) Configure NFS Services (https://support2.microfocus.com/kb/doc.php?id=7020834)
on the new Windows server if you want to use Support's Retain Auxilliary Tool Set utility to copy
your Retain storage to your new server.

Install/Configure IIS (https://support2.microfocus.com/kb/doc.php?id=7020584) on the new
server.

(Optional) If you have edited the default properties files under the Retain Worker directory(ies)
(.../RetainWorker/classes/config) such as attachment.properties or errors.properties, you may
want to back up those files to restore them after the final step of the move.

Moving Retain

1. Disable archive all archive jobs, and if applicable, deletion jobs on the old server.

For good measure, shut down Tomcat (https://support2.microfocus.com/kb/
doc.php?id=7019531) on the old server.

Move the database if it resides on the Retain server; otherwise, proceed to step #4. For
customers using MySQL, reference "Moving MySQL Database to Another Server (https://
support2.microfocus.com/kb/doc.php?id=7019952)".

Copy the Retain storage directory from the old server to the new server (see step #1 under the
"Preparation” section for the location of this directory).
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WARNING: This step can take days or weeks depending on volume.

Because the Windows server is using NTFS as the disk format and Linux something different
(ext3, xfs, etc), you'll need to employ an approach where the data on these two distinct disk
formats can be read from and written to by the same process.

We recommend that you install NFS services on the new Windows server (https://
support2.microfocus.com/kb/doc.php?id=7020834), share the new storage directories, and
mount from the old Linux server to the new shared storage directories.

Once that is done, you can now use rsync to copy the files from Retain storage directory on
LInux to the new Windows server. To help with this process, you may download and install
Support's utility for copying the archive directory.

Install Retain on the new server.

*DO NOT log into the WEB Ul at this point, you could damage the database data that you've just
moved.

6. Shut down Tomcat on the new server.

Copy the configuration files from the old server to the new server and edit the paths referenced
in those files to reflect their new locations:

a. ASConfig.cfg, located in [drive]:\Program Files\Beginfinite\Retain\RetainServer\WEB-
INF\cfg.

b. Edit the ASConfig.cfg and change several parameters to reflect the storage paths on the
new server. Or, you can start tomcat, logon to the Retain Server web admin console, and
change the paths under Server Configuration | Storage. If editing the ASConfig.cfg directly,
look for these parameters for the storage paths:

*

<basepath>
¢ <archivePath>
+ <xmlPath>
+ <indexPath>
¢ <backupPath>
+ <licensePath>
+ <EBDBPath>
+ <exportPath>
c. RETAIN 4 ONLY:

i. Edit the path the index directory to reflect its new loation by opening the zoo.cfg file in
...\index\solrhome\

ii. Copy everything from [drive]:\RetainServer\WEB-INF\solrweb\WEBINF\cfg.
Start Tomcat on the new server.

9. Login to the Retain Server web admin console.

Replace the existing Worker object. This is for systems where the Worker is on the Retain server
or for situations where jobs won't start after moving Retain:

a. Create a new worker object (https://support2.microfocus.com/kb/doc.php?id=7020431).
b. Download the bootstrap file.

c. Edit all jobs assigned to the old worker and re-assign them to the new one.

d. Delete the old worker object.
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11.

e. Restart tomcat.

f. From a web browser, go to the RetainWorker (http://[Retain server IP]/RetainWorker) and
upload the new bootstrap.

If you backed up any of the Retain Worker properties files (see step #5 under the Preparation
section), restore those to their respective directories. This does not apply to most customers -
this is very rarely done.

Moving MySQL Database to Another Server

The steps for moving a MySQL database are provided as a courtesy and are not officially supported
by Tech Support; however, we do provide consulting services that can perform this for you. Contact
your local sales representative if interested.

Linux / Windows to Windows

w0 DN

Disable all archive and deletion jobs and - for good measure, stop Tomcat on the Retain server.
Perform a dump of the database (https://dev.mysql.com/doc/refman/5.5/en/mysqgldump.html).
Download MySQL onto the new server.

Install MySQL and configure the retain database on the new server.

Refer to the appendix of the Windows Install Guide for instructions. At this point, you may want to
configure MySQL memory allocation in the [drive]:\Program Files\MySQL\MySQL Server
5.x\my.ini file. Your retain database uses the innoDB storage engine. The following should be
researched and considered (reference our KB, "MySQL Database maintenance for Best
Performance"):

innodb_buffer_pool_size
innodb_innodb_additional_mem_pool_size
innodb_log_file_size
innodb_log_buffer_size

This can enhance the performance of MySQL and Retain. The MySQL for Windows installer
configures settings for you based on your system's available memory and the answers to the
questions you provide its configuration wizard, so there may not be anything you need to do;
however, you might want to research this and play with those settings to find what works best for
your system. GWAVA support cannot answer questions about or help customer's with their
databases. That is the customer's responsibility.

If you decide to change the innodb_log_file_size setting, you will need to take the following
preparatory steps before doing so:

a. Open the MySQL Command Line Client (Start | Programs | MySQL)
b. Log into MySQL: mysql -u root -p

c. From the MySQL prompt, type: SET GLOBAL innodb_fast_shutdown=0; Then type "quit" to
log out of MySQL.

d. Stop the MySQL service.
e. Rename the ib_logdfile0 and ib_logdfile1 files.

f. Edit the C:\Program Files\MySQL\MySQL Server 5.x\my.ini and change the
innodb_log_file_size setting and save the file.

g. Start the MySQL service.

Upgrade and Migration


https://dev.mysql.com/doc/refman/5.5/en/mysqldump.html

If you do not take these steps when changing the logfile size, MySQL will not load. You can re-
enable the innodb_fast_shutdown (...=1) afterwards if there is a need, but average size systems
do not seem to experience any significant delay in MySQL shutdowns by leaving it disabled.

5. Import the dump into the new retain database.

a. Open the MySQL Command Line Client (Start | Programs | MySQL)b) Type: mysql -u root -
p retain < [path to dump file]\[dump filename]

EX: mysq| -u root -p retain < d:\dump\2013-12-11.sql NOTE: This assumes that the
.\MySQL\bin directory is in the path.

6. (Optional) Reboot the server to clear memory.8. Start Tomcat and re-enable archive jobs; and, if
used, re-enable deletion jobs. 9. If only moving MySQL and not Retain; and, if using IP
addresses and not DNS names (or using a new DNS address), change Retain's URL to the
MySQL server in the ASConfig.cfg:

a. Edit the ASConfig.cfg (/opt/beginfinite/retain/RetainServer/WEB-INF/cfg) 2) Change the
<DBURL> and <confDBURL> settings to reflect the the new IP/DNS address 3) Save the
changes 4) Restart Tomcat on the Retain server.

Linux to Linux

1. Disable all archive and deletion jobs and stop Tomcat on the Retain server.

2. Perform a dump of the database.3. Download MySQL onto the new server and un-tar it. Retain
only needs the client and the server RPM's, but it is simpler to download one bundle file then two
separate files.

3. Install MySQL and configure the retain database on the new server.

At this point, you may want to configure MySQL memory allocation in the /etc/my.cnf file. Your
retain database uses the innoDB storage engine. The following should be researched and
considered:

innodb_buffer_pool_size
innodb_innodb_additional_mem_pool_size
innodb_log_file_size
innodb_log_buffer_size

If done correctly, this can enhance the performance of MySQL and Retain. You might want to
research this and experiment with those settings to find what works best for your system.
GWAVA support cannot answer questions about or help customer's with their databases. That is
the customer's responsibility.

If you decide to change the innodb_log_file_size setting, you will need to take the following steps
first:

a. Log into MySQL: mysql -u root -p

b. From the MySQL prompt, type: SET GLOBAL innodb_fast_shutdown=0;
Then type "quit" to log out of MySQL.

Shut down MySQL: rcmysql stop

Rename the ib_logfileO and ib_logfile1 files.

Edit the /etc/my.cnf and change the lodfile size.

-~ ® 2 O

Start up MySQL: rcmysq| start

If you do not take these steps when changing the lodfile size, MySQL will not load. You can
re-enable the innodb_fast_shutdown (...=1) afterwards if there is a need, but average size
systems do not seem to experience any significant delay in MySQL shutdowns by leaving
fast shutdowns disabled.

Upgrade and Migration 179



4. Import the dump into the new retain database.

mysq|l -u root -p retain < /[path to dump file]/[dump filename] To watch the progress of the import,
use this command: watch "mysqgladmin -u root -p[mysql root user pw] processlist"

5. (Optional) Reboot the server to clear the memory. 7. Start up Tomcat and re-enable archive jobs;
and if used, re-enable deletion jobs.

MySQL Upgrade (Linux)

Upgrading and existing MySQL on a Retain server.
1. Stop Tomcat (RetainDocs/Install/Tomcat_Memory_tuning/Tomcat Memory
tuning.htm#Starting_and_Stopping_Tomcat:) on the Retain server.
2. Perform a dump (https://dev.mysql.com/doc/refman/5.5/en/mysgldump.html) of the database.

3. Download MySQL onto the server on which you wish to install MySQL and un-tar it. Retain only
needs the client and the server RPM's, but it is simpler to download one bundle file then two
separate files.

4. Stop MySQL: rcmysql stop
5. Uninstall MySQL if upgrading to the same server; otherwise, skip to step #8.
a. Check YaST | Software Management first for MySQL. Uninstall it from there if applicable.
If it has a "lock" icon, it cannot be uninstalled from Software Management. Proceed to step
"b".
b. Check for any other MySQL RPMs.
rpm -qa | grep -i mysql
Sample screen output:

gwlinux:/ # rpm -ga | grep -1 mysqgl
Libmysglelient rl15-5.0.96-0.6.1
MySQL-server-community-5.1.72-1.slesll
MySQL-client-community-5.1.72-1.slesll
Libmysglclientls-5.0.96-0.6.1
libgt4-sgl-mysql-4.6.3-5.25.4

¢. Uninstall all instances of MySQL found in step b (if any) - but only the entries beginning with
"MySQL..."

rpm -e [current mysql rpm]
Based on the screenshot shown above in in sub-step "b", | would type:
rpm -e MySQL-server-community-5.1.72-1.sles11
This has to be done for each RPM discovered.
6. Delete or rename the entire "datadir" directory.

This is the mysql directory containing the ibdata1 database and the "retain" subdirectory. It is no
longer needed since you have already dumped the database. All of the files and subdirectories
will be re-created without any loss of data as long as you have a good/current dump.

The "datdir" directory is specified in the /etc/my.cnf. Look for the "[mysqld]" section. The first line
reads, "datdir=[path]"

If not specified in the my.cnf, the datadir could be at /var/lib/mysql. This is the default datadir
directory if MySQL is installed manually.

180 Upgrade and Migration


RetainDocs/Install/Tomcat_Memory_tuning/Tomcat Memory tuning.htm#Starting_and_Stopping_Tomcat:
https://dev.mysql.com/doc/refman/5.5/en/mysqldump.html

7. Rename /etc/my.cnf to my.cnf.old.
8. Install MySQL and configure the retain database.
9. Import the dump into the new retain database.
mysq| -u root -p retain < /[path to dump file]/[dump filename]

To watch the progress of the import, use this command: watch "mysqladmin -u root -p[mysql root
user pw] processlist"

10. Reboot the server to clear the memory; otherwise, start up Tomcat and you are done.

MySQL Upgrade (Windows)

Upgrading MySQL
1. Stop Tomcat (RetainDocs/Install/Tomcat_Memory_tuning/Tomcat Memory
tuning.htm#Starting_and_Stopping_Tomcat:) on the Retain server.
2. Perform a dump (https://dev.mysql.com/doc/refman/5.5/en/mysgldump.html) of the database.
3. Download MySQL onto the server on which you want to install it.

4. Install MySQL and configure the retain database. Refer to the appendix of the Windows Install
Guide for instructions.

5. Import the dump into the new retain database.
a. Open a command window (cmd).

b. Change directories to: C:\Program Files\MySQL\MySQL Server 5.0\bin (the beginning of
the path depends upon where MySQL was installed).

c. Type: mysql -u root -p retain < [path to dump file]\[dump filename]
EX: mysql -u root -p retain < d:\dump\2013-12-11.sq|

NOTE: This assumes that the ..\MySQL\bin directory is in the path.

6. (Optional) Reboot the server to clear memory; otherwise, just start Tomcat.

How to setup an EXT3 partition with more iNodes

Retain needs to store a very large number of generally very small files usually one a few kilobytes in
size. It is recommended to use XFS or EXT4 on a Linux system.

Retain says it is out of disk space but Linux shows it has space available. The iNodes are all used up.
How can you set up a EXT3 partition to handle more iNodes?

One way to check for the inodes is to run a df command with the -i switch:
ExampleServer:~ # df -i
Filesystem Inodes IUsed IFree IUse% Mounted on /dev/sda2 2526384 247430 2278954 10% /

This issue is most likely caused because of a change made with SLES 11. This link (https://
support2.microfocus.com/kb/doc.php?id=7009075) will explain what happened and how to change
this behavior.
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5 Modules and Jobs

Modules and Job Overview

Overview

Archiving involves connecting Retain to your messaging system with a Module, setting up a schedule
for when you want archives to happen, a profile that defines what should be archived, a worker agent
needs to be installed, configured and connected to Retain, and finally a Job needs to be configured
with all the previous components as well as who to archive.

To set up archiving, you need to configure:

Module: How to connect your messaging system.
Schedule: When the job runs.

Profile: What types of messages the job is to archive.

Worker: The Retain Worker can sit on the Retain server, the messaging server or another server,
creating the worker bootstrap tells the Worker how to connect to Retain.

Job: Who to archive, what expiration date to create, what schedule, profile, and worker to use.

Retain Archive Job

Worker Web Object — Job ~—

- Schedule
E SQL -. ""Ir-"
D Datah B

Archive
~(00/00/00/
~00/00/01/ -

A

Retain
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Module Email System
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Indexes
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Modules

Modules are how Retain connects to a messaging system and jobs specify what Retain archives.

Modules are where you provide the data needed for Retain to connect to the messaging system. This
includes the address of the messaging system server and credentials to enter the system, such that
Retain can access all the mailboxes.

This is used by the Retain Worker to connect to the messaging system. It is the Retain Worker that
does all the work of bringing the data into Retain.

Since the Worker Agent software can be installed on a server separate from the Retain server itself
we need to provide it with a bootstrap so it knows how to connect tot he Retain server.
Multiple Modules

In Retain 4.2 and above, multiple modules of the same type can be enabled. This allows Retain to
connect to multiple messaging systems of the same type at the same time that do not share common
access. The modules can be given different names to make it easy to distinguish.

Multiple modules is enabled for GroupWise. Exchange, Google Apps (G Suite) and Mobile modules.
It does not apply to the other modules.

‘eModule Configuration “00

After configuring a2 module, it is recommended you manually refresh the Address Book.

Refresh Address Book | Syncjob is not running at this time.

Mailbox Mapping Options

Configured Modules

GroupWise4.214

GroupWise4.160

Exchange4.213

GBS Motes |

Configure Configure Configure Configure
Install  16-Mov-2016 Install 22-Mar-2017 Instal  16-Mov-2016 Install 08-Dec-2016
Date 10:09:26 Date 15:19:47 Date 10:09:25 Date 10:22:24
Last Last Last ctat
Address 23-Mar-2017 Address 23-Mar-2017 Address 23-Mar-2017 U5 configured.
Book  01:02:10 Book  01:02:13 Book  01:02:14
Cache Cache Cache
SEE Configured. FELE Configured. LEHE Configured.
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You enter the Module name in the Module.

For example, the GroupWise4.214 module has a different domain and trusted application key
compared to the GroupWise4.160 module.

© GroupWise Module =[®

GroupWise specific information is configured here. At a minimum, the CORE SETTINGS and SOAP tabs must filled out completely.

Core Settings SOAP LDAP Procy
Core Settings

Mormally all of these entries should be enabled.
* Enable Address Book Caching determines if this module caches address book entries from its directory services during Maintenance.

# Enable Authentication indicates if users logging into Retain should be able to use the module's authentication system.
# [fEnable Jobs is not enabled, no jobs pertaining to this module will be sent to Workers.

Module name | GroupWise4.214
Enable Address Book Caching
Enable Authentication
Enable Jobs

Set Storage Flags

If you are using either the Purge or Retention features in GroupWise, you probably want these to be advanced automatically as items are
stored so users may delete messages in their mailbox that have been stored by Retain.

Retention Flag O Purge Flag

Mormally this entry should be dizzbled.

* Send GroupWise items to an external system.

Select Send Method | disabled W

Jobs

Jobs specify what is to be dredged or downloaded from the messaging system by specifying:

+ Schedule: When the dredge is to take place.

*

Profile: What will be dredged from the messaging system
Worker: Who will do the dredging.
Jobs: Which mailboxes will be dredged.

*

*

*

Expiration Date: When the incoming data can be removed from Retain (optional).

*

Mailboxes: Which mailboxes are to be archived.

Jobs with Multiple Modules

In Retain 4.2 and above, when you create a job with multiple modules you will have to select the
module by name before creating the job.
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“Jﬁ Jobs
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GroupWise4.214
GroupWise4.160
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You can select any existing jobs without having to preselect the specific module. If you do select a
module, then only the associated jobs will be shown.

GroupWise Module

The GroupWise module allows Retain to archive messages from GroupWise. The GroupWise
module must be fully configured before Retain can archive or communicate with the GroupWise mail
system.

With GroupWise, the Stubbing server (../../Administration/Stubbing_Server/Stubbing Server.htm) can
be installed which can allow users to search (../../Administration/Stubbing_Server/Stubbing
Server.htm#Performing_Retain_Searches_Within_The_ GroupWise_Client) the Retain archive from
their GroupWise client.

Prerequisites

IP Address and SOAP port of a POA

A Trusted Key Name and Trusted Application Key

Setting up the Module

The GroupWise module page opens first with the Core Settings.

GroupWise

Browse to the GroupWise Administration page. Under System | Trusted Applications, create a key
called Retain and export the key. You will need this for the SOAP section below.
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Retain

Mame: |Retain

Trusted App key for Retain
Description: |archiving

[ Restrict use of the trusted app keyto connections from:

Address: [

Part |

.'.|ﬂ =
" 'm@ L Require S5L

W Provides Message Retention Semwvice

L Allow access to archive semvice

Archive Service Address: |

Fant —— & [ Raquire 55L

= O

We highly recommend enabling Message Retention Services in GroupWise, so users cannot delete
messages before they are stored by Retain.

Core Settings

Normally all the checkboxes on this tab are always left selected. It is rare that you would ever
deselect any of them. Two cases where you might, would be: troubleshooting (as instructed by
Technical Support), and retiring an old email system.

The module needs to be enabled on this page to make it active in the Retain system.
The module can be given a name.

The Send Method option enables either the SMTP Forwarding or FTP features. For either feature to
appear and function, the Module Forwarding tab must be configured on the Server Configuration
page. See that section for more information.
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eGroupWise Module . ()

GroupWise specific information is configured here, At a minimum, the CORE SETTINGS and SOAF tabs must filled out completely,

Core Settings SOAP  LDAP  Proxy
Core Settings

Mormally all of these entries should be enabled.

+ Enable Address Book Caching determines if this module caches address book entries from its directory services during Maintenance.
« Enable Authentication indicates if users logging into Fetain should be able to use the module’s authentication system.
+ If Enable Jobs is not enabled, no jobs pertaining to this module will be sent to Workers.

Module name | GroupWise4.214
Enable Address Book Caching [+
Enable Authentication [
Enable Jobs [vi

Set Storage Flags

If you are using either the Purge or Retention features in GroupWise, you probably want these to be advanced automatically as items are
stored so users may delete messages in their mailbox that have been stored by Retain.

| Retention Flag [_] Purge Flag

Mormally this entry should be disabled.

« Send GroupWise items to an external system.

Select Send Method | disabled v

The Enable Address Book Caching function allows Retain to regularly cache the online email
systems address book and synchronize it with Retain. This is critical for administration,
authentication, and archiving purposes. It is recommended to cache the Address Book once every 24
hours to keep the Retain storage system up to date. By default, maintenance is set to cache the
Address Book once every 24 hours.

The Enable Authentication checkbox determines if end-user authentication is performed when the
user logs into Retain. If it is deselected, the Retain system will NOT authenticate the user against the
email system and the user will not be able to log in unless another authentication method is enabled.

The Enable Jobs checkbox determines if configured data retrieval jobs are ever passed to the
Worker. Even if the individual job is fully configured and enabled, if this checkbox is switched off, no
jobs configured for this module will be processed.

Set Storage Flags

If you have Retention Services enabled, which we highly recommend, you will need the Retention or
Purge flags updated depending on which one you are using. Generally, you would use Retention flag
for Retain and the Purge flag for your backup software, such as Reload.

You would enable Retention Services in GroupWise Administration under Domain or Post Office.
Then in Client Options, Integrations, Retention, and Enable Message Retention Service.

This would be used in conjunction with a Trusted App Key which the GroupWise module needs for
the SOAP tab.
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The Send Method option enables either the SMTP Forwarding or FTP features. For either feature to
appear and function, the Module Forwarding tab must be configured on the Server Configuration
page. See that section for more information.

SOAP

Provide the POA Host Name and SOAP port. IP addresses are acceptable, but host names are
preferred as IP addresses may change. SSL is supported, but comes at the price of speed, and will
slow down the archiving process. Create a Trusted Application key for Retain, either manually from
GroupWise Administration, System, Trusted Applications in GroupWise 2014 or above or Console
One for GroupWise 2012 or lower.

© GroupWise Module “0O

GroupWise specific information is configured here. At a minimum, the CORE SETTINGS and SOAP tabs must filed out completely.

Core Settings SOAP LDAP Proxy

Trusted Application Key Generation

Retain uses the Trusted Application feature of GroupWise to access the user maiboxes. You must generate a trusted application key to continue.
Enter the name and key of a Trusted Application you wish to use as defined in GroupWise administration.

Trusted Key Name Retain

Trusted Application Key: essssssssssse (Password is set)

GroupWise SOAP Access

Retain accesses the GroupWise message store via the SOAP protocol which needs to be enabled at all Post Offices in ConsoleOne. Retain needs a initial
default POA to gather the information from.

POA Host Name 10.1.12.19
SOAP Port 7191
Enable SSL

Test Connection

Post Office Redirection Tables

You may view the cached Post Offices below, and edit the redirection tables used internalty by Retain. This may be necessary for complex systems spanning
WWANS.

# Mail Servers

The SOAP access information must be provided, and the connection tested and verified before the
system can connect. After providing the required information, click the "Test Connection' button. The
results are displayed. A successful result must be reached before Retain can archive messages from
GroupWise.
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Test Connection

Initiate Soap Connection.

Use the following parameters:
host:port= 10.1.12.19:7191
trustname=Refain, trustkey=58E6....
ssl=false

SUCCESS: Connected to Armandeapk
For a more stringent test, be sure to refresh the Address Book Cache and then check the logs.

If mail server Redirection is required for mail servers which are not contained on the local WAN and
must have the connection addresses manually specified, the appropriate information may be
modified in the redirection table. Most installations will not require any modification.

LDAP

LDAP can be used to authenticate users against other directory services such as eDirectory or Active
Directory.

© GroupWise Module - (3

LDAP may be used for individual users wishing to access their respective archives. If LDAP is setup
and desired to be used for Retain user authentication, it must be fully configured in the GroupWise
module.

Utilizing LDAP allows users to log into their respective archives using the user’s full email address.
This authentication requires that the email attribute be marked indexed in GroupWise.

Active Directory Authentication - Prerequisites

Active Directory LDAP Services setup

LDAP Authentication setup in GroupWise

Go into GroupWise Administration/System and open LDAP Servers
Create a New Directory with the IP address of your AD server

Set the LDAP user name (for example, Administrator) and password
Set the Base DN (for example,DC=sf,DC=gwava,DC=net)

Choose the Sync Domain (the GW domain)

Enable Synchronization.
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Create a New LDAP Server

Select the Directory

Enter the IP) address of the AD server.

Under the Post Offices tab, select a post office

Go to Post Offices and choose the post office that will be using LDAP.

Under the Security tab choose LDAP Authentication and select Preferred LDAP Servers
Go to System and open Directory Associations

Enable Search Sub Tree

Associate Mailboxes with their LDAP Names

Retain

LDAP allows the users to authenticate against Active Directory, using their email address, by
following these steps:

+ Fill out the LDAP tab
Enable EMail Address lookup
Provide the LDAP Server hostname or IP address
Provide the LDAP Port (usually 389 or 636)
Enable Use SSL, if necessary

Provide the LDAP Admin User's distinguishedName in the form
CN=Administrator,CN=Users,DC=company,DC=com

Provide the Password for LDAP Admin User
Provide the Top Search Context, usually the distinguishedName of the domain in the form
DC=company,DC=com

+ Edit the file ~\Beginfinite\Retain\RetainServer\WEB-INF\classes\config\misc.properties
Change the following lines:
custom.ldap.enable=1
custom.ldap.class=com.gwava.authenticate.gw.Alternative GWLDAPAuthentication

+ Restart tomcat

Proxy

Users who have been given proxy to another account in GroupWise may be granted access to proxy
accounts in the Retain archive as well.
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GroupWise specific information is configured here. At a minimurm, the CORE SETTINGS and SOAP tabs must filed out completely.

Core Setfings SOAP LDAP Proxy
Proxy

You may also enable or disable Proxy Support, which allows users to access mailboxes which they have proxy access to. For performance reasons, proxy
access is verified when the user accesses the account, and the verification status is cached, for a period of days that you specify. This does mean that if the
proxy access was revoked in GroupWise, several days may pass before access is revoked in Retain. A value of zero disables caching, but is not recommmended.

Enable support for GroupWise Proxy [
Cache Proxy verifications (days) 7

For performance reasons, Retain caches proxy verifications for a period of days (default is 7 days).
Revocation of proxy access might not be reflected immediately in Retain. The caching period may be
reduced or even disabled, (a value of ‘0’ disables caching), but this is not recommended.

GroupWise Profile

The Profile allows you to set what is to be dredged from your GroupWise system.

Click on “Add Profile” and provide a profile name, or select an already existing profile to access the
configuration tabs. All changes made on this page must be saved by selecting the “save changes”,
disk icon, at the top right of the page. Tabs may be changed and navigated through without affecting
new settings, but any move to another page will require saving, or abandoning the changes made.
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Core Settings

“<Retain

Overview & Profiles
Documentation
Search Messages %

Auditing
System Log
Reporting
Monitoring

Data Collection

Schedules
B Profiles
GroupWise
Exchange
Social Messaging
Mobile
Google Apps
BlackBerry
CellTrust
Workers
= Jobs

Management

Users
Groups

B Device Management
Deletion Management

Configuration

Server Configuration
Rules Configuration
Module Configuration
Router Configuration
Storage Manager
Stubbing Server
Reporting and Monitoring
Licensing

AlFolders AlMessages NoArchiveMark MoStubbing Ne
AlFolders AlMessages MoArchiveMark MoStubbing Nc
AllFolders AlMessages NoArchiveMark STUBBING MNoF
Disabled/Expired - Error

Disabled/Expired - Ignore

Disabled/Expired - Warn

Stub Sent Itemns

"StubThese" folder

Trash from 01-30 Apr 2013 -

AllFolders AlMessages NoArchiveMark NoStubbing Tt

Language English

[Ede profile |

I_Ré move PFci_ﬁW-e___I

Profile AlFolders AllMessages NoArchiveMark MoStubbing TremStore loaded.

m AllFolders AlMessages MoArchiveMark NoStubbing Items

Core Settings ~ Message Settings ~ Scope

Profile Functions

Miscelaneous

Advanced

~ (sl Welcome, admin | About | Tools | Status & Updates | Logout

mcjo

Assccisted Jobs

GW wieckdays at 4:00
GWINTPOZ

GWW on Wednesdays at 12:00
GW CrapPO

CBIPC A-D

Dee Zerc Oneby
NTPOZ

NWPO

GWELXPO

GWENTPO

RickL

LXPO and ISET

GW weekdays at 10:15
MiiHiifigiisl

Tést

NTPC

GWI4LKPOD
GWINTPO

The normal function of Retain is to archive mail. However, GroupWise 8 introduces the capability to "Stub” iterns so they appear to be

in the original maibox, but are realy stored in Retain. This can save disk space.

You may enable Archiving and Stubbing separately or together, depending on what you think your users would like.

We tend to recormmend you do NOT stub Calendar Items, because it can lead to confusing results if they are rescheduled or
reassigned. (Most Calendar Items aren't terribly large anyway).

You may safely enable stubbing on a GroupWise 7 post office, howewver the functionality will be ignored, and the itern wil not be

stubbed.

Enable Archiving (store messages in Retain)
[F1 Enable Stubbing (if terns are already archived)

[¥] Do not stub Calendar Ttems {Appointments, Notes, and Tasks)

[ 5tub only tems exceeding a size threshold

2048

Archive Mark

Size Threshold (bytes)

You can request Retain to mark items as archived. You may view the status at the Windows client as a custom colurmn.

[T Mark emalls as archived

Messaging System Deletion

[ pelete archived messages from messaging system

Keep x number
of days in
messaging
system

Profile Functions

The Profile Functions tell the Retain Server what to do with the mail it archives from the GroupWise
system. If Archiving is not enabled, mail will not be archived by Retain.
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Messaging System Deletion

For systems where the administrator wishes to have archived messages removed from the system
automatically, the Messaging System Deletion option may be used. Messaging System Deletion will
remove messages from a mailbox after they are archived, according to the time frame specified in the
settings. The amount of time to keep messages is specified in days. The recommended setting
depends on the archiving scheme in the system. For instance, if messages are to persist in the
system for 30 days, then the system deletion setting should be set to ‘30’ and enabled. A setting of ‘0’
will remove messages from the system as soon as they are archived. Be sure to configure the system
before enabling the setting in the profile.

Stubbing

Before enabling stubbing, make sure you understand the way stubbing works and how that will work
in your system, because, once enabled, the stubbing process cannot be reversed. Stubbing, which
requires GroupWise 8.02HP1 or above, allows Retain to replace archived messages and items in the
GroupWise Post office with ‘stubs’ that link back to the full message or item in the Retain Archive.
End users should not notice a difference as they have transparent access to the stubbed item through
the GroupWise Post office. The stub behaves much like the native item is still in the GroupWise
system.

Stubbing cannot be reversed.

Plan your system and understand the positive and negative sides to Stubbing before you continue. To
use stubbing, it is strongly recommended that the GroupWise system be at least 8.02HP1. Previous
versions of GroupWise do not contain critical stability fixes.

Why you might want to implement stubbing (Pros):

+ Save Disk space. Mail can be removed from the system without being ‘deleted’.
+ Users have easy access to items stored in Retain
+ Transparent access, no need to log into Retain for common tasks.

Why stubbing may not work for your system (Cons):

+ Mobile, Web, IMAP, and POP3 clients will only see posted empty items, not actual contents.

+ Stubbing cannot be reversed. (Once a message is stubbed, it cannot be returned to the same
position in the system)

+ User training for stubbed items may be necessary due to decreased access speed

+ No method for protecting stubs from deletion in the GroupWise client. (Recreation is difficult and
complicated.)

+ Non-mail items should not be stubbed. (Calendar and appointment items behave erratically
when rescheduled).

+ Stub items are not compatible with third party API’s. These applications view the stubs as posted
items only, with no text or attachments.

Determine the correct option for your system. If you wish to enable Stubbing, you need to install and
configure the Stubbing Server as well. Refer to the install guide for your specific OS and the Stubbing
Server sections. Stubbing can only be active for items which have been archived by Retain.

Calendar Items should not be stubbed unless necessary, as this can cause erratic behavior if
archived items are rescheduled. If you wish to only stub large items in your Post Office, you may set
a size threshold. Any item larger than the specified size will be stubbed. If this option is not set, all
messages will be stubbed, regardless of size.

Modules and Jobs



Archive Mark

Some users may opt to use the Archive Mark in GroupWise for messages that have been archived by
Retain. The archive mark is a custom flag and may be modified, therefore is not secure and should
not be used for compliance. Archive Mark slightly degrades job performance. Check the check box to
enable Archive Mark for the selected profile.

When the Archive Mark is active, Retain creates a custom column for mail, called “RetainArchived”
which users and administrators may add to their GroupWise clients to view mail which has been
archived. The “RetainArchived” column indicates an archived mail item by displaying a ‘1’ in the
message row, while remaining blank when the message is not archived.

From Subject Date RetainArchived
wi  EEEEN coollightiing 8/25/20084:21PM ]
Steve Orchard 0Old Ladies’ Noggins 8/25/2008 4:17PM 1

To add the column, in the client: highlight desired mailbox or folder, right-click on columns header,
select More Columns, select RetainArchived, and select Add.

Messaging System Deletion

Retain can delete items from GroupWise after they have been archived by enabling "Delete archived
messages from messaging system".

Set how far back the messages will be kept by entering a reasonable number. like 90, of "Keep x
number of days in messaging system".

Message Settings

The message settings tabs allows you to restrict the types of messages to be archived.

+ Mailbox type: You can restrict the type of mailbox users, resources, or both

+ Message Item: Select what type of items within these mailboxes to dredge

+ Message Source: Select whether incoming, outgoing, draft, or posted items get dredged

+ Message Status: You can decide whether to dredge an item based on its GroupWise flags

The default settings dredge all items, regardless of flag status.
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Core Settings Message Settings ~ Scope Miscelaneous  Advanced

Mailbox Type

You can choose to store items only from Users or from Resources.

Isers Resources

Item Type

By default, Retain stores every type of message. You can restrict this.

[¥] mail Appuintment I Mote [ Task [¥Phone Message

Item Source

Messages are classified in one of these categories. You may restrict the storage of messages if desired.

V| Received [VIsent [#|Draft [¥|personal

Message Status

You can restrict the storage of messages based upon the setting of various status flags.

Opened 5  Dossn't matter » Readis Dossn't matter » Private i5 Dossn't matter -

By default, all items are selected for collection.

Scope

This is the most critical tab to fill out as it sets the limits on how much to archive.

Modules and Jobs



Core Settings Message Settings Scope Miscelaneous  Advanced

Date Range to Scan

MNews items W

Advance Flags

You rmay not want to advance the flag after running the job.

[ ] pon't Advance Timestamp

Date Range to Scan

The Date Range determines which message items are collected, depending on the date of the
message.

All Ttems in Mailbox

Mumber of days before job start date and newer
Number of days from job start date and older
Spedfy custom date range

Specfy custom date range relative to job start

New Items: All items that have not been archived by Retain since the last time the job ran.

All ltems in Mailbox: All items in the mailbox starting from 1/1/1970, duplicates will be processed but
not stored if they already exist in the Retain archive.

Number of day before job start date and newer: Only items from the relative number of days from the
time the job began will be archived. E.g. messages that came into the email system 7 days ago or
less.

Number of days from job start date and older: Only items previous to the relative number of days from
the time the job began will be archived. E.g. messages that came into the email system 7 days ago or
more.

Specify custom date range: Only items between two absolute dates will be dredged.

Specify custom date range relative to job start: Only items between two relative dates will be dredged.
E.g. messages that came into the email system between 7 and 5 days ago.

Advance Flags

Enabling "Don't Advance Timestamp" will not update the timestamp flag. Items that are dredged will
still be considered new by Retain the next time the job runs.

This is useful when troubleshooting, but is generally not used for normal jobs.
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About GroupWise’s Purge and Retention Flags

The Purge, and Retention flags perform similar functions. The Purge and Retention flags are stored
internally in the GroupWise post office on a per-mailbox basis. The Retain Server also keeps its own
timestamp flag internally in the Retain configuration database.

Each can be thought of as simply a “time stamp” indicating the last time data was retrieved by a third-
party application. There are a few subtle differences between the three flags, which are discussed
below.

The Purge flag was introduced by Novell in GroupWise version 6.0.
With Purge enabled in GroupWise:

+ The flag is a time stamp, stored in the user's mailbox.
+ |tems older than the time stamp can be deleted freely.
+ |tems newer than the time stamp cannot be deleted.

+ A 3rd party application, such as backup software can retrieve and/or set this time stamp value.
GroupWise never changes the time stamp value.

+ The initial purpose of this was for backup software. Backup software can either manually or
automatically, (via the SMS TSAGW component of GroupWise), advance this time stamp once
all items are backed up. The backup software can also use this time stamp to “know” that all
items older than this time stamp have already been backed up, and can be skipped.

+ Retain can use this flag to skip archived items, and automatically advance it as well. However, in
practice, you'll rarely want to do this, because backup software, including Micro Focus Reload,
already uses this flag. There's no way to “share” the flag.

Because makers of retention and compliance software wanted a flag of their own, one that wasn't
shared with the backup software Purge flag, the Retention flag was introduced by Novell in
GroupWise 6.5.1.

In almost all respects, the Retention flag is identical in purpose and function to the Purge flag. Like
the Purge flag, it is stored internally, and is primarily used to prevent premature deletion, and to skip
previously stored messages. In fact, these are so identical in purpose, in theory virtually all backup
software could switch to using the Retention flag, and all Retention software to the Purge flag, and
you'd notice almost no difference. The primary difference is simply it's a different value, used by
different vendors.

There are some small distinctions:

+ It's enabled and configured in a different location in ConsoleOne.

+ It cannot be enabled or configured until a Trusted Application (like Retain) is installed and
specifically requests it be made available.

+ The Purge flag is turned on/off globally. The Retention flag can be configured at the Domain, PO,
or user level.

Most customers using Retain will want to use the Retention flag. It's logical and consistent to do so,
and avoids conflict with backup software. It is recommended that you use this flag unless there is a
compelling reason not to. A few possibilities are discussed below.

Retain can use the Purge and Retention flags.
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Setting up Purge and Retention flags in GroupWise

It is highly recommended that Message Retention Service is enabled, so users cannot delete items
before the item is archived.

Client Options - Domain: sfqw14

Enable Message Retention Senvice :EP
Novell Vibe
Tutorial [1 Name Description
Retain 315A238102BFO000ABT21FEES. ..

In GroupWise Administration, go to the Domain or Post Office you wish to enable Retention on.

+ Open Client Options. Select Integrations and then Retention.

+ Check the box to enable the Retention Flag service.

+ Select the Trusted Application that will use the Retention Service.
+ Finally, Lock it on and Ok to exit.

In GroupWise 8 through 2012 enable by highlighting the GroupWise system, domain, post office, or
user object and selecting Tools | GroupWise System Operations | Retention Services.

Miscellaneous

Miscellaneous: What to do with attachments? Most of the time, you will want to store all attachments.
That is the default setting.

Modules and Jobs 199



200

Core Settings Message Settings Scope Miscelaneous Advanced
Miscellaneous

You can save disk space by restricting attachment storage. You can also attach the Routing Properties to the message, if desired.

@ Store all attachments
Don't store MIME.B22 attachments
Don't store any attachments, other than the message

You may choose to store Sent Itemns properties, and/or store and index the Internet Headers. Both of these (particularly Sent Ttems
properties) exact a performance penatty. However, it may be worthwhile to store and index the Internet Header if your compliance policy
then allows Retain to choose to skip storing MIME.B22 (which consumes lots of disk space since it's not usualy single-instanceable).

v Store/index Internet Headers

o Include Routing Properties

Owned by Mailbox » Include Shared Folders

Disabled/Expired Users

When Retain encounters a disabled or expired maibox:  1gnore

Add to a specil log file? ¥

But if you don’t want to store attachments, you can control this here. Note that the attachment names
and sizes will still be listed when viewing the message, but the attachments will be clearly marked as
unavailable.

Retain can stores the Index or Internet Headers and the Routing properties of messages. This
information is stored in a XML attached to the message document and is searchable.

Store/index Internet Headers

This option tells Retain to store the headers in the SQL database. In order to use the header search
option in the search interface you must have this option selected. To save disk space and still satisfy
storage compliance, select this option and select “Don’t store the mime.822 attachments”. All other
parts of the MIME file are already being archived, so if you store and index the Internet Header, you
will already be archiving all information required.

Include Routing Properties

Routing Properties are kept in the MIME.822 file, if you are not storing that file, and are required to
store the routing properties of the message then enable this option.

Disabled/Expired Users

This option tells Retain how to react to a disabled or expired user in GroupWise. Be default, Retain
will Ignore a disabled mailbox and continue to the next mailbox. The Warn option will show a warning
in the logs and the Reporting and Monitoring Server reports. The Error option will show an error in the
log, will send an error email, if the job is configured to send error messages, and be shown in the
Reporting and Monitoring Server reports.

A special log file can be created in the logs location.
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Advanced

The Advanced tab allows you to limit what is stored by Retain. This must be used with caution as this
opens holes for data to be lost through. It is recommended to store everything since storage space is
inexpensive.

Core Settings Message Settings  Scope Miscelaneous  Advanced
Advanced Criteria

You may add advanced criteria such as specific attachment names, sizes, subject here.

Add

Folder Scope

Mormally, vou want to include all folders in your scan. However, you may have spedific reasons to include or exclude folders. Choose a
folder root, an optional subfolder (you may have multiple subfolders with the Y delimiter, and whether to indude all subfolders in the
pattern).

Ttems fram All Folders -

Advanced Criteria

If you want to be more specific as to what to dredge or not to dredge, add the criteria here. Each line
will be logically AND-ed together. Think “Dredge all items where the following is true:” Criteria AAND
Criteria B AND Criteria C AND etc.

Sender

Recipient

Attachment size (bytes)
Attachment name
Category

You may select based on:

+ Subject
+ Sender
+ Recipient
+ Attachment Size (in bytes)
+ Attachment Name
+ Category
And whether they are equal to, not equal to, contain or do not contain the item you specify.

This gives you great flexibility and granularity. It allows you to customize dredges and retention for
many different groups, or even individuals.
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Folder Scope

By default, we dredge items from all folders. You can specify one or more inclusions or exclusions.
Your choices are:

+ Dredge everything
+ Dredge only these listed folders
+ Dredge everything except these listed folders

Ttems from All Folders

OMLY tems from folders listed below
All folders EXCEPT those listed below

How to specify the list of folders to dredge/exclude:

1. Specify a System Folder (mandatory). Example: Calendar.
2. You specify a subfolder of that folder (optional).
Example: entering “old” would mean the folder “old” under “Calendar”.
3. You can have multiple hierarchies under that with the / delimiter.
Example: “old/mail” would mean the subfolder “mail” under “old” under “Calendar”.
4. You specify if the option includes subfolder.
Example: If you select “old” and “includes subfolder” is unchecked, “Calendar/mail” is selected. If
“‘includes subfolder” is CHECKED, “Calendar/old/mail” would also be selected.

You may now configure Schedules, Workers and Jobs.

Exchange Module Office365

Retain supports Office 365.

Prerequisites

There are several prerequisites that need to be completed for setting up a job.

Test Autodiscover

If Autodiscover fails for a user, serious errors will occur when Retain attempts to archive them. This
option allows users to be skipped or have the job immediately aborted.

The first thing to do is to test that autodiscover is enabled for the domain.
1. Go to the Microsoft Remote Connectivity Analyzer (https://testconnectivity.microsoft.com/ (https:/
/testconnectivity.microsoft.com/))

2. On the Office365 tab, select "Outlook Autodiscover" from the Microsoft Office Outlook
Connectivity Tests

3. Enter your credentials and run the test. If the test fails, you will need to call Microsoft to have
them turn autodiscover on.
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Get the SMTP URL

Retain needs to know what SMTP server to use for sending notifications.
Query the DNS for the MX record or
1. Go to the Microsoft Remote Connectivity Analyzer (https://testconnectivity.microsoft.com/ (https:/
/testconnectivity.microsoft.com/))

2. On the Office365 tab, select "Inbound SMTP Email" from the Microsoft Office Outlook
Connectivity Tests

3. Enter your credentials and run the test.
4. Record the SMTP server URL for Retain.

Set up DNS SRV Record

Microsoft has an article describing how to set up a DNS SRV record titled "A new feature is available
that enables Outlook 2007 to use DNS Service Location (SRV) records to locate the Exchange
Autodiscover service (https://support.microsoft.com/en-us/kb/940881)".

In short, the process is:

Go to the DNS Manager
Expand Forward Lookup Zones
Locate and right-click on the external DNS zone and choose Other New Records

oD~

Click Service Location (SRV) and enter:

Service: _autodiscoverscreen
Protocol: _tcp

Port Number: 443

Host: [your SMTP host URL]

5. Click OK

6. Check that this works by opening a command prompt and try to ping autodiscover.yourdomain.
This would be one of the successful ones from the Test Autodiscover step above. This should
return a Microsoft IP address. If ping cannot connect, there is something mis-configured in the
DNS or a firewall blocking the connection.

For more information on Autodiscover, please see: http://support.gwava.com/kb/
?View=entry&EntrylD=2402 (http://support.gwava.com/kb?View=entry&EntrylD=2402)

Set Rolling In-Place Hold

To prevent data loss, it is highly recommended that a rolling in-place hold be set so users are unable
to remove items from disk before Retain has a chance to archive them.

In Exchange by default, when a user deletes a message out of Outlook, it is moved to the trash.
When they empty the trash, the item is moved to the mostly hidden Recoverable Items folder, where
it is kept for 14 day before being removed from disk. The user can then right-click the Trash to recover
items, and in that dialog box they can purge the item which will delete it immediately. With a hold in
place that item will be moved to a Purged folder that is not user accessible, where it will be kept until
the hold is lifted.

Not all 0365 licenses allow the setting of a hold, in such cases there is no way to prevent data loss.
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In Retain, set Profile/Miscellaneous to Include user's recoverable items.

In Exchange Admin Console, set up a distribution list, for example All_Mailboxes, that contains all
mailboxes. It will be best to create a policy to add new users to this distribution list by default.

Place the distribution list under a 90-day hold.
In the Exchange Management Shell:
An In-Place Hold can be set up for all mailboxes for 90 days:

New-MailboxSearch "Retain90DayHold" -ltemHoldPeriod 90 -InPlaceHoldEnabled $true -
SourceMailboxes All_Mailboxes

It will take time for the hold to take effect. You can determine how many mailboxes were placed under
hold with the script:

((Get-Mailbox).InPlaceHolds).Count

Setup Users

NOTE: Retain uses PowerShell to connect to 0365. PowerShell does not allow the following special
characters in names or passwords: #$ () *+.[]1?2\/*{}]

Retain Impersonation User

In 0365 Exchange Admin Center create the Retain Impersonation user with a mailbox, making sure
to give it a license.

Give the Impersonation user the proper rights. Under Permissions, create a new Admin Role (e.g.
Retain Impersonation Management), add the ApplicationImpersonation right and the Retain
Impersonation user as a member.

Retain Administrator User

Retain needs a user with Administrator rights to download the address book from Office 365 every
day with the Office365 Address Book Synchronization Script. This can be an existing administrator
account or you may create a separate one. It needs to have sufficient rights to see all the users in the
address book.

Shared Mailboxes, Rooms and Equipment

Impersonation rights allow the Retain user to enter other mailboxes but those rights do not extend to
shared mailboxes. To access a shared mailbox the Retain user would need delegate rights to each
shared mailbox that is to be archived. These rights can be granted through the Exchange
Management Shell.

If the shared mailbox was John Doe's and your Retain impersonation account were "Retain", you
would issue the following command in an Exchange Management Shell (EMC):

Add-MailboxPermission -ldentity "John Doe" -User Retain -AccessRights FullAccess -
InheritanceType All -AutoMapping $false
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Address Book Synchronization

For Retain to authenticate users and access mailboxes for archiving, it needs to know what
mailboxes are in Office365. To download the domain address book, Microsoft requires third-parties to
use Powershell.

There are two scripts to do that both found under the Tools menu at the upper right of the Retain
admin console.

.
0 I !eta I n Language | English w | Bl Welcome, admin IAbnuttatus&Updates Logout

Overview j"TﬂlﬂlS
Documentation
Search Messages Plugins
Auditing + Exchange
System Log

.
FETEis 4 GroupWise
Monitoring +  Mohile

Mailbox Error Monitoring 2 0365 Achwing

PowerShell Sync Script 1.0 PowerShell Sync Script 1.0
PowerShell Sync Script 4.0 PowerShell Sync Script 4.0

Data Collection

The two scripts do the same thing: download the address book from Office365.
PowerShell Sync Script 1.0 saves the username and password in plaintext in the script.
PowerShell Sync Script 4.2 encrypts the password to a separate file.

Retain will not be able to archive members of the distribution lists if the field:
HiddenFromAddressListsEnabled is True.

If using multiple modules, you will need to create separate folders for the script and the resulting CSV
files. The folder location that Retain should pull the CSYV file data from is set in the module as detailed
below. You will also need to create a scheduled task for each script.

PowerShell Sync Script 1.0

If the hosted system in use is an Office 365 system, further configuration on the Office 365 system is
required. Because Office 365 Exchange Servers do not directly expose LDAP information, a
PowerShell script must run periodically to cache user and group information.

The script requires PowerShell 2.0. Without this script, you cannot run jobs on Office365, or
authenticate users. This script connects to 0365 and downloads the address book and distribution
group lists into two address book CSV files, exchangeuser.csv and exchangegroup.csv.

Setup Process Overview

Install PowerShell 2.0 or higher (not needed for Windows 7 or Windows Server 2008 R2)
Install the Office 365 PowerShell cmdlets

Allow PowerShell script execution policy

Adapt and execute the “sync365.ps1” script provided by Micro Focus

Automate the script to run regularly.

o gk wh =

Place the two resulting csv files in Retain
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Setup

1.

Install PowerShell 2.0 or higher. (Windows 7 and Server 2008 R2 already come with PowerShell
2.0)

2. Enable Microsoft .NET Framework 3.5.1.
3. Install the Office 365 PowerShell cmdlets. Two packages are needed which can be downloaded

from the Microsoft Azure Active Directory PowerShell Module Version Release History (which is
currently found at: http://social.technet.microsoft.com/wiki/contents/articles/28552.microsoft-
azure-active-directory-powershell-module-version-release-
history.aspx#Where_can_|_find_the_latest version_of AAD_ PowerShell (http://
social.technet.microsoft.com/wiki/contents/articles/28552.microsoft-azure-active-directory-
powershell-module-version-release-
history.aspx#Where_can_|_find_the_latest version_of AAD_PowerShell)) page:

Microsoft Online Services Sign-In Assistant for IT Professional RTW (this is the prerequisite to
the Azure AD Module)

Azure Active Directory Module for Windows PowerShell (64-bit version)
You may need to change the execution policy to allow these scripts to function:
+ Allow PowerShell script execution

The Default Execution Policy is set to restricted, it can be viewed by entering this command
in PowerShell:

Get-ExecutionPolicy

¢ The script provided by Micro Focus must be run in PowerShell while running under
Administrator rights:

Set-ExecutionPolicy RemoteSigned

Download the 0365 Archiving Powershell Sync Script, found on the tools page. To access the
tools page, select the 'tools' link from the top right of the Retain Server administration page.

If using the script on the Retain server itself: Move the “sync365.ps1” script to the "~\Program
Files\Beginifinite\Retain\RetainServer\WEB-INF\cfg" folder. Otherwise, make sure that the
exchangeuser.csv and excahngegroup.csv end up in that directory on the Retain server.

Edit the “sync365.ps1” script with Microsoft Integrated Scripting Environment (ISE) editor.
a. Atthe top you will find 3 settings: $User, $PlainPassword, $ExportBasePath:
+ Set $User to the UPN of an administrator account in Office 365.
+ Set $PlainPassword to the plain text password of the administrator account.

+ Set $ExportBasePath to a directory where the two resulting csv files will be saved. If
the path does not yet exist, it must be created manually as the directory will not be
created automatically. Keep in mind that your backslashes must be quoted, and a final
backslash is not needed. Example: $ExportBasePath="C:\\Program
Files\\Beginifinite\\Retain\\RetainServer\\WEB-INF\\cfg"

NOTE: If it is unacceptable to set a password in clear text, please view the following
solution or use the secure script below:

http://bsonposh.com/archives/338 (http://bsonposh.com/archives/338) -presents an
alternative, which loads and saves encrypted credentials from file.

b. Execute the script by clicking the play button. This process can take a while if there are
many users. Once the script has completed, a message indicating that the script is done
should be displayed along the bottom status bar. The resulting files, exchangeuser.csv and

Modules and Jobs


http://social.technet.microsoft.com/wiki/contents/articles/28552.microsoft-azure-active-directory-powershell-module-version-release-history.aspx#Where_can_I_find_the_latest_version_of_AAD_PowerShell
http://social.technet.microsoft.com/wiki/contents/articles/28552.microsoft-azure-active-directory-powershell-module-version-release-history.aspx#Where_can_I_find_the_latest_version_of_AAD_PowerShell
http://social.technet.microsoft.com/wiki/contents/articles/28552.microsoft-azure-active-directory-powershell-module-version-release-history.aspx#Where_can_I_find_the_latest_version_of_AAD_PowerShell
http://bsonposh.com/archives/338

exchangegroup.csv, must be placed in the "~\Program
Files\Beginifinite\Retain\RetainServer\WEB-INF\\cfg" folder for Retain to access the
address book.

8. Set Task Scheduler to run the script automatically once per day. If you create it at the Task
Scheduler (Local) level you will be able to find it in the Task Scheduler Library folder after it is
created, in the center pane.

a. Create a New Task

b. Onthe General tab, give it a name; and, for the description, you may want it read something
like "Retain address book synchronization script for Office365".

c. Under "Security options" section, choose: “Run whether user is logged in or not”.
d. Under the Triggers tab, click on "New..."

e. Under "Settings", set it to "Daily" and set the "Start" time: [set it to run an hour before the
archive job is set to begin, but it doesn’t take that long, Exchange does maintenance
between 1-5 AM]

f. Do not expire

g. Check Enabled

h. Under the Actions tab: Create a New action.
i. Set the Action to “Start a program”
ii. Program/script: powershell

iii. Add arguments: -NoProfile -ExecutionPolicy Bypass -file "[drive]:\Program
Files\Beginfinite\Retain\RetainServe\WEB_INF\cfg\sync365.ps1" -Verb RunAs

iv. Start In: (leave blank)

PowerShell Sync Script 4.2

The standard sync365.ps1 script requires entering a plaintext administrator password. If that is not
acceptable by your security policy, there is the O365 Archiving PowerShell Sync Secure Storage
Script: Save-CredentialsEncrypted.ps1 which allows you to securely save the password used by the
admin user.

Requirements

+ The script can be found under O365 archiving under the Tools menu at the top-right of the Retain
admin console.

+ This must be run on the same machine as it was created on as the encryption is dependent on
the machine it was run on.

+ This script requires PowerShell 4.0 or higher or the script will abort.

+ If using Windows Server 2008R2 or earlier, the script will throw errors because the Task
Scheduler cmdlets are not supported and the Scheduled Task must be created manually
(#Task_Scheduler).

Running the Script

1. After downloading and extracting the script, open PowerShell and change to the directory the
script is in and type .\Save-CredentialsEncrypted.ps1

Modules and Jobs 207
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1a. If you haven't run a PowerShell script before, you may have to change the Execution Policy
to get a script to run. Set the execution policy to Set-ExecutionPolicy -ExecutionPolicy Bypass -
Scope Process. If PowerShell 4.0 or higher is not installed the script will abort.

e Administrator: Windows PowerShell \;‘i.

scripts that you do not trust. Changing the execution policy might expose

licies help topic at )
to change the execution policy?

2. Adialog box will appear requesting the credentials for an administrator user and the destination
folder of the address book files.

The administrator user must have sufficient rights to download the address book from O365.
This would be the logon name and password of an administrator user (e.qg.
DomainAdmin@company.onmicrosoft.com).

Provide it with a name for the Scheduled task.

You can set the destination folder to anywhere you wish. However, the address book files
exchangeuser.csv and exchangegroup.csv must end up in the ~\Program
Files\Beginfinite\Retain\RetainServer\WEB _INF\cfg\ folder of the Retain Server. Retain will look
for the address book files there when refreshing the address book.

If you are using a Linux-based Retain Server, you will need to set up a process (http://
support.gwava.com/kb?View=entry&EntrylD=2509) to move the address book files to the Linux-
based Retain Server's opt/beginfinite/retain/RetainServer/WEB-INF/cfg folder.

If you are running Retain will multiple modules each module will need a separate task and
destination folder.

ag Retain To 0365 Address Book Connector i = B

Enter a domain administrator username: (example: DomainAdmin@company onmicrosoft com)

Enter the administrator password:

Enter a name for the Scheduled Tazk

Choose a destination folder: (example: C:\Program Files'Beginfinite\Retain\RetainServerWEE_|INFicfgh)

Browse... Current destination folder:
oK |

Cancel
A

3. The script will then setup a recurring task (SyncO365) in Task Scheduler to download the
address book every day at 12:30am.
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The script will request your logon credentials as it sets up the task. The script will start the task
before exiting. If you are using Windows Server 2008, multiple errors will appear because the
Task Scheduler cmdlets do not exist, this is expected and the task can be created manually
(#Task_Scheduler) in Task Scheduler.

4. It will take a moment to download the address book files: exchangeuser.csv and
exchangegroup.csv. For a small system (<100 users) it may take a few minutes, for a large
system (>10k users) it may take more than half an hour. After the script completes, make sure
that the address book files are filled with items. If this does not generate the files it may be an
execution policy issue, see notes section below.

N L cfg M

File Home Share View L 7]
(e * 1 « Beginfinite » Retain » RetainServer » WEB-INF » cfg v Search cfg o
-
r Favorites Marme Date modified Type Si2
l DE;HOF | exchangegroup.csv 1 5V File
& Downloads || exchangeuser.csv | SV File
= Recent places | retain_ep 1 Text Document
|Ey ssync3B5 10, Windows Powers..
1% This PC | ASConfig.cfg 10 CFG File
| StubConfig.cfg 1 CFG File
€ Network || StatsConfiguration.cfg 1 CFG File

placeholder Text Document

Notes

We have found that Task Scheduler will sometimes stop working, so we recommend monitoring the
.CSV files that they are updated every day.

Blank .CSV files:

Office365 requires regular password changes. If the wrong credentials are entered or the password
has expired two blank .CSV files will be created. You will need to run this script again entering the
Administrator logon name, the new password and the destination folder. The task will be started by
the script to update the address book files.

Common Errors:

If you see red text and the window closes immediately that means, there was an error of some kind.
Open a PowerShell window, change to the script folder, and run the script manually:

\Save-CredentialsEncrypted.ps1

It may be that the proper version of PowerShell is not installed. This script requires at least version
4.0. You can determine the installed PowerShell version by running the cmdlet:

$PSVersionTable.PSVersion

To change the execution policy manually, the following command in a PowerShell window will allow
execution for the current process:

Set-ExecutionPolicy -ExecutionPolicy Bypass -Scope Process

Then run the script from the same process window.
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Configure SharePoint Online/OneDrive for Archiving

In Office365 you can attach documents stored in SharePoint Online/OneDrive. However it doesn’t
send the actual document but only a link to that document.

NOTE: As a cloud service these screens may change at anytime.

When Retain attempts to archive an attached document it often runs into trouble because the retain
user, while it does have Applicationlmpersonation right, doesn’t have rights to anything outside of
Exchange. So Retain will error because it knows there is supposed to be something there but can’t
reach it.

11:04:16, 704[Thread-4920] [ERROR] ExchangeAttachment: error while creating attachment.
java.io.lOException: SharePointError - Impersonation has no access to: https://gwava-
my.sharepoint.com/personal/user08_gwava_onmicrosoft_com1/Documents/Email attachments/office
365 users(1) (1).txt

What needs to be done is the retain user needs be added as a “site collection administrator” in
SharePoint/OneDrive. Start by going to the Office365 admin page and selecting SharePoint.
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Go to the Site Collections, select the collection to add the retain user too, click the “Owners” tab.

Office 365 Admin

244.47 G vndlabia of 24550 GB RE000 renzurces wvailabie €

URL STORAGE USED 0G81 STORASE LIMIT (G8) PERCENT USED SERVER RESOURCE QUOTA VERSION

& Mins harepeint.com ars 488 58 300 2013

You can now add the retain user as a “Site collection administrator”. This way the retain user will have
rights to access the data.
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manage administrators

Primary Site User name:

Collection Company Administrator: & EE
Administrator

Specify the
administrator for this
site collection. Only
one user legin can be
provided; security
groups are not
supported.

Site Collection =
Administrators

Site Collection
Administrators are
given full control over =
all Web sites in the site v EE
collection. They may

also receive site use

confirmation mail.

Enter users separated

by semicolons,

This works for individual site collections, but it would be difficult to do that individually if you have
many site collections. There is no way in SharePoint to change more than one collection at a time.

Changing Across The Domain However, there is a SharePoint Online Management Shell script (http:/
/sharepointjack.com/2015/add-a-person-as-a-site-collection-administrator-to-every-office-365-site-
sharepoint-online-site-collection/) that you could modify for your use to do all site collections at once.

Configure Exchange Module for Office365

The Exchange module must be configured in the Retain Server before any communication between
Retain and an existing Exchange message system can occur. Open the Retain management page on
the Retain Server, and select Module Configuration.
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<<>[etain

Overview
Documentation
Search Messages
Auditing

System Log
Reporting
Monitoring

Data Collection

Schedules
[ Profiles

Workers
[ Jobs

Management

Users
Groups

[H Device Management
Deletion Management

Configuration

Server Configuration
Rules Configuration
Module Configuration
Router Configuration
Storage Manager
Stubbing Server
Reporting and Monitoring
Licensing

Language English

‘eModule Configuration

After configuring a module, it is recommended you manually refresh the Address Book.

Refresh Address Book | Syncjob is not running at this time.

Mailbox Mapping Options

Configured Modules

w  Bsl'Welcome, admin | About | Tools | Status & Updates | Logout

=

Configure
Install 10-Feb-2014
Date 17:06:20
Last
Address  15-Sep-2015
Book 01:19:19
Cache

L Configured.

Conﬁgure
Install 10-Feb-2014
Date 17:06:20
Last
Address  15-Sep-2015
Book 01:19:21
Cache

St Configured.

Social Messaging

Configure

Install 10-Feb-2014
Date 17:06:20

Skl Configured.

o

Configure

Install 10-Feb-2014
Date 17:06:20

Sl Configured.

Google Apps

-3

Configure
Install 10-Feb-2014
Date 17:06:20
Last
Address  15-Sep-2015
Book 01:19:44
Cache

SELE Configured.

Configure
Install 10-Feb-2014
Date 17:06:20

Stalits Configured.

CelTrust

Configure

Install 17-0ct-2014
Date 21:21:07

Status Configured.

m

Select the ‘Configure’ option in the Exchange module. A new window or tab will open with the module

configuration.

NOTE: Ensure that your Retain Server DNS is set to the same DNS server that your Exchange

server uses. The Exchange module uses these DNS setting to auto discover critical information about
Exchange stored in Active Directory and will not function correctly unless both systems are pointed to

the same DNS server.

Core Settings Tab

The Core Setting Tab allows you to disable all jobs and disable users logging into Retain.

The module needs to be enabled on this page to make it active in the Retain system.

The module can be given a name.

The Send Method option enables either the SMTP Forwarding or FTP features. For either feature to
appear and function, the Module Forwarding tab must be configured on the Server Configuration

page. See that section for more information.
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Exchange Module “ CJ'

EXCHANGE

Exchange specific information is configured here. At 2 minimum, the CORE SETTIMGS and IMPERSOMATION tabs must be filled out completely.
Then, examine each of the other tabs to determine if they apply to your system.

Core Settings Impersonation Hosted Services Exchange Forest User Forests Delegates
Core Settings

Marmally all of these entries should be enabled.

# Enable Address Book Caching determines if this module caches address book entries from its directory services during Maintenance.
# Enable Authentication indicates if users logging into Retain should be able to use the module's authentication system.
# If Enable Jobs is not enabled, no jobs pertaining to this module will be sent to Workers.

Module name |Exchange4.213
Enable Address Book Caching
Enable Authentication
Enable Jobs
Message body | Storedefsult as provided from Exchange (ither HTML or plain text) W

If autodiscover fails for 2 user, take this action: | skipuser v

Mormally this entry should be disabled.

» Send Exchange items to an external system.

Select Send Method | disabled  w

Normally all the checkboxes on this tab are always left selected. It is rare that you would ever
deselect any of them. Two cases where you might, would be: troubleshooting, (as instructed by
Technical Support), or retrieving an old email system.

The Enable Address Book Caching function allows Retain to regularly cache the online email
systems address book and synchronize it with Retain. This is critical for administration,
authentication, and archiving purposes. It is recommended to cache the Address Book once every 24
hours to keep the Retain storage system up to date. By default, maintenance is set to cache the
Address Book once every 24 hours.

The Enable Authentication checkbox determines if end-user authentication is performed when the
user logs into Retain. If it is deselected, the Retain system will NOT authenticate the user against the
email system and the user will not be able to log in unless another authentication method is enabled.

The Enable Jobs checkbox determines if configured data retrieval jobs are ever passed to the
Worker. Even if the individual job is fully configured and enabled, if this checkbox is switched off, no
jobs configured for this module will be processed.

The Message body allows the administrator to decide whether to store either the HTML or plain text
message body, or both.

Send Method

The Send Method option enables either the SMTP Forwarding or FTP features. For either feature to
appear and function, the Module Forwarding tab must be configured on the Server Configuration
page. See that section for more information.
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Impersonation Tab

If the Impersonation and Core Settings tabs are not completely configured with the correct
information, the hosted system will not be archived correctly.

Enter the Impersonation user credentials.

Core Settings Impersonation Hosted Services Exchange Forest User Forests Delegates

Impersonation

You will need to provide this information regardless of whether you are archiving a hosted or an premise Exchange systam.
The impersonation user MUST fulfil the following requirements:

® Is mail enabled.

® Has impersonation rights granted to all Exchange servers.
L ]

.

Is not an Exchange Administrator (recommended)
Delegation rights must be granted to any Room or Equipment accounts that you wish to archive.

Global Catalog User retain@exchange2013.qa.gwava.com

Global Catalog Password esesssssssssss (Password is set)

Hosted Services Tab

Mark the checkbox to enable Retain support for hosted Exchange services.

Provide the path that Retain will use for the CSV files that the PowerShell Sync script will save the
user list. By default: C:\Program Files\Beginfinite\Retain\RetainServer\WEB-INF\cfg

All other tabs will be ignored. Save all changes before closing the Exchange Module page.

Exchange Module
EXCHANGE
Exchange specific information is configured here, At a minimum, the CORE SETTINGS and IMPERSONATION tabs must be filled out completely. Then, examine each of the other tabs ta determine if they apply to your system.

Core Settings | Impersonation  Hosted Services | Exchange Forest | User Forests | Delegates
Hosted Services

Retain supports hosted Exchange services such as Live@Edu and Office365. You may ignore this tab if you are not using such services.

* These services generally do NOT pravide LDAP access to their user store, thersfore you must maintain 2 list of user accounts manually, using 2 Powershell script (see the user manual before proceeding).
« If your service DOES provide LDAP access, k the checkbax on this tab, and configure the items in the Exchange Forest and User Forest tabs.
« If your service DOES NOT provide LDAP access, check the checkbox on this tab. Do NOT configure the Exchange Forest, User Forest, and Delegates tabs - they will be ignored.

Proaram Files\Beginfinite\Retain\Retaing

Tam using 2 hosted Exchange system # CSV Path:

Multiple Modules
If using multiple modules, each module must have a different folder for the script and CSV files.

For example, C:\Program Files\Beginfinite\Retain\RetainServer\WEB-INF\cfg\domainl and
C:\Program Files\Beginfinite\Retain\RetainServer\WEB-INF\cfg\domain2

Each module will also need a separate Scheduled Task.
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Refresh Address Book

After saving changes, return to the Retain Server's Module Configuration page, and trigger a refresh
of the Address Book.

‘sModule Configuration

After configuring a module, it is recommended you manually refresh the Address Book.

| Refresh Address Book | Sync job is not running at this time.

| Mailbox Mapping Options |

Configured Modules

Depending on the size of the address book, it may take several minutes to return with information, but
a successful configuration will return a correct address book cache date and no errors. The date
should reflect the date of when the address book refresh was triggered.

The Status may show “Address Book Cache Never Run” or may list commonly mis-configured or
missed items if the Refresh job fails.

Once the status is configured and the Address Book has been cached, Retain can connect to and
archive messages from the Exchange server. The system is ready to have workers, schedules,
profiles, and jobs configured, and those options will now appear on the main administrative interface.

The Address Book is refreshed whenever the button is pressed, during the nightly maintenance cycle,
and before each job.

Exchange Profile

The job will need an Exchange profile setup to connect to the email system properly.

After the Exchange Module has been configured, the Exchange Profile will be available for
configuration. If an Exchange Profile is not configured, jobs cannot be run against the Exchange
system.

Click on “Add Profile” and provide a profile name, or select an already existing profile to access the
configuration tabs. All changes made on this page must be saved by selecting the “save changes”,
disk icon, at the top right of the page. Tabs may be changed and navigated through without affecting
new settings, but any move to another page will require saving, or abandoning the changes made.

Core Settings

The core settings consist of an enabled/disabled option which must be enabled for any jobs based on
this profile to archive anything.
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.
o I !eta I n Language Englizh + sl Welcome, admin | About | Tools | Status & Updates | Logout

Overview 1L Profiles - () o

Documentation
Search Messages <
Auditing
System Log Exchange Profile, ItemStoreFlag, Journal by © =
Reporting Exchange Profile, Mo Flag, Journal by Year

L Add Profile
Monitoring

Associsted Jobs
Data Collection Edit Profile

® Exchange Journal Now
Schedules
El Profiles Remove Profile
GroupWise

Exchange

Social M, =i
el Profile Exchange Profile, No Flag, Journal by Year loaded.

Mobile
Google Apps Profile Name Exchange Profile, Mo Flag, Journal by Year
BlackBerry
CellTrust
Workers Core Settings ~ Message Settings ~ Scope  Miscelaneous  Advanced
Jobs
Profile Functions
Management
Enable Archiving (store messages in Retain)
Users
Groups
Device Management
Deletion Management Archive Mark
Configuration You can request Retain to mark itermns as archived. You may view the status at the Windows client as a custom column.

Semrconﬁgura_t'cn [T Mark ermails as archived
Rules Configuration

Module Configuration
Router Configuration
Storage Manager Messaging System Deletion

Stubbing Server

I T [T belete archived messages from messaging system

Licensing Keep x number
of days in
messaging
system

Messaging System Deletion

For systems where the administrator wishes to have archived messages removed from the system
automatically, the Messaging System Deletion option may be used. Messaging System Deletion will
remove messages from a mailbox after they are archived, according to the time frame specified in the
settings. The amount of time to keep messages is specified in days. The recommended setting
depends on the archiving scheme in the system. For example, if messages are to persist in the
system for 30 days, then the system deletion setting should be set to 30 and enabled. A setting of 0
will remove messages from the system as soon as they are archived. Be sure to configure the system
before enabling the setting in the profile.

Message Settings

Retain can archive and select specific types of mail and Exchange system items to be archived. The
Manage Settings tab provides access to manage those settings.
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Core Settings Message Settings Scope Miscelaneous Advanced

Mailbox Type

You can choose to store items onby from User maiboxes or from Room / Equipment resources.

Users Room / Equipment

Item Type

By default, Retain stores every type of message. You can restrict this.

I mail ] appointment [ Mote [ Task [ voice Message

Item Source

Messages are chssified in one of these categories. You may restrict the storage of messages if desired.

[¥IReceived [¥sent [Draft [ personal

Message Status

You can restrict the storage of messages based upon the setting of various status flags

Read is Private is Personal is Confidential is
Doesn't matber - Doesn't matter - Do=sn't matter - Doesn't matter -

The Mailbox type specifies whether to include or exclude the available types of mailboxes. Because
there can be multiple profiles and jobs, it may be advantageous to archive the Users and Room /
Equipment mailboxes separately as needed and appropriate for the system.

The Item Type option specifies the different types of messages found in Exchange that can be
archived, and allows the exclusion of or inclusion of the different individual types.

The ltem Source option allows administrators to exclude or include messages that have not yet been
sent or received, or posted.

The Message Status allows messages which have or have not been read or opened, or marked
private or confidential to be archived. The different options in the drop-down menu are as shown.

Dossn't matter |L]

True
False

Scope

The Scope tab dictates the date range Retain will scan in the attached archiving jobs.
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Core Settings Message Settings Scope Miscellaneous Advanced

Date Range to Scan

New items

L]

Advance Flags

¥ou may not want to advance the flag after running the job.

L] DontAdvance Timestamp

Date Range to Scan

The Date Range to Scan instructs Retain to scan for, and archive, messages after, or before, a
certain date. This is useful if only specific chunks or areas of mail are to be archived.

All Ttems in Mailbos

Mumber of days before job start date and newer
Number of days from job start date and older
Spedfy custom date range

Spedfy custom date range relative to job start

New Items: All items that have not been archived by Retain since the last time the job ran.

All Items in Mailbox: All items in the mailbox starting from 1/1/1970, duplicates will be processed but
not stored if they already exist in Retain's archive.

Number of days before job start date and newer: Only items from the relative number of days from the
time the job began will be archived. E.g. messages that came into the email system less than 7 days
ago.

Number of days from job start date and older: Only items previous to the relative number of days from
the time the job began will be archived. E.g. messages that came into the email system more than 7
days ago.

Specify custom date range: Only items between two absolute dates will be dredged.

Specify custom date range relative to job start: Only items between two relative dates will be dredged.
E.g. messages that came into the email system between 7 and 5 days ago.

It is recommended to archive all New items.

Advance Flags

Enabling "Don't Advance Timestamp" will not update the timestamp flag. Items that are dredged will
still be considered new by Retain the next time the job runs.

This is useful when troubleshooting, but is generally not used for normal jobs.
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NOTE: Unlike GroupWise, Exchange does not ensure any compliance when scanning end user
mailboxes; users may freely delete their email. The Item store flag does not prevent mail deletion.
Only setting a rolling hold on all mailboxes guarantees all items have been archived.

Miscellaneous

The Miscellaneous tab allows access to settings detailing how messages are stored and what is
archived. Attachments, message information such as the internet headers, and how the data is stored
and named, (by folders, year, or year and month), dictate not only the message store structure, but
affect the storage size.

Miscellaneous options also allow for the archiving of the ‘recoverable items’. To enable checking and
archiving of the ‘Recoverable Items’ for compliance reasons, select the checkbox next to the option.

Core Settings Message Settings  Scope Miscellaneous Advanced
Miscellaneous

You can save disk space by restricting attachment storage.

@ Store al attachments
Don't store any attachments, other than the message

You may choose to store and index the Internet Headers, This exacts a performance penalty. However, it may be
necessary for your compliance policy.

/| Storefindex Internet Headers
Mote: The following options can dramatically slow down archiving and increase disk space utilization.

Include user's archive mailbox
Include user's recoverable tems

Mone + Include Public Folders(slow)
You may store Journaling Mailboxes in one flat folder, or partition them by year and/or month.

Store in one folder

@ Store by yvear (yyyy)
Store by year and month (yyyyMM)

Advanced

The Advanced tab allows you to limit what is stored by Retain. This must be used with caution as this
opens holes for data to be lost through. It is recommended to store everything since storage space is
inexpensive.
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Core Settings Message Settings  Scope Miscelaneous  Advanced
Advanced Criteria

You may add advanced criteria such as specific attachment names, sizes, subject here.

Add

Folder Scope

Mormally, vou want to include all folders in your scan. However, you may have spedific reasons to include or exclude folders. Choose a
folder root, an optional subfolder (you may have multiple subfolders with the Y delimiter, and whether to indude all subfolders in the
pattern).

Ttems fram All Folders -

Advanced Criteria

If you want to be more specific as to what to dredge or not to dredge, add the criteria here.

Subject w

Sender

Recipient

Message size (bytes)
Attachment namea
Cateqgory

Each line will be logically AND-ed together. Think “Dredge all items where the following is true:”
Criteria AAND Criteria B AND Criteria C AND etc.

You may select based on:

+ Subject

+ Sender

+ Recipient

+ Message size (in bytes)
+ Attachment name

¢ Category

And whether they are is, is not, contains, or does not contain the items specified.

This provides flexibility and granularity. It allows customized dredges and retention for many different
groups, or even individuals.

Folder Scope

By default, we dredge items from all folders. You can specify one or more inclusions or exclusions.
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Itemns from All Folders
OMLY tems from folders listed below
All folders EXCEPT those listed below

Your choices are:

+ Dredge everything
+ Dredge only these listed folders
+ Dredge everything except these listed folders

How to specify the list of folders to dredge/exclude:

1. Specify a System Folder (mandatory). Example: Calendar.
2. You specify a subfolder of that folder (optional).
Example: entering “old” would mean the folder “old” under “Calendar”.
3. You can have multiple hierarchies under that with the / delimiter.
Example: “old/mail” would mean the subfolder “mail” under “old” under “Calendar”.
4. You specify if the option includes subfolder.

Example: If you select “old” and “includes subfolder” is unchecked, “Calendar/mail” is selected. If
“includes subfolder” is CHECKED, “Calendar/old/mail” would also be selected.

You may now configure Schedules, Workers and Jobs.

Skype for Business

With 0365, Retain will also archive Skype for Business conversations. They will be saved to the
Conversation History folder of the user.

Using a Linux-based Retain Server with Office365

While there isn't a way to run Powershell scripts on a Linux server, you can run the sync365.ps1 script
on any Windows computer with Powershell 2.0 or higher installed and copy the resulting CSV files to
the Retain server.

Create a batch file to transfer the files

You can create a small Windows 7 VM that only runs the Powershell script and then you can copy the
exchangeuser.csv and exchangegroup.csv to the Retain server.

You can use the free program WinSCP (http://winscp.net/eng/index.php) to copy from a Windows
computer to a Linux server.

You can use windscp.com as the basis of a batch file to copy the resulting csv files to the Retain
server.

Here is an example that we used:
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retain.bat

"C:\Program Files (x86)\WinSCP\winscp.com' /command ~
"'option batch abort™ ~

"option confirm off" ~

"'open scp://[user]:[password]@[retain server address]" »
"'cd /opt/beginfinite/retain/RetainServer/WEB-INF/cfg"™ »
"option transfer binary" »

"put [Ffile location on windows]*.csv"™ ~

"close™ ©

exit"

Explanation of what each line does:

#Specify that all commands are run on the command line, while using ™ to split long
lines for readability.
"C:\Program Files (x86)\WinSCP\winscp.com™ /command ~
# Automatically abort script on errors
"option batch abort™ »
# Disable overwrite confirmations that conflict with the previous
"option confirm off" ~
# Connect replacing your own username, password and retain server address
"'open scp://[user]:[password]@[retain server address]" *
# Change remote directory
""cd /opt/beginfinite/retain/RetainServer/WEB-INF/cfg™ »
# Force binary mode transfer
"option transfer binary" »
# Upload the file to current working directory
"put [Ffile location on windows]*.csv" ~
# Disconnect
"close™ 7~
# Exit WinSCP
exit"

Automate the Script

You can now automate the running of this batch file in Task Scheduler (https://technet.microsoft.com/
en-us/library/cc721871.aspx) as a simple task to run before the Retain archive job. Set the run time of
the task so that it will complete before the Retain job begins.

Exchange Module On-Premise Exchange

Supported Exchange Forest Configurations

Retain supports:

+ Asingle forest Active Directory system, (Exchange and standard users)

+ An Exchange Resource Forest, (One Exchange Forest linked to one or multiple User Forests)

Retain does NOT support multiple linked Exchange Forests. Ensure that the Exchange Settings have
been configured correctly before continuing the Exchange module setup.
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Exchange Prerequisites required for Retain

There are several prerequisites that need to be done in Exchange for Retain to successfully archive
the mailbox databases:

+ A mailbox user with Applicationlmpersonation rights

+ Basic Authentication enabled for Autodiscover and EWS on all Client Access Servers
+ ADNS SRV record

+ Set the DNS used by the Retain server to be the same as used by Exchange.

+ Set a Rolling In-Place Hold to retain data until Retain can archive it.

+ |f "Configure email forwarding for a mailbox" is in use, enable "Deliver messages to both
forwarding address and mailbox", otherwise no messages will be stored in Exchange and Retain
will never be able to archive any messages.

Create a Retain User

To connect with Exchange, Retain needs a user with appropriate rights. This can be accomplished by
using an existing user, or by creating a new one. It is recommended to create a new user for Retain

archiving. If creating a new user, ensure that the user is an active user account and that the password
does not change to ensure Retain will be able to access mail without changing settings. This user is
sometimes called a ‘service account’. Retain calls this user the ‘global catalog user’.

The user created or used for Retain must be a “mailbox-enabled user” with read access to see all
other users, groups, resources, and Exchange Servers in the Exchange Forest. The user will be
utilized by both the Retain Server and Worker for LDAP lookups in Active Directory. The Retain user
also must have Exchange impersonation rights to every mailbox user on every server in the
organization to be archived. The Retain user MUST NOT be a member of any Exchange
Administrator group, as Exchange denies impersonation rights for all administrator accounts.

Additional permissions need to be added to the user created for Retain. The quickest way to add
these rights is through the Exchange Management Shell.

After creating the new user in Active Directory, open the Exchange Management Shell.

Grant Impersonation Permissions to the Retain user.

In Exchange 2013 and 2016 Impersonation permissions can be granted in the Exchange Admin
Center under Permissions.

Under Admin Roles create a new role (e.g. Retain Impersonation Management). Add the role
"Applicationlmpersonation" and add the Retain User as a member.

You can also accomplish this via PowerShell commands using the Exchange Management Shell.

The commands required are different depending on the version of the Exchange Server. Exchange
2010, and 2013 require only one command per Exchange system to be issued, whereas Exchange
2007 requires the commands to be run on every Exchange server in the Exchange system to grant
required permissions. If the Exchange system contains mixed 2007, 2010, and 2013 servers, the
different commands must be completed on one server of each type.
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Exchange 2010, 2013, and 2016 commands

For Exchange 2010, 2013, and 2016 the only command necessary for impersonation permissions is:

New-ManagementRoleAssignment —name ImpersonationAssignmentName —Role
Applicationimpersonation —User ServiceAccount

Where the ‘Name’ is a name chosen by the administrator and the ‘ServiceAccount’ is the name of the
Retain user.

For Example:

New-ManagementRoleAssignment —Name impersonation-retain -Role Applicationlmpersonation -
UserRetain

If additional Exchange servers are added to the system after running this command to grant rights to
the ‘retain’ user, the command must be run again to grant rights to the new server.

Room and Equipment Resources

To archive Room and Equipment Resources, or to restore them, the Retain user, or Service Account,
must also have delegation rights. These commands must be issued manually for each Room and
Equipment or resource mailbox on every relevant server. This is required for 2013 and 2016.

These commands must be issued:

(‘Retain’ is used here as the name of the Service Account, or Retain user, and the ‘Mailbox Database’
should be changed to the appropriate name.)

(NOTE: every time a new Room and Equipment or resource mailbox is added, the first command
must be re-run.)

Exchange 2013 and 2016 Powershell commands

Get-Mailbox —ResultSize Unlimited —Database “Mailbox Database” | Add-MailboxPermission —User
“Retain” —AccessRights FullAccess

Add-ADPermission —ldentity “Mailbox Database” —User “Retain” —ExtendedRights Receive-As
Add-ADPermission —Identity “Mailbox Database” —User “Retain” —ExtendedRights Send-As

Basic Authentication

Retain requires Basic Authentication to be enabled on each CAS Exchange server in the system for
Autodiscover and EWS.

In Exchange Admin Center, go to Servers, then go to the Virtual Directories tab.

1. Edit Autodiscover and under Authentication enable Basic authentication if it is not enabled.
2. Edit EWS and under Authentication enable Basic authentication if it is not enabled.
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3. Do this for each server in the list.

I:l Enterprise  Office 365

Exchange admin center
Virtual Directory - Mozilla Firefox

recipients servers databases datak

i) #h | https//10.1.4.213/ecp/VDirMgmt/EditAutoDiscVDir.aspx?pwmeid=5&ReturnObject Type=18tid=308c
permissions
compliance management Select server: | All servers Autodiscaver (DEfaUH Web S‘te)

Select type: All
organization general ) )
Integrated Windows authentication

a En oy -
. SFANER * authentication L pigast authentication for Windows domain servers
protection NAME . asic authentication

(Requires the use of SSL certificates to encrypt the passwords

mail flow I Autodiscover (Default Web Site) that are normally sent in clear text)

ecp (Default Web Site)

mobile -
EWS (Default Web Site)

To check if this worked, run the following PowerShell cmdlets:

For EWS:

Get-WebServicesVirtualDirectory | ft server,basicauthentication

For Autodiscover:

Get-AutoDiscoverVirtualDirectory | ft server,basicauthentication

On Exchange systems prior to 2013 you may need to set basic authentication manually.
Open “Server Manager” on Exchange server.

1. In left pane, expand “Roles”, expand “Web Server (IIS)”, select “Internet Information Services
(11IS) Manager”.

2. Anew “Connections” pane opens, expand your Exchange server object, expand “Sites”, expand
“Default Web Site (Multiple Protocols)”, select “EWS”.
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% UL ALl Tnternet Information Services (T15) Manager
@_@ » WINSERVOS64 b Sites » DefautWebSite » EWS |

Ru\Es
. Active Directory Certificate.
Active Directory Domain Se
DNS Server
% File Services @- |28
&1 & web Server (11S) s Sartrage
7 Internet Se & drinitrator)
Featres (2} Application Pools
Diagnostics 8] e
:;;Z':a“” B-@ Default Web Site
[ aspnet_cient
Autodiscover
EWS
Exadmin
Exchange
Exchweb
Microsoft-Server-Activ
OAB
awa
Public
UnifiedMessaging
4| | ol [ B

é’ JEWS Home

Group by: Area

ASP.NET

L

N = E
WNET NET NET Profile
Compilation  Globalization
S
Application  Connmection  Machine Key
Settings Strings

SMTP E-mail

@

Compression  Default
Document
8 =
logging  MIME Types
Respo...
Management
115 Manager
Permissions

.NET Roles

Pages and
Controls

Directory
Browsing

¥ |

Modules

9 @

LE))
NET Trust NET Users
Levels
‘ >,
R &
Providers Session State

&

Error Pages Handler
Mappings
i‘ - &
Output 5L Settings
Caching

| = |Features View |/ Content View

[Actons
Open Feature

£ Explore
Edit Permissions...

Basic Settings,
View Virtual Directories

Manage Application
Browse Application

[@] Browse =80 (http)

[€] Browse :443 (https)

Advanced Settings...

@ nep

Orline Help

3. Under heading “1IS”, open “Authentication” icon
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-lofx|

Fle Acton View Help

e=|sn=H

Active Directory Certificate
Active Directory Domain Se

DNS Server
% File Services
|

£ & wieb Server (I1S)

W} Internet Information Se

i Features
Tm Diagnostics
=} configuration
Storage

i UL ALl Tnternet Information Services (T15) Manager

Bl 3 Roles

-6 Default Web Site
5171 aspnet_client

Autodiscover

EWS

Exadmin

Exchange

Exchweb
Microsoft-Server-Activi

66) @ » WINSERVOSS4 » Sites » DefaultWebSite » EWS » | & - @ -
Commections Authentication Adens
CHEE @ =
&5 Start Page Edit.
- €5 WINSERV0864 (B\Administrator) Groupby: No Grouping hi o= B
() Appication Pools Name = [ status | Response Type [ p
B8] Sites Anonymous Authentication Disabled Oriine Help

Forms Authentication

Windows Authentication

Disabled

Disabled
Disabled HTTP 302 Login/Redirect
Enabled HTTR 401 Challenge

| = |Features View |/ Content View

4. Select “Basic Authentication”, click “Enable” in right pane.

DNS SRV Record

Microsoft has an article describing how to set up a DNS SRV record titled "A new feature is available
that enables Outlook 2007 to use DNS Service Location (SRV) records to locate the Exchange
Autodiscover service (https://support.microsoft.com/en-us/kb/940881)".

In general, you will need to:

P oON -~

Go to the DNS Manager
Expand Forward Lookup Zones

Service: _autodiscover
Protocol: _tcp
Port Number: 443
Host: [your mail host, e.g. mail.gwava.net, usually the AD domain forest found
in AD Domains and Trusts on the MS AD server]

Click OK

You can now close “Server Manager”.

Click Service Location (SRV) and enter:

Locate and right-click on the external DNS zone and choose Other New Records
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The Microsoft autodiscover library in Retain expects a URL along the lines of https://
autodiscover.[your domain]/Autodiscover/Autodiscover.xml (e.g., https://
autodiscover.xyzcompany.com/Autodiscover/Autodiscover.xml), which can be found in the worker log
as it attempts to login by searching for "Discovered endpoint:" or "AutoDiscover".

Server DNS Setting

Retain has best performance when the server's network setting is using the same DNS as the
Exchange servers.

If Retain and Exchange must use different DNS, on the DNS that Retain uses, create a Conditional
Forwarder that resolves to the Exchange server.

Set Rolling In-Place Hold

To prevent data loss, it is highly recommended that a rolling In-Place or Litigation Hold be set so
users are unable to remove items from disk before Retain has a chance to archive them.

In Exchange by default, when a user deletes a message out of Outlook, it is moved to the trash.
When they empty the trash, the item is moved to the mostly hidden Recoverable Items folder, where
it is kept for 14 day before being removed from disk. The user can then right-click the Trash to recover
items, and in that dialog box they can purge the item which will delete it immediately. With a hold in
place that item will be moved to a Purged folder that is not user accessible, where it will be kept until
the hold is lifted.

In Retain, set Profile/Miscellaneous to Include user's recoverable items.

In Exchange Admin Console, set up a distribution list, for example All_Mailboxes, that contains all
mailboxes. It will be best to create a policy to add new users to this distribution list by default.

Place the distribution list under a 90-day hold.
In the Exchange Management Shell:
An In-Place Hold can be set up for all mailboxes for 90 days:

New-MailboxSearch "Retain90DayHold" -ltemHoldPeriod 90 -InPlaceHoldEnabled $true -
SourceMailboxes All_Mailboxes

It will take time for the hold to take effect. You can determine how many mailboxes were placed under
hold with the script:

((Get-Mailbox).InPlaceHolds).Count

Configure Exchange Module for On-Premise Exchange

The Exchange module must be configured in the Retain Server before any communication between
Retain and an existing Exchange message system can occur. Open the Retain management page on
the Retain Server, and select Module Configuration.
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“<Retain

Overview

Documentation
Search Messages

Language English

‘eModule Configuration

After configuring a module, it is recommended you manually refresh the Address Book.

Auditing
System Log
Reporting Refresh Address Book | Syncjob is not running at this time.
Monitoring
Data Collection Mailbox Mapping Options
Schedules
& Profiles
Workers
& lobs Configured Modules
Management
Users
Groups P

[H Device Management
Deletion Management

Configuration Configure Configure Configure Configure 3

- _ Install 10-Feb-2014 Install 10-Feb-2014 Install 10-Feb-2014 Install 10-Feb-2014
S Contisssticn Date  17:06:20 Date  17:06:20 Date  17:06:20 Date  17:06:20
Rules Configuration Last it
Module Configuration Status Status

> Address  15-Sep-2015 Address  15-Sep-2015 Configured. Configured.

Router Configuration Book 01:19:19 Book 01:19:21
Storage Manager Cache Cache
Stubbing Server St iat
Reporting and Monitoring =i Configured. £ Configured.
Licensing

=

iy

Google Apps

g

CelTrust

w  Bsl'Welcome, admin | About | Tools | Status & Updates | Logout

Configure Configure Configure
Install 10-Feb-2014 Install 10-Feb-2014 Install 17-0ct-2014
Date 17:06:20 Date 17:06:20 Date 21:21:07
Last
Address  15-Sep-2015 Stalits Configured. Statls Configured.
Book 01:19:44
Cache m
SELE Configured.

Select the ‘Configure’ option in the Exchange module. A new window or tab will open with the module
configuration.

NOTE: Ensure that your Retain Server DNS is set to the same DNS server that your Exchange
server uses. The Exchange module uses these DNS setting to auto discover critical information about

Exchange stored in Active Directory and will not function correctly unless both systems are pointed to
the same DNS server.

Core Settings

The module needs to be enabled on this page to make it active in the Retain system.

The module can be given a name.

The Send Method option enables either the SMTP Forwarding or FTP features. For either feature to

appear and function, the Module Forwarding tab must be configured on the Server Configuration
page. See that section for more information.
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Normally all the checkboxes on this tab are always left selected. It is rare that you would ever
deselect any of them. Two cases where you might, would be: troubleshooting (as instructed by
Technical Support), or retrieving an old email system.

Exchange Module 0

EXCHANGE

Exchange specific information is confizured here. At a minimum, the CORE SETTIMNGS and IMPERSOMATION tabs must be filled out completely.
Then, examine each of the other tabs to determine if they apply to your system.

Core Settings Impersonation Hosted Services Exchange Forest User Forests Delegates
Core Settings

MNormally all of these entries should be enabled.

# Enable Address Book Caching determines if this module caches address book entries from its directory services during Maintenance.
* Enable Authentication indicates if users logzing into Retain should be able to use the module's authentication system.
* |f Enable Jobs is not enabled, no jobs pertaining to this module will be sent to Workers.

Module name | Exchange4.213
Enable Address Book Caching
Enable Authentication
Enable Jobs
Message body | Store default as provided from Exchange [either HTML or plain text] LY

If autodiscover fails for a user, take this action: | skipuser  w

Mormally this entry should be disabled.

* Send Exchange items to an external system.

Select Send Method | disabled  w

The Enable Address Book Caching function allows Retain to regularly cache the online email
systems address book and synchronize it with Retain. This is critical for administration,
authentication, and archiving purposes. It is recommended to cache the Address Book once every 24
hours to keep the Retain storage system up to date. By default, maintenance is set to cache the
Address Book once every 24 hours.

The Enable Authentication checkbox determines if end-user authentication is performed when the
user logs into Retain. If it is deselected, the Retain system will NOT authenticate the user against the
email system and the user will not be able to log in unless another authentication method is enabled.

The Enable Jobs checkbox determines if configured data retrieval jobs are ever passed to the
Worker. Even if the individual job is fully configured and enabled, if this checkbox is switched off, no
jobs configured for this module will be processed.

The Message body allows the administrator to decide whether to store either the HTML or plain text
message body, or both.

Send Method

The Send Method option enables either the SMTP Forwarding or FTP features. For either feature to
appear and function, the Module Forwarding tab must be configured on the Server Configuration
page. See that section for more information.
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Impersonation

If the Impersonation and Core Settings tabs are not completely configured with the correct
information, the hosted system will not be archived correctly.

Core Settings Impersonation Hosted Services Exchange Forest User Forests Delzgates

Impersonation

You will need to provide this information regardless of whether you are archiving a hosted or on premise Exchange system.
The impersonation user MUST fulfil the following requirements:

Is mail enabled.

Has impersonation rights granted to all Exchange servers.

Is not an Exchange Administrator (recommended)

Delegation rights must be granted to any Room or Equipment accounts that you wish to archive.

Global Catalog User retain@exchange2013.qa.gwava.com

Global Catalog Password sesssssssssss (Passwaord is set)

Hosted Services

This tab is not used with an On-premise Exchange system.

Exchange Forest

Retain needs to know where to access the Global Catalog Host and existing domains before any
archiving can be accomplished.
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Core Setfings Impersonation Hosted Services Exchange Forest User Forests Delegates
Exchange Forest

Ignore this tab if you are running a hosted system.

You MUST fill out all of the entries on this tab if you are running an on-premise Exchange system. Hosted services do not normally use this information.
Typically, you provide the connectivity information for a global catalog, and a user that has full access to Active Directory.

Here are the specific requirements for this user:

® The user account must fulfil all the requirements specified on the Impersonation tab. In fact you enter the username and password on that tab, not here.
® Has read-only access to al parts of Active Directory involving the Exchange System and users.

You also provide a list of Active Directory DNs to search for users and groups.
Global Catalog Host 10.1.3.226

Global Catalog Port 3268
Global Catalog Security Plsin Text =

EDZI Add Search Base (e.g. dc=users,dc=company,dc=com)

dc=exchange2013,dc=ga,dc=gwava,dc=com

Test Connection

Resource Forest

Select this checkbox if Exchange is running in a dedicated resource forest. You must then fil out information on the User Forests tab. If this checkbox is not selected,
information on the User Forests tab is ignored.

Enable Resource Forest

Open the “Exchange Forest” tab and enter the IP address or hostname of the Global Catalog Host.

Click on the Green Plus sign to add a search base. This should be set to the highest level of the
LDAP domain so the entire address book can be found. For example:
DC=exchange2013,DC=qa,DC=gwava,DC=com

Retain uses Active Directory extensively when integrating with Exchange. Its uses include: populating
the address book, authentication, and access to the Exchange System.

There are settings required for Exchange, see the Exchange Permissions required for Retain section.

On the Exchange Forest tab, you configure all the Active Directory information you need for an
Exchange forest. There is no need to fill out any information on the User Forest tab unless the users
exist in a separate forest from the Exchange Forest.

On the Exchange Forest tab, specify whether to use SSL or not for the Global Catalog Security and
the search base, (use of SSL with the Global Catalog Security and search base is highly
recommended). The search base is the LDAP path to the base of where Retain will start searching for
valid Exchange users.

The Global Catalog Port defaults depend on whether SSL is used for security or not. (SSL is strongly
recommended. Default ports are 3268 for plain text, and 3269 for SSL.) Adjust as appropriate for your
system.

You also must provide the credentials of an Active Directory user. This user is special It must have full
read rights to Active Directory, be a mailbox-enabled, user, and be granted various Impersonation
and Delegation rights. More on this is discussed in the Exchange Permissions required for Retain
section. The username must be in UPN format, (user principal name).
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This search base, in LDAP form, must be high enough in the tree to include ALL users, groups, and
servers. Multiple search bases can be specified, though it often results in a less efficient interface.
These are LDAP search bases which allow Retain to resolve all users, groups, and servers of interest
in the forest.

After the Search Base has been added, test the connection to ensure information and connection
works. The test performs a simple login to confirm that the user exists, the Exchange Server is
reachable, and that the credentials are accepted. The test does not confirm impersonation or
delegation rights necessary for the Service Account.

Test Connection

Test begins....
LDAPServer connection parameters:

host=10.1.3.226,port=3268, security=none,user=retain@exchange2013.qa.gwava.com;pagesize =900; environment=key=java.naming.factory.initial;value=com.sun.jndi.ldap. LdapCb«Factory

key=java.naming.referral;value=follow
key=java.naming.security.principalvalue=retain@exchange2013.qa.gwava.com

key=com.sun jndi.ldap.connect.timeout;value=10000
key=java.naming.ldap.attributes.binary;value=msExchMailb oxGuid objectguid objectsid msExchMasterAccountSID
key=com.sun.jndi.ldap.read.timeout;value=60000

key=java.naming.provider.urlvalue=Idap://10.1.3.226:3268
key=java.naming.security.authentication;value=simple

key=java.naming.security.credentials;valug=>***

Connect to and search for user:

For a more stringent test, be sure to refresh the Address Book Cache and then check the logs.

SIJCCESS: Connected to CN=retain,CN=Users,DC=exchange2013,DC=qa,DC=gwava,DC=com NOTE: This only tests basic LDAP authentication. If you want a more stringent test, incuding
autodiscover, impersonation, login, etc, try this link AFTER SAVING Exchange configuration:testExchange.jsp in the Util directory of RetainServer

If the test results in an error stating: “FAILURE: User doesn't exist or is not mail enabled,” It indicates
that the user’s mailbox is unavailable. A mailbox is not required for Retain to utilize the specified user.
If the user Retain utilizes does not have a mailbox, this error may be ignored. However, if the user
specified does have a mailbox, this may indicate connection issues.

If the test results in an error with an LDAP error code 49 it is an authentication error. The important bit
of information is what comes after the data field. That is the LDAP connection error code that applies

to this case.
¢ 525 user not found
+ 52e invalid credentials
+ 530 not permitted to logon at this time
+ 531 not permitted to logon at this workstation
+ 532 password expired
+ 533 account disabled
+ 701 account expired
+ 773 user must reset password

+ 775 user account locked

The Exchange Forest tab is the only tab required by the Server and the Worker to archive mail from
the Exchange system. The User Forest tab, however, is required for Exchange systems utilizing a
resource forest, to allow the end user to log into Retain.

Resource Forest

Select this checkbox if Exchange is running in a dedicated resource forest. You must then fill out information on the User Forests tab.
If this checkbox is not selected, inforrmation on the User Forests tab is ignored.

Enable Resource Forest
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If the system contains a Resource Forest, enable the checkbox on the Exchange Forest tab and save
changes. If the Resource Forest checkbox is not enabled, the User Forests tab will be non-functional
and all settings contained on that tab will be ignored. The checkbox must be unchecked in a single
forest Active Directory deployment, but must be checked in a multiple forest Active Directory
deployment.

Check all information to ensure that it is correct and save changes, and then configure the User
Forest if required.
User Forest
The User Forest must have an entry for each user forest attached to the system.
User Forests

Ignore this tab if you are running a hosted system.

You need to list every User Forest (dns name) that you wil archive in Retain, along with a Global Catalog of that forest, and search
base(s) capable of resolving all users. Information on this tab is used only for end-user authentication.

EEZI Add User Forest

User Forest b.company.com

Global Catalog Host 10.1.10.20)
Global Catalog Port 3269
Global Catalog Security ssL -

Ifl}l Add Search Base (e.g. dc=users,dc=company,dc=com)

Select the green ‘+’ button and input the LDAP information required by the Forests’ Global Catalog
server: IP address or hostname, port, security, (SSL is strongly recommended), and all search bases
to include all the users. No administrative credentials are required. Each end user’s provided
credentials will be used on login.

Delegates
You can set Retain to use delegate rights with On-Premise Exchange.
Delegates
Ignore this tab if you are running a hosted system.
Retain can partially support the Delegates feature in Exchange. If a user uses Outlook to grant delegation rights to their maibox to

another user, the second user can have access to the Retain maibox of the first user. Please note the rights are not granular in this case
- the second user either has full rights or no rights to the Retain mailbox.

Enable delegates support [

Finishing On-Premise Exchange

Save all changes before closing the Exchange Module page.

Modules and Jobs



Refresh Address Book

After saving changes, return to the Retain Server's Module Configuration page, and trigger a refresh
of the Address Book.

‘sModule Configuration

After configuring a module, it is recommended you manually refresh the Address Book.

| Refresh Address Book | Sync job is not running at this time.

| Mailbox Mapping Options |

Configured Modules

Depending on the size of the address book, it may take several minutes to return with information, but
a successful configuration will return a correct address book cache date and no errors. The date
should reflect the date of when the address book refresh was triggered.

The Status may show “Address Book Cache Never Run” or may list commonly misconfigured or
missed items if the Refresh job fails.

Once the status is configured and the Address Book has been cached, Retain can connect to and
archive messages from the Exchange server. The system is ready to have workers, schedules,
profiles, and jobs configured, and those options will now appear on the main administrative interface.

The Address Book is refreshed whenever the button is pressed, during the nightly maintenance cycle,
and before each job.

Exchange Profile

The job will need an Exchange profile setup to connect to the email system properly.

After the Exchange Module has been configured, the Exchange Profile will be available for
configuration. If an Exchange Profile is not configured, jobs cannot be run against the Exchange
system.

Click on “Add Profile” and provide a profile name, or select an already existing profile to access the
configuration tabs. All changes made on this page must be saved by selecting the “save changes”,
disk icon, at the top right of the page. Tabs may be changed and navigated through without affecting
new settings, but any move to another page will require saving, or abandoning the changes made.

Core Settings

The core settings consist of an enabled/disabled option which must be enabled for any jobs based on
this profile to archive anything.
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.
o I !eta I n Language Englizh + sl Welcome, admin | About | Tools | Status & Updates | Logout

Overview 1L Profiles - () o

Documentation
Search Messages <
Auditing
System Log Exchange Profile, ItemStoreFlag, Journal by © =
Reporting Exchange Profile, Mo Flag, Journal by Year

L Add Profile
Monitoring

Associsted Jobs
Data Collection Edit Profile

® Exchange Journal Now
Schedules
El Profiles Remove Profile
GroupWise

Exchange

Social M, =i
el Profile Exchange Profile, No Flag, Journal by Year loaded.

Mobile
Google Apps Profile Name Exchange Profile, Mo Flag, Journal by Year
BlackBerry
CellTrust
Workers Core Settings ~ Message Settings ~ Scope  Miscelaneous  Advanced
Jobs
Profile Functions
Management
Enable Archiving (store messages in Retain)
Users
Groups
Device Management
Deletion Management Archive Mark
Configuration You can request Retain to mark itermns as archived. You may view the status at the Windows client as a custom column.

Semrconﬁgura_t'cn [T Mark ermails as archived
Rules Configuration

Module Configuration
Router Configuration
Storage Manager Messaging System Deletion

Stubbing Server

I T [T belete archived messages from messaging system

Licensing Keep x number
of days in
messaging
system

Messaging System Deletion

For systems where the administrator wishes to have archived messages removed from the system
automatically, the Messaging System Deletion option may be used. Messaging System Deletion will
remove messages from a mailbox after they are archived, according to the time frame specified in the
settings. The amount of time to keep messages is specified in days. The recommended setting
depends on the archiving scheme in the system. For instance, if messages are to persist in the
system for 30 days, then the system deletion setting should be set to 30 and enabled. A setting of 0
will remove messages from the system as soon as they are archived. Be sure to configure the system
before enabling the setting in the profile.

Message Settings

Retain can archive and select specific types of mail and Exchange system items to be archived. The
Manage Settings tab provides access to manage those settings.
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Core Settings Message Settings Scope Miscelaneous Advanced

Mailbox Type

You can choose to store items onby from User maiboxes or from Room / Equipment resources.

Users Room / Equipment

Item Type

By default, Retain stores every type of message. You can restrict this.

I mail ] appointment [ Mote [ Task [ voice Message

Item Source

Messages are chssified in one of these categories. You may restrict the storage of messages if desired.

[¥IReceived [¥sent [Draft [ personal

Message Status

You can restrict the storage of messages based upon the setting of various status flags

Read is Private is Personal is Confidential is
Doesn't matber - Doesn't matter - Do=sn't matter - Doesn't matter -

The Mailbox type specifies whether to include or exclude the available types of mailboxes. Because
there can be multiple profiles and jobs, it may be advantageous to archive the Users and Room /
Equipment mailboxes separately as needed and appropriate for the system.

The Item Type option specifies the different types of messages found in Exchange that can be
archived, and allows the exclusion of or inclusion of the different individual types.

The ltem Source option allows administrators to exclude or include messages that have not yet been
sent or received, or posted.

The Message Status allows messages which have or have not been read or opened, or marked
private or confidential to be archived. The different options in the drop-down menu are as shown.

Dossn't matter |L]

True
False

Scope

The Scope tab dictates the date range Retain will scan in the attached archiving jobs.
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Core Settings Message Settings Scope Miscellaneous Advanced

Date Range to Scan

New items

L]

Advance Flags

¥ou may not want to advance the flag after running the job.

L] DontAdvance Timestamp

Date Range to Scan

The Date Range to Scan instructs Retain to scan for, and archive, messages after, or before, a
certain date. This is useful if only specific chunks or areas of mail are to be archived.

All Ttems in Mailbos

Mumber of days before job start date and newer
Number of days from job start date and older
Spedfy custom date range

Spedfy custom date range relative to job start

New Items: All items that have not been archived by Retain since the last time the job ran.

All Items in Mailbox: All items in the mailbox starting from 1/1/1970, duplicates will be processed but
not stored if they already exist in Retain's archive.

Number of days before job start date and newer: Only items from the relative number of days from the
time the job began will be archived. E.g. messages that came into the email system less than 7 days
ago.

Number of days from job start date and older: Only items before the relative number of days from the
time the job began will be archived. E.g. messages that came into the email system more than 7 days
ago.

Specify custom date range: Only items between two absolute dates will be dredged.

Specify custom date range relative to job start: Only items between two relative dates will be dredged.
E.g. messages that came into the email system between 7 and 5 days ago.

It is recommended to archive all New items.

Advance Flags

Enabling "Don't Advance Timestamp" will not update the timestamp flag. Items that are dredged will
still be considered new by Retain the next time the job runs.

This is useful when troubleshooting, but is generally not used for normal jobs.
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NOTE: Unlike GroupWise, Exchange does not ensure any compliance when scanning end user
mailboxes; users may freely delete their email. The Item store flag does not prevent mail deletion.
Only setting a rolling hold on all mailboxes, or journaling and archiving a journaling mailbox
guarantees all items have been archived.

Miscellaneous

The Miscellaneous tab allows access to settings detailing how messages are stored and what is
archived. Attachments, message information such as the internet headers, and how the data is stored
and named, (by folders, year, or year and month), dictate not only the message store structure, but
affect the storage size.

Miscellaneous options also allow for the archiving of the ‘recoverable items’. To enable checking and
archiving of the ‘Recoverable Items’ for compliance reasons, select the checkbox next to the option.

Core Settings Message Settings Scope Miscellaneous Advanced
Miscellaneous

You can save disk space by restricting attachment storage.

@ Store al attachments
Don't store any attachments, other than the message

You may choose to store and index the Internet Headers, This exacts a performance penalty. However, it may be
necessary for your compliance policy.

/| Storefindex Internet Headers
Mote: The following options can dramatically slow down archiving and increase disk space utilization.

Include user's archive mailbox
Include user's recoverable tems

Mone + Include Public Folders(slow)
You may store Journaling Mailboxes in one flat folder, or partition them by year and/or month.

Store in one folder

@ Store by yvear (yyyy)
Store by year and month (yyyyMM)

Advanced

The Advanced tab allows you to limit what is stored by Retain. This must be used with caution as this
opens holes for data to be lost through. It is recommended to store everything since storage space is
inexpensive.
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Core Settings Message Settings  Scope Miscelaneous  Advanced
Advanced Criteria

You may add advanced criteria such as specific attachment names, sizes, subject here.

Add

Folder Scope

Mormally, vou want to include all folders in your scan. However, you may have spedific reasons to include or exclude folders. Choose a
folder root, an optional subfolder (you may have multiple subfolders with the Y delimiter, and whether to indude all subfolders in the
pattern).

Ttems fram All Folders -

Advanced Criteria

If you want to be more specific as to what to dredge or not to dredge, add the criteria here. Each line
will be logically AND-ed together. Think “Dredge all items where the following is true:” Criteria AAND
Criteria B AND Criteria C AND etc.

Sender

Recipient

Attachment size (bytes)
Attachment name
Category

You may select based on:

+ Subject

+ Sender

+ Recipient

+ Attachment Size (in bytes)
+ Attachment Name

+ Category

And whether they are equal to, not equal to, contain or do not contain the item you specify.

This gives you great flexibility and granularity. It allows you to customize dredges and retention for
many different groups, or even individuals.

Folder Scope

By default, we dredge items from all folders. You can specify one or more inclusions or exclusions.

Your choices are:

+ Dredge everything
+ Dredge only these listed folders
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+ Dredge everything except these listed folders

Items from Al Folders
OMLY items from folders listed below
Al folders EXCEPT those listed below

How to specify the list of folders to dredge/exclude:

1. Specify a System Folder (mandatory). Example: Calendar.
2. You specify a subfolder of that folder (optional).
Example: entering “old” would mean the folder “old” under “Calendar”.
3. You can have multiple hierarchies under that with the / delimiter.
Example: “old/mail” would mean the subfolder “mail” under “old” under “Calendar”.
4. You specify if the option includes subfolder.

Example: If you select “old” and “includes subfolder” is unchecked, “Calendar/mail” is selected. If
“includes subfolder” is CHECKED, “Calendar/old/mail” would also be selected.

You may now configure Schedules, Workers and Jobs.

Distributions Lists

You can create distribution list in Exchange Admin Center to manage information dissemination.
Retain will query Exchange for a list of users in each distribution list. While you can create a
distribution list in Active Directory Users and Computers these changes will not be reflected in
Exchange therefore Retain will not see them. If you wish to rename a distribution group it needs to be
done in Exchange or Retain will not see it either.

Distribution lists can be hidden in Exchange. If a distribution list is hidden, Retain will not be able to
see the users associated with the distribution list and will not be able to archive the distribution list.
The distribution list will be marked as (hidden) in Job | Mailboxes | Distribution Lists.

Dynamic Distribution Lists cannot be seen by Retain as they only create a user list at the time the
message is sent. So, it is more of a filter then a list. Remember to refresh the address book if you
wish to see the latest list changes.

Exchange Message Dredging Process Overview

How does Retain get messages from Exchange?
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DNS Aulodissover SRY - Mailbox Database

1. When a job starts, the Retain Worker will query the DNS for the SCP record to the URL of the
Active Directory Global Catalog Host.

2. Then the worker queries Active Directory for the Autodiscover SCP Records and Active
Directory returns the Autodiscover URLs. The URLs tell Retain where to connect to
autodiscover. There are also some default autodiscover URLs that Retain uses to connect to
autodiscover.

3. Retain then uses autodiscover to connect to the Client Access Server. It is helpful to have an
autodiscover SRV record on the DNS to speed up this process.

4. Once Retain has connected to the Client Access Server (CAS), the CAS uses EWS to connect
Retain to the correct Mailbox Server.

5. Retain uses the impersonation user credentials to enter the mailbox of the user we are
attempting to dredge messages from. Retain queries Exchange for messages that meet the
criteria set in the job.

6. Exchange then serves the oldest message that meets the criteria back to the Retain Worker
through EWS on the CAS.

7. The Retain Worker receives the message and opens it to query the Retain Server if the message
body or attachments already exists.

a. If the Retain Server determines that the message is new, then the body and attachments
are stored in the archive, the header information and hash is saved in the database with
links to the archive and the contents of the message are indexed.

b. If the message already exists, the database is updated with the header data and linked to
the existing data, and the existing message body or attachment is dropped by the worker
and the next message is retrieved from the email system.

Troubleshooting Exchange Performance

In general, we have found that acceptable throughput is in the 3-5 messages per second range. In
well designed systems with sufficient hardware resources we have seen throughput above 10 m/s.
There is definitely an issue if the throughput is less than 3, and we have seen instances of less than
0.1. The first place to look is the worker log.
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Mailbox Delays

We are looking for how long it takes Retain to log into each mailbox and when it finds the endpoint
which tells us it entered the mailbox.

Search the log for lines containing:

enterMai Ibox
Discovered endpoint

Now you want to compare the difference in times between these two lines. It should be less than 2
seconds. If it is significantly longer than 2 seconds it is most likely an issue with the DNS not properly
serving autodiscover.

2015-09-25 12:00:07,256 TRACE [RTWQuartzScheduler_Archive Worker-1]
com.gwava.caapi.MailboxArchivingStats: enterMailbox: JDoe@RETAIN.GWAVAUTAH
2015-09-25 12:02:14,177 DEBUG [RTWQuartzScheduler_Archive Worker-1]
com.gwava.ews.archiveimpl.process.ExchangeUser: Discovered endpoint: https://
ad.test.sys/ews/exchange.asmxscreen

This indicates that there is an issue with how autodiscover is configured in the DNS. It may need an
SCP or SRV record.

Message Delays

Another thing to search for are connection failures and retries, which increase each time it fails which
can add up to 4 minutes:

search for items
Software caused connection abort: recv failed
EWS request failed: null. Will retry after

2015-07-22 00:25:25,056 TRACE [Thread-1341102]
com.gwava.ews.RetainExchangeWebserviceFactory: retry, exception :
Javax.xml.ws.WebServiceException: java.net.SocketException: Software caused
connection abort: recv fTailed
at
com.sun.xml .ws._transport_http.client_HttpClientTransport.readResponseCodeAndMessag
e(Unknown Source)
at
com.gwava.ews.archiveimpl.process.CursorFetchThread. run(CursorfFetchThread. java:133
4)
Caused by: java.net.SocketException: Software caused connection abort: recv failed
at java.net.SocketlnputStream.socketReadO(Native Method)
at
sun.net.www.protocol .https.HttpsURLConnectionlmpl.getResponseCode(HttpsURLConnecti
onlmpl.java:318)

. 27 more
2015-07-22 00:25:25,056 DEBUG [Thread-1341102]
com.gwava.ews.RetainExchangeWebserviceFactory: EWS request failed: null. Will
retry after 2 seconds

This will retry a few times with longer delays untl it aborts. Here we are losing connection to the
Exchange server while already in a mailbox. This can indicate that there are issues with either a
message attachment or the webserver on the Exchange or CAS servers is unable to serve the item at
this time. Go to the message in Outlook or OWA and see if it can be accessed.
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If the message can be accessed successfully export it as a .pst and use the PST Importer to bring it
into Retain.

If the message cannot be accessed successfully then it will have to be deleted.

Exchange Health

You may also want to check the health of the Exchange server itself.
Performance Monitor

The first thing to check is the performance of the server by going into Performance Monitor to see it is
above 80% utilization of CPU, Memory, Disk and/or Network. If they are consistently high you will
want to use the various Server health, monitoring, and performance cmdlets to pinpoint the issue

Queues

Another thing to check are the Queues. The mail queues are how Exchange handles mail. You can
see they by going into Exchange Tookbox/Queue Viewer. The number of messages in the queues
should be low, if there is a queue with hundred or thousands of messages and they are not being
cleared then that queue may have a stuck message, which would need to be cleared.

You can also use the Exchange Managment Shell (EMS) to check the status of the queues.
Get-Queues
Mailboxes

Another thing to check are the mailboxes. Performance can degrade if a mailbox has too many
messages (~100k). The number of messages is more important then the size of the messages. For
large systems you should pipe to a file since this command can exceed the EMS buffer.

Get-Mailbox | Get-MailboxStatistics > c:\mailboxstat.txt

If there is a specific mailbox with issues you may need to repair the mailbox.

Server Health

You can get a quick overview of an Exchange server's health by running this EMS cmdlet:

Get-ServerHealth -Identity server1 | Sort-Object AlertValue | ft Name, AlertValue

Exchange Throttling Policy and Bandwidth/Performance (2013)

Microsoft Exchange 2013 uses client throttling policies by default to track bandwidth for each
Microsoft Exchange user and enforce bandwidth limits as necessary. Throttling policies should be
turned off for the Retain Service Account, because they can affect the performance of Retain for
Exchange when accessing mailboxes with a large number of folders and mail items.

1. On a computer that hosts the Microsoft Exchange Management Shell, open the Microsoft
Exchange Management Shell.
2. Type these commands:
a. New-ThrottlingPolicy [give it a policy name of your choosing]
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b. Set-ThrottlingPolicy [policy name from step "a"] -RCAMaxConcurrency Unlimited -
EWSMaxConcurrency Unlimited -EWSMaxSubscriptions Unlimited -CPAMaxConcurrency
Unlimited -EwsCutoffBalance Unlimited -EwsMaxBurst Unlimited -EwsRechargeRate
Unlimited

c. Set-Mailbox [Retain impersonation user account] -ThrottlingPolicy [policy name from step
lla"]
3. To check the policy run the command: Get-ThrottlingPolicy -Identity [policy name from step "a"] |
Format-List

Exchange Throttling Policy and Bandwidth/Performance
(2010)

The error indicates that either you have a throttling policy applied or the Exchange server is busy.
Microsoft Exchange 2010 uses client throttling policies by default to track bandwidth for each
Microsoft Exchange user and enforce bandwidth limits as necessary. Throttling policies should be
turned off for the Retain Service Account, because they can affect the performance of Retain for
Exchange when accessing mailboxes with a large number of folders and mail items.

1. On a computer that hosts the Microsoft Exchange Management Shell, open the Microsoft
Exchange Management Shell. Find out the default Throttling Policy: Get-ThrottlingPolicy

2. Type these commands:

a. New-ThrottlingPolicy [give it a policy name of your choosing] -RCAMaxConcurrency $null -
RCAPercentTimelnAD $null -RCAPercentTimelnCAS $null -
RCAPercentTimelnMailboxRPC $null -EWSMaxConcurrency $null -EWSPercentTimelnAD
$null -EWSPercentTimelnCAS $null -EWSPercentTimelnMailboxRPC $null -
EWSMaxSubscriptions $null -EWSFastSearchTimeoutinSeconds $null -
EWSFindCountLimit $null

b. Set-Mailbox [Retain impersonation user account] -ThrottlingPolicy [policy name from step
llall]
3. Check the Throttling Policy for the "retain" impersonation user: Get-ThrottlingPolicy -ldentity
[policy name from step "a"] | Format-List

Exchange Journaling Mailbox

Using Exchange Journaling Mailbox is not recommended, but there are some situations were it is an
option.

According to a Microsoft technician, they recommend at least 1 journaling mailbox per mail server.
Exchange can only effectively support mailboxes under 5 - 10G. Exchange will begin to suffer from
performance issues when the Inbox begins to exceed 2500-5000 messages. http://
blogs.technet.com/b/exchange/archive/2005/03/14/395229.aspx

This means that, once you enable a journaling mailbox, you should begin archiving its contents and
using the Retain option to delete the items from the mailbox once archived. However, if there are
delays in getting those journaling mailboxes archived, you should watch the size. If it gets to 5G, turn
it off and re-route email to another journaling mailbox until you get all of them archived and emptied
out.

1. Set up a journal mailbox for each mailbox database.
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2. Journaling jobs should have their own Profile with the Scope set to "All messages (ignore date)"
and Duplicate Check set to "Try to publish all message (SLOW)" to gather all messages from the
beginning of the mailbox. This profile can be used for all journaling mailbox jobs.

3. Under Job, "Enable Journaling" and "Delete archived items from journal" must be enabled
(checked) so that the journaling mailbox is cleared during the job, and choose the journaling
mailbox you want archived. Create a separate job for each journaling mailbox.

Important note: As Retain archives the journal mailbox it creates a list of messages to be deleted but
will only send the delete request when it exits the mailbox. If the job fails before it exits then the
messages won't be deleted. Limiting the scope of the job to allow Retain to finish the job successfully
will ensure that the messages are deleted.

How to Transition from Journaling to Rolling In-Place Hold for
Exchange Archiving

There are changes you will have to make in Exchange and Retain to make this transition go as
smoothly as possible.

Mandatory Exchange Tasks:

1. Enable Rolling In-Place Hold. You can test that the hold is properly enabled by going into
Outlook or OWA and deleting an item, going into the recoverable items dialog and attempting to
purge the item. It should end up in the Purges folder which the user cannot see but Retain can.
So you will need to run an archive job against it to see it within Search Messages in Retain. In
Exchange 2010 you would want to enable Single ltem Recovery which allows you to set a rolling
duration for holding deleted items.

Get-Mailbox | Set-Mailbox -SingleltemRecoveryEnabled $true -RetainDeletedltemsFor 90

2. Disable Journal Rule in Exchange. Once the rolling in-place hold is enabled, you can disable the
journal rule in Exchange. https://technet.microsoft.com/en-us/library/
bb124264%28v=exchg.141%29.aspx

Mandatory Retain Tasks:

1. Keep the existing Retain journaling job and allow that to run until the journal mailbox is empty. If
you are currently unable to archive your existing journal mailbox(es) because they have become
too large for Exchange to manage, there are powershell scripts for transfering mail to another
mailbox.

2. Create New Profile. The primary option to enable is Profile/Miscellaneous/"Include user's
recoverable items". With this option enabled Retain will dredge each users recoverable items
folder and all items and folders inside it, except the logs found in the Audits subfolder.

3. Create a New Job(s) If you have multiple Exchange databases we recommend one job per
mailbox database and one worker per job so they can run in parallel. (Retain Technical Support
has a PowerShell 4.0 script to make this easier)

Large Attachments and/or Messages Cannot Be Archived

Symptoms you may notice when experiencing problems with default IS limitations:

+ Retention is turned on in GroupWise and messages up to a certain date can't be deleted.
+ Errors on retrieving attachments show in the Worker log.
+ Can see messages that don't have all the attachments in Retain.
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+ You may also have difficulty getting larger exports through the web interface (exports larger than
28.6 MB).

+ When logging is set to diagnostic for the Worker you can see errors like this:

15:15:15,668 RetainServerCommunication - Attempt to connect, but Server returned HTTP status
(404): Not found (this line is typically repeated several times over the course of 5 minutes)
15:15:15,668 RetainServerCommunication - Giving up...too many retries! 15:15:15,668
ArchiveAttachment - Send a nice healthy blob:Archive: ERROR: Fatal Error Result=AddedEMails: 0,
emaillD=null, parentID=null 15:15:15,691 JobUtilities - HandleArchivingException

*Note: IS is not supported by GWAVA. These are suggested methods for allowing Retain to archive
large emails through 11S. For further information visit the MicroSoft support pages: http://www.iis.net/
configreference/system.webserver/security/requestfiltering/requestlimits (http://www.iis.net/
configreference/system.webserver/security/requestfiltering/requestlimits) Some other useful
information can also be found on the IS forums: http://forums.iis.net/t/1066272.aspx (http://
forums.iis.net/t/1066272.aspx)

This may not be as much of an issue in Retain installations that were created with 3.x and newer. The
RetainWorker will now communicate, by default, directly to the RetainServer on port 48080 thereby
bypassing IIS. If you'd like to change this for an older installation, change the connection address of
the worker. See the manual (look up "Worker Configuration™) for your particular installation for more
information. You may still have this be an issue on your Exchange server when Retain tries to collect
from it if there are message attachments or messages that are larger than whatever ISS is set to
allow through. This would be a setting on the Exchange side that would need to be changed. Default
is 30000000 bytes.

For getting exports out of Retain you can also choose to bypass IS and use http://(RetainlP):48080/
RetainServer. IIS integration is more of a convenience to point users at Retain so that you don't have
to deal with port information in a URL and other advantages that this can provide.

[IS, by default, limits the amount of data that can be imported by Retain. You can remove, or at least
mitigate, this limitation by changing 4 settings. This example will be assuming you'd like to archive
files up to 931 MB.

1. 1. You'll need to increase the limit on how much data the RetainWorker and RetainServer can
push/pull through IIS. You can do that using the following command*:

a. ** %windir%\system32\inetsrv\appcmd set config "Default Web Site/RetainWorker" -
section:requestFiltering -requestLimits.maxAllowedContentLength:1000000000

b. %windir%\system32\inetsrviappcmd set config "Default Web Site/RetainServer" -
section:requestFiltering -requestLimits.maxAllowedContentLength:1000000000

c. Current testing indicates that you'll also have to do a blanket statement:
Y%windir%\system32\inetsrvlappcmd set config -section:requestFiltering -
requestLimits.maxAllowedContentLength:1000000000

*Note: the number at the end of the command is the size you'd like to have as the max in
bites.

**Note: the "Default Web Site/RetainWorker" piece may vary depending on your server
setup. See the picture in the next section.
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Administrator: Command Prompt
Microzoft Windows [Uersion 6.1.7608]

Copyright €<c» 280% Microsoft Corporation.

All rights reserved.

C:sUserssAdministratord2uindirzssystendZsvinetsrusappemd set config “"Default Ueh
SitesRetainllorker” —section:requestFiltering —requestLimits.maxAllowedContentLen
gth: 1000000008

Applied configuration changes to section "system.webhferver security-requestFilte
ring" for "HHCHINE/UEBROOT/ﬂPPHOST/Default lleh SitesRetainWorker'" at configurati
on commit path "MACHIME-UEBROOT ~APPHOST Default Weh SitesRetainlorker"

C:sUserssAdministratord2uindirzssystendZsvinetsrusappemd set config “"Default Ueh
SitesRetainServer" —section:requestFiltering —requestLimits.maxAllowedContentLen
oth:10800A0ABA

Applied configuration changes to section "system.webferver security-requestFilte
ring” for "MACHINEAWEBROOT -APFHOST. Default Webh SitesRetainServer' at configurati
on commit path "MACHIME-UEBROOTI ~APPHOST-Default Weh SitesRetainServer"

C:sUserssAdministratord2windirzssystemnd2vinetsrusappemd set config —section:iregu
estFiltering —requestLimits .maxAllowedContentLength:1HA00EBENA

Applied configuration changes to section "system.uwebferverssecurity-s-requestFilte
¥igg;Hgg¥ "MACHINEAWEBROOT ~AFFHOST" at configuration commit path "MACHIMNE.-WEBROOQ
/ L

C:sUserssAdninistrator’

2. 2. If you don't like command line you can also change it through the IIS manager.
a. Bring up the IIS manager and highlight "Default Web Site"

"ﬁlnternet Information Services (IIS) Manager

(€] € » RETAN-WINDOWS b Sites b DefaultWebSite » &
File View Help

Actions

g Default Web Site Home

“@- B

Eﬁ Start Page

Open Feature

250

ilters - G w : Explore
=1-3] RETAIN-AWINDOWS (RETAIN-VT s &1 Show All | Groupby: Area e
2 Appl\cahnn Pools ASP.NET EdltPamssL
te 4} -- Edit Site
’ l.& v
‘:- - - ¢ =¥ — Bindings...
&-[¥ RetainServer NET MET JMET Error MNET JMNET Trust Application | Basic Settings...
s Authorizati... Compilation Pages Globalization Levels Settings o
B : RetainStatsServer View Applications
F-[=* RetainStubServer = Ve
& RetainWarker g [ iew Virtual Directories
Connection  SMTP E-mail Manage Web Site 2
Strings - Restart
s @ Stop
r\? | ) = & | = | Browse Web Site
1 [/ = ad4 =l —
= s @] Browse *:30 (http)
Aut:henncahon Compression Default Directory Error Pages Handler
Document Browsing Mappings Advanced Settings...
- A f" 1 ::>F| Configure
¥ = -
48] "] L_J It Ll Limits...
HTTP Redirect HTTP ISAPI Filters Logging MIME Types Modules -
Respo... @ Hep
. Online Help
o
= &0 = o
" | o= 13-4
d o1
Output Request SSL Settings
Caching Filtering

I |

Ready

b. Double click on "Configuration Editor" as shown in the figure above.
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c. Use the "Section" area drop down box to go to "requestFilterg" as shown in the following

figure.

'!E Internet Information Services (IIS) Manager

@5, [@ » RETAIN-WINDOWS P Sites b Default Web Site »

Eile  View Help

¢- - |Z |8

'l{='_| Start Page

Eaﬂ RETAIN-WINDOWS (RETAIN-WI
|2} Application Pools

[E- @] Sites
E-€P Default Web Site

; ? jakarta
¥ RetainServer
[2¥ RetainStatsServer
“¥ RetainStubServer
? RetainWorker

@

Configuration Editor

Section: appSettings

-1 system. ftpServer
-l system.net
-1l system.transactions

B[ system.web
[:> = system.webServer
l::} &L security

- authentication

f access

f’ applicationCependencies
-4 authorization

-3 webdav

|»

d. Expand the "requestLimits" section. Change the "maxAllowedContentLength" shown in the
next figure to the size (in bytes) you would like to be able to pass though.
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"!E Internet Information Services (IIS) Manager [_ O] x]

@.}Q [9 b RETAIN-WINDOWS » Sites b Default Web Site » Im f.’} |® -

File  Vview Help

Q- L2 |8 e Configuration Editor e
‘?_ﬁ Start Page Section: system.webServer/security/requestFil ~ From: Default Web Site Web.config - =) Cancel
(-85 RETAIN-WINDOWS (RETAIN-W] = -
¥ Application Pools =l Deepest Path: MACHINE/WEBROOT/APPHOST [Default Web Site ¥ Generate Script
8| Sites allowDoubleEscaping False Configuration
E & Default Web Site allowHighBitCharacters True Search G
¥ jakarta alwaysAlowedQueryStrings (Count=0)
alwaysallowedUrls (Count=0) Section €3
denyQueryStringSequences (Count=0) RevartToPa
[#¥ RetainWorker :;Z:Jh:::g::mes (Count=0) Lock Section
filteringRules {Count=0) ‘requestLimits’ Element ~
| hiddenSegments EEE———
= £ [ Lochisnes
e headerLimits (Count=0) K Remove
DnaxAllnweanntentLengﬂ'\ SDDDD@ '@' Help
maxQueryString 2048 i
maxUrl 2096 Online Help
unescapeQueryString True
verbs
requestLimits
J | :
Configuration: Default Web Site Web.config aj:g

e. Repeat for both RetainServer and RetainWorker.
3. 3. You may also need to change the timeouts in 1IS. To do this:
a. Open the IIS manager.
b. Highlight "Default Web Site".
c. Click on "Limits"
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" Internet Information Services (IIS) Manager [-[O]

@p—g [0 ¥ RETAINAWINDOWS » Sites P Default Web Site »

}m. 1@ -

File View Help

Ready

| Default Web Site Home
- | =] |5’ 21 Explore
-8 Start Page =l = Edit Permissions. ..
592 reTam-wioows ReTam-nr | IS  BiG - \ErShow Al |Groupby: Area - E- E
e iicati Edit Site
; L2} Application Pools s
=& Sites ; _ . Bindings...
Yo ) Y s
@ %-‘«-l \%‘E‘J @ =0 <,\:7,1 [E] Basic Settings...
RetainServer Authentication Compression Default Directory Error Pages Handler HTTP iew Applications
RetainStatsServer Document  Browsing Mappings  Respa... View Virtual Directories
RetainStubServer - = m R i = e —————————
¥ RetainWorker é L” J’l'\‘ &%ﬂ ihrﬁ = % Manage Web Site A
ISAPI Filters Logging MIME Types Modules Output Request 551 Settings ¥~ Restal
Caching Filtering P start
B Stop
Management -
Browse Web Site
El Browse =80 (http)
Advanced Settings...
Configuration e
Editor Conken 8
L@l Help
Online Help
P | | » E] Features View |/ - Content View

d. Change "Connection time-out (in seconds):" to the desired time.

Edit Web Site Limits
™ Limit bandwidth usage (in bytes):

l—

— Conmection Limits

Connection time-out (in seconds):

( 300

I Limit number of connections:

o

QK I Cancel

Moving Users to a New Exchange Domain

If you need to move your users to a new Exchange domain without changing their email addresses
(for example from user@organization.local to user@organization.org) you will need to use the
moveMailboxes tool to keep the users associated with their existing archive, otherwise a new archive

will be created for all users.
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Prerequisites

1. The new on-premise Exchange system can not have been archived by Retain before.
2. The users continue to use the same email address, though the UPN may be different.

Procedure

In the Retain Web Console, go to the Exchange module and select configure.

Under the Impersonation tab, enter the new impersonation user credentials.

Under the Exchange Forest tab, reconfigure the settings to the new Exchange system.
Click the Test Connection button to confirm the connection can be made.

Save your changes.

o gk w b=

Return to the Module Configuration page and Refresh the Address Book by clicking the Refresh
Address Book button. Wait for the refresh to complete.

7. Open the RetainServer log and tail the log to watch progress of the tool. On Windows a utility
program like baretail is useful for this.

8. Open a new tab and enter the URL: http://<your Retain Server Address>/RetainServer/
util/moveMai lboxes. jsp. The page will be blank.

9. In the RetainServer log when the migration is complete, you will see the message
""MoveMai lboxes: mailboxes moved: [amount of mailboxes]. Process Complete."

10. Re-index all messages. In the Retain Web Console, go to Server Configuration | Index and press
the Re-index All Messages button. This may take significant time in larger systems and search
will be limited as the re-index is going on.

11. Once re-indexing is complete, archiving can resume normally.
When the users log into Retain they will see two folders one with the mails from the original Exchange

system and the other with mail from the new system. They have different system IDs so cannot be
combined seamlessly

BlackBerry Module

The BlackBerry module allows the collection of BlackBerry phone data from the Enterprise server into
the Retain system. BES 5.x, 10.x, and 12.x are supported.

To archive the BlackBerry information, the BlackBerry Enterprise Server must be configured to log
phone calls, PIN, BBM and SMS data.

Archiving BBM Enterprise data is also supported through the REST API. (Archiving BBM Enterprise
will require two additional licenses: REST API license and the BBM Enterprise License. See the rest
API section.)

Prerequisites

The server log files are what Retain uses to collect the information about phone activity, and as such
no software or modification needs to be made to any system phones. If the BlackBerry server has not
been configured to log the data, Retain will be unable to archive the information.

For BES 5.x, instructions to modify the logging in the BlackBerry Enterprise Server can be found in
the BlackBerry Enterprise Server help file. (Found under Start | Programs | BlackBerry Enterprise
Server | Help | BlackBerry Manager Help)
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For BES 10.x and 12.x, users must be set on EMM — Regulated mode and have the logging set to
‘yes’ for all types desired. Balanced mode users will not have logs created for them in the BES
system and as a result will not be archived.

For BBM Enterprise (BBMe), TLS 1.0 or 1.2 must be configured on the web server on the Retain
Server or Retain Router, depending on the endpoint you will be using for your BBMe devices. NOTE:
TLS 1.0 or 1.2 is required. 1.3 will not be sufficient. See the appropriate link for configuration
instructions:

[IS: https://msdn.microsoft.com/en-us/library/windows/desktop/aa374757(v=vs.85).aspx
Apache: https://httpd.apache.org/docs/2.4/ssl/ssl_howto.html

BBMe Supported Ciphers: "ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-RSA-AES256-GCM-
SHA384:ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES128-GCM-SHA256:DHE-RSA-
AES256-GCM-SHA384:DHE-DSS-AES256-GCM-SHA384:DHE-RSA-AES128-GCM-SHA256:DHE-
DSS-AES128-GCM-SHA256:ECDHE-ECDSA-AES128-SHA256:ECDHE-ECDSA-AES256-
SHA384:ECDHE-RSA-AES256-SHA:ECDHE-ECDSA-AES256-SHA"

BlackBerry Module Setup
Installing the BlackBerry Module is incredibly simple. Essentially, the module needs to be enabled
and configured with the BES log file location. Afterwards, the data is treated the same as any other

data entering the Retain archive. Data is archived in the database under the user/phone it originated
from and can be searched and viewed through the Search Messages interface.

Configuring the Module

To enable the BlackBerry Module, select the ‘BlackBerry Module’ from the module page and click
‘configure’.

Configure

Install 10-Feb-2014
Date 17:06:20

SELE Configured.

Core Settings tab

The module needs to be enabled on this page to make it active in the Retain system.

The module can be given a name.
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The Send Method option enables either the SMTP Forwarding or FTP features. For either feature to
appear and function, the Module Forwarding tab must be configured on the Server Configuration
page. See that section for more information.

The BlackBerry module needs to be enabled on this page to make it active in the Retain system.

@ BlackBerry “ O

BlackBerry specific information is configured here.

Core Settings BES Servers
BES Integration

Mormally these entries should be enabled.

# Enable Address Book Caching determines if this module caches address book entries from its directory services during Maintenance.
# If Enable Jobs is not enabled, no jobs pertaining to this module will be sent to Workers.
Madule name |BlackBerry-1
Enable Address Book Caching
Enable Jobs

Mormally this entry should be disabled.

* Send BlackBerry items to an external system.

select Ssend Method | dizabled

BBM Integration

There are three parts to setting up the BEM Integration: a Tenant |D, an optional Message Router and exporting the configuration. The BBM

configuration will need to be updated when the Message Router connection settings, the device transmission frequency, the protected
messages only flag, or the username and password change.

* A Tenant ID was generated for your Retain system when this page was loaded. It is used to identify your system during the
registration and data collection processes.

# The Message Router can receive the registration and data collection requests from the devices and forward them on to your Retain
Server.

# The Retain BBM configuration needs to be exported from Retain and then imported into the BlackBerry consale.

Tenant ID c145f579-6ca3-4063-%cda-6b0f4bosdeéa
Use Message Router |:|
Device Transmission Frequency | 60 minutes (3-1440)

Only Archive Protected Messages | |

Export BEM Configuration

The Send Method option enables either the SMTP Forwarding or FTP features. For either feature to
appear and function, the Module Forwarding tab must be configured on the Server Configuration
page. See that section for more information.

For address book caching to occur, it must be enabled on the Core Settings screen. For more
information on caching, see below.

Before data can be archived, the BES Servers must be configured and a BES log file path must be
provided.
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If BBM Enterprise integration is to be used, no BES servers will be listed and no other configuration in
the BlackBerry Module is required. However, the BBM Configuration file needs to be exported and
uploaded to the BBM server. Please see the BBM setup and install checklist for specific information
on how to configure the BBM server.

BBM Integration

There are three parts to setting up the BBM Integration: a Tenant 1D, an optional Message Router and exporting the configuration. The BBM configuration will need to be
updated when the Message Router connection settings, the device transmission frequency, or the username and password change.

® A Tenant ID was generated for your Retain system when this page was loaded. It is used to identify your system during the registration and data colection processes.
® The Message Router can receive the registration and data collection requests from the devices and forward them on to your Retain Server.
® The Retain BBM configuration needs to be exported from Retain and then imported into the BlackBerry console.

Tenant ID 7i828252-8f6f-44f1-8089-d46ch22994d4
Use Message Router

Device Transmission Frequency 5 minutes (5-1440)

Export BBM Configuration

BES Servers

The module needs the location of each BES server. Click the green plus sign to add a BES server.

] BlackBerry

BlackBerry specific information is configured here.

Core Settings BES Servers
BlackBerry Enterprise Servers

The Retain Worker needs to know where the BES log files are located.

Retain accesses the BlackBerry Enterprise Servers via the SOAP protocol which needs to be enabled.
I{,IZI Add BlackBerry Enterprise Server

Server Mame BESSTravisLogs

Logfile Path /mnt/software/GWAVAInc/Retain/BESlogs/ Travis_BESS
SOAP Host
SOAP Port
SOAP User
SOAP Password

Test Connection

The log file location must be the address to the Blackberry Server log files, from the perspective of the
Retain Worker. Regardless of where the worker is installed, local or remote to the Blackberry Server,
it must have direct file access to the logs. This access can be accomplished through a shared folder
or location, but it must be available to the Retain worker. The path must be an open and active path
from the Worker to the log file location. Appropriate access through firewalls or network security must
be made available if the worker is not installed on the BES system.

It is important to keep in mind that the log path needs to be the path relative to where the Retain
Worker is installed. If the Retain Worker is installed on a system that is local to the log directory than
a local path can be used here. If the Retain Worker is on a remote system than a UNC path must be
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used. If using a UNC path to a Windows share it is necessary to ensure that the Retain windows
service (tomcat) be running under a user with the proper rights and permissions to read the log data
being shared.

The SOAP data must also be filled-out. The SOAP connection is how the Retain Server connects to
the BAS service’s SOAP interface in order to cache the address list. SOAP must be enabled on every
BES listed. List every BES server which the Retain system will be archiving data from. The SOAP
address or host name and port which is configured must be specified for each Server. The SOAP
user name and password are the credentials to the BES admin web console.

Caching

Retain will attempt to cache the address book from each server listed if address book caching is
selected. Because the Blackberry Server logs, and especially the BBM Enterprise data does not
always contain user names attached to the device ID’s, Retain works to cache the address book to fill
out data for messages; user name, email address, etc. Without Address Book caching, stored
message data may only be identified by a device ID or phone number. Each server’s configuration
has a test button to help ensure that Retain can successfully connect to the server. Selecting the ‘Test
Connection’ button will initiate a connection attempt by Retain for the server. The results will be
displayed after the test has been completed.

BlackBerry Profile

To create a new profile to archive BlackBerry data, first select the ‘add profile’ button and name the
profile. Then continue configuring as desired.

Core Settings tab

The Core Settings tab holds the enabling setting, which allows jobs connected to this profile to run.
This must be checked before jobs will run.

.
OI !etaln Language English  [Bsl Welcome, 2dmin | About | Tools | Status & Updates | Logout

m

Overview Profiles 9] o
Documentation
Search Messages v
Auditing
System Log BBM Protected profile -
Reporting bes12 profile

o BES Profile - Ignore Ttemn Store Flag Add Profile
Monitoring

BES Profile - ITtemStore

BES Profile - Only SMS -
Data Collection Edit Profile ® beetz job

Associsted Jobs

Schedules

= Profiles Remove Profile

GroupWise

Exchange

Social Messaging

Maobile

Google Apps

BlackBerry

CellTrust
Workers Core Seftings ~ Message Settings  Scope  Advanced

# Jobs

Profile bes12_profile loaded.

Profile Name besi2_profile

Profile Functions

Management

[“]Enable Archiving (store messages in Retain)
Users

Groups
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Message Settings tab

The message settings tab can be used to exclude or include specific data types for this profile. By
default, all types of messages will be archived. All BlackBerry data which is selected to be archived
must be logged in the BlackBerry Enterprise Server or the data will not be available for Retain to
archive it.

Core Settings Message Settings Scope Advanced

Item Type

By default, Retain stores every type of message. You can restrict this.

Jisms IMMs [¥IPhone call ¥IBB PIN [¥IBBM

Item Source

Messages are classified in one of these categories. You may restrict the storage of messages if desired.

¥|Received [¥|5ent

Scope

This is the most critical tab to fill out as it sets the limits on how much to archive.
Core Settings Message Settings Scope Miscellaneous Advanced

Date Range to Scan

L]

New items

Advance Flags

You may not want to advance the flag after running the joh.

L] pontAdvance Timestamp

Date Range to Scan

The Date Range determines which message items are collected, depending on the date of the
message.
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All Ttems in Mailbox

Mumber of days before job start date and newsar
Number of days from job start date and older
Spedfy custom date range

Spedfy custom date range relative to job start

New Items: All items that have not been archived by Retain since the last time the job ran.

All Items in Mailbox: All items in the mailbox starting from 1/1/1970, duplicates will be processed but
not stored if they already exist in the Retain archive.

Number of days before job start date and newer: Only items from the relative number of days from the
time the job began will be archived. E.g. messages that came into the email system 7 days ago or
less.

Number of days from job start date and older: Only items previous to the relative number of days from
the time the job began will be archived. E.g. messages that came into the email system 7 days ago or
more.

Specify custom date range: Only items between two absolute dates will be dredged.

Specify custom date range relative to job start: Only items between two relative dates will be dredged.
E.g. messages that came into the email system between 7 and 5 days ago.

Advance Flags

Enabling "Don't Advance Timestamp" will not update the timestamp flag. Items that are dredged will
still be considered new by Retain the next time the job runs.

This is useful when troubleshooting, but is generally not used for normal jobs.

Advanced

If you want to be more specific as to what to dredge or not to dredge, add the criteria here. Each line
will be logically AND-ed together.

Core Settings Message Settings Scope Advanced
Advanced Criteria

You may add advanced criteria such as specific attachment names, sizes, subject here.

Add

Delete | sSubject |L] is |L]
Sender is not
Recipient contains
Attachment size (bytes) does not contain

Attachment name
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Think “Dredge all items where the following is true:” Criteria A AND Criteria B AND Criteria C AND
etc.

You may select based on:

+ Subject
+ Sender
+ Recipient

+ Size

*

Attachment Name

Whether they are equal to, not equal to, whether they contain or do not contain the item may be
specified.

This provides great flexibility and allows you to customize dredges and retention for many different
groups, or even individuals.

Blackberry Jobs

All data collection for the Blackberry module is configured through the Blackberry job interface. The
jobs here combine the Profile, the Schedule, and a Worker together to archive the specified server
logs. A Job must have a Profile, Schedule, Worker, and a selected server, before it can be saved or
run. To create a new job, click, ‘Add Job’, and configure and save.

Core Settings

The core settings tab contains the basic configuration. Select the ‘Job enabled’ option to enable
archiving. Also, select a Schedule, Profile, and Worker to complete the job. If the SMTP Send is
enabled, the worker will forward BES message data.
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.
O I !eta I n Language English ~ [Ral Welcome, admin | About | Tools | Status & Updates | Logout

Overview ;&;& Jobs m () o
Dacumentation
Search Messages 4
Auditing
System Log 0 BES 05 Mow -
Reporting 0 BES 103 Now =
Monitoring 0 BES 10 Now Add Job
0 BES 12 Now
Data Collection EE?DErEEeD%?DdDJob Edit Job
Schedules BESO5 at 09:00
B Profiles gEgg: aE 1233 Remove Job
. at 11:
Croupwise BES0S at 12:00 S
Exchange
eI Job 0 BES 10 Now loaded.
Mobile
Google Apps
BlackBerry Job 0 BES 10 Now
CellTrust
Workers Core Sefttings ~ Maiboxes  MNotification ~ Status
= Jobs
GroupWise Core Settings
Exchange
Social Messaging Job enabled
Maobile Each Job must have the following assigned to i:
Google Apps ® schedule - How often to run
BlackBerry * profile - What to do when running
CellTrust ® worker - Where to run the job
Management Schedule o BES 10 Now -
e Profile| EES Profile - Ignore Item Store Flag -
Groups Worker Locsl Worker  w

Device Management

Deletion Management
Send BES items via the SMTP connector to an external system.

Configuration Enable Sand

Server Configuration
Rules Configuration

Maodule Configuration Itemns archived with this job can optionally be set with an "expiration timestamp” which the Deletion Manager can use
il B et to remove obsolete iterms. The expiration timestamp can only be extended, never reduced.

Storage Manager
S & Enable data expiration

Stubbing Server
Reporting and Monitoring Expire in 1 Days hd

Licensing Base Expiration Time on Dste Ttem was deliverad to mail server. -

The Data Expiration is an option to place a timestamp on the data in the Retain database, which
allows for ease of automation for the deletion manager. In addition, devices such as NetApp, Centera,
and Hitachi HCAP may use this number to enforce hardware level protection of the stored item so
that no one (including Retain) may delete the item before its expiration date. Job Expiration is not
retroactive for mail in the database, and only applies to mail archived by the job that it is active for.
The base folders and criteria are specified under the custom expiration dates accessed through the
‘Add’ button at the bottom. All messages included in any specified folders will have a different date or
be exempted from the standard expiration date. To have messages with custom job or folder
expiration dates properly expire, the deletion management date scope must be set to delete
messages with an Expiration Date older than 1 day.

Mailboxes

The mailboxes tab contains the target users, and BES servers to be archived by the selected job.
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Core Settings Mailboxes Motification Status
Mailboxes

Select the BES server to be included in this job.

BES10 via NFS -

Users

Under the Mailbox tab, select the BES server to be included in the Job. The list of available BES
servers is configured from the Modules page. Once selected, all users associated or present on the
BES server are included.

Once a job has been run, the user list will be populated and further configuration is possible. The job
may also be restricted to specific users, specified on the ‘Include Users’ list, or restricted to exclude
users listed on the ‘Exclude’ list. To add users, expand the User’s option box and select the users to
be archived. Users may be selected through the user search interface, spawned through selecting
the ‘add user’ button.

If there are users listed, then the users listed in the ‘Include Users’ box are the ONLY included users,
while those listed in the ‘Exclude’ window are excluded from the jobs.

Notification

All errors, summaries, and statistics may be sent in an email notification to a desired address on job
completion. If it is desired to be notified, configure the notifications under this tab. At least one of the
two notification options must be selected for an email notification to be created.

Core Seffings Mailboxes Moftification Status
Notification

You can have Retain e-rmail 3 surnmary of operations and/or errors that occurred when the job completes.

rmail.qa.gwava.com
unencrypted -

23

Retaind40@qa.gwava.con

softwarega@gwava.com

EEESESRIRERS (Password is default)

[ mawnmosow] 1/
oty witnoh ol |

| Test Connection |
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Status

On initial creation, there will be nothing of interest shown under the ‘Status’ tab, as the job is under
creation or has not yet run.

However, after a job has been run, or has begun, the ‘Status’ tab becomes a monitoring tool to report
on exactly how much mail and mailboxes have been archived, along with any errors encountered.

Core Settings  Mailboxes  Motification Status

Status [Refreshes in 7]

Job: 0 BES 10 Mow (44344D1D0DFD8521B8D104F360436010)

Job began 11-Mar-2015 12:10:55

Job ended --- 11-Mar-2015 12:11:25 -
Mailboxes 4 4 10977
Messages Archived ] 30 826
Messages Processed ] 923 3997
Messages Deleted 1] 0 0
Errors ] 1
. Jeurent  fast  [Eror |
Mailbox

M5

Error -

Device Management

Devices are managed in Retain through the Device Management interface“Device Management” on
page 480.

BlackBerry

Retain supports archiving data from both BlackBerry devices and devices running the BBM
Enterprise system. Devices running the BBM Enterprise system can have their communication data
archived through the BBM app, obtained from BlackBerry.
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(') Device Management 00

Before managing devices, make sure the Mobile Profile is properly configured.

» Mobile devices can be added for existing Retain users or for a new user.

» Once added, an ermal with a registration .json file and link wil be sent to the user.

» The user should open the email on the device and download the json file or click the registration link.

# Once the registration completes, messages should flow from the device to the Message Router and then to Retain.

# Deleting a device wil stop the message flow to Retain and un-register the device.

= Note: User provisioning options in the Mobile Module should be configured appropriately to ensure user accounts are created.

Delete Devices Generate Report T Add Devices 4 Reregister Devicas Y
— Device List
Enroliment
[ ] Code Display Name EMail Addrass Phone Number Device ID uID Time of Registration
[] cL38FEO Aileen O'Leary aileen@sfgwi4.gwava.net VZDZQCN TPEDS31Y2TYBOMGWX
] oBCBSBC Aiden Li siden@doc.gwava.net 14JR4P TKQDBPBBOBK3MZESAZ
[] OIDMG8C  Leroy Jenkins leroy@sfgw14.gwava.net AESGIQ5160S0MOIMIYSCTXOY

Devices Selected: 0

—Batch Device Registration
See sample for the expected structure.Example

Browse... | No file selected.
Upload a CSV file.

The BlackBerry device page displays all devices which have been registered into the Retain system.
Native BlackBerry and BBM Enterprise devices are displayed together. Retain registers BlackBerry
devices through log files from the BES server or through data sent by the device running the BBM
Enterprise application. If a device is not yet registered, it is either not in the BES address book or no
data has been archived for the device. The device list may be filtered for any specified content
desired. In addition, devices may be selected for removal.

The Delete Device button will remove the device from device management but will not remove the
data.

The Generate Report button will open a new Reporting and Monitoring: Generate report window,
where a report can be created.
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Q I !eta I n Welcome to the Reporting and Monitoring Home Page

Home Report ¥ Schedule Report ¥ Manage Scheduled Reports ¥ System Monitor  Mailbox Error Monitoring Maintenance

Generate report: Device Management

This report generates the device registration details by user, generation time, registration time

Report Output Format HTML v
Registration Date v
Sort Rows by Column
Descending v
Maximum Returned Rows 1000

|i|SeIect.-"UnseIect all actions

v W agistered Uset
Actions e 2 =L,
211 0n Registered Users

Deliver Report In Browser v

Generate

You may now configure Schedules, Workers and Jobs.

BlackBerry Auditing and Archiving Service for BBM

The setup for Retain BlackBerry Auditing and Archiving Service for BBM Enterprise (BAAS) is quite
simple for Retain, as the BBM Enterprise application directly inputs data to the Retain BAAS system.
The BBM Enterprise app can forward data to either the Retain Router or the Retain Server, but it will
only archive to one or the other. Because the BBM Enterprise app communicates directly to the
Retain BAAS system, Retain needs to have an open connection to the Internet. Due to this
requirement, the desired connection should be placed in the network’s DMZ. To protect the Retain
Server, the Retain Router has been designed to be placed in the DMZ. When the Router cannot be
installed in the system, the Retain Server can handle all communication, but will need to be installed
in the DMZ. Whichever will be used, Router or Server, the configuration and a security certificate
must be obtained before setup can be completed.

This supports the BBM App for Desktop (Windows and macOS).
Item and Requirements Checklist:

+ Enterprise ID (From Blackberry)

+ Base APl license (In licensing tab)

+ BlackBerry license (In Licensing tab)

+ REST API base License (In REST API tab)

+ BBM REST API license (In REST API tab)

+ SSL security certificate obtained from a trusted third party certificate authority for either Server or
Router (whichever is to be used).

Pre-setup tasks:

+ Network structure plan (Where to place the Retain Server, and or to use the Router.)
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+ Retain Server setup and configured — or — Server and router configured
+ Router or Server connected to, accessible in DMZ

Setting up the Retain environment:
1. License Retain.

Retain requires a total of 4 licenses to enable Retain BAAS. The first two licenses, base Retain
license and the Blackberry module license, are uploaded to the Licenses page in the Retain
Server management console. The second two licenses are REST API licenses, REST API base
license and the Blackberry REST API license, are installed under the Server Configuration |
REST API tab.

2. Configure Retain server connection.

Found under Server Configuration | Communications tab, the Retain server connection info at
the bottom of the page. This connection setting is the information which will be used by the
REST applications, (in this case BBM Enterprise application), or the Retain Router, to connect to
the Retain Server. If this is not correct, the Router or the REST applications will not be able to
connect the Retain Server. This must be configured before moving on to step

Retain Server Connection

The Router and REST applications will need to know how to connect to the Server. It is highly recommended that you use a DNS
host name for the Host Name. It's important to note that you are specifying the URL from the point of view of the Router or
REST application contacting the Server, which may or may not match the URL you'd use from your browser to reach the Router
or Server.

Server Protocol hites  ~
Retain Server Host refain2.ga.gwava.com
Retain Server Port 443
Retain Server Path /RetainServer

3. From Blackberry module, Export BBM configuration file.

The BBM Configuration file is generated through the Blackberry module configuration page.
Open the module configuration and look at the Core Settings tab. Look at the BBM Integration
section. Here the decision is made whether to use the Retain Router or to use the Retain Server.
If the Retain Router is to be utilized, select the ‘Use Message Router’ checkbox.

The Device Transmission Frequency setting is the setting which determines how often the BBM
Enterprise application will upload archive data to the Retain Server. If there is no information to
be archived, the BBM Enterprise application will wait until there is. The setting is in minutes.
Minimum is every 5 minutes, maximum is 1440 minutes (24 hours). Once configured, select the
‘Export BBM Configuration’ button and save the file; you will need it later.

The module may be given a name. The Send Method option enables either the SMTP
Forwarding or FTP features. For either feature to appear and function, the Module Forwarding
tab must be configured on the Server Configuration page. See that section for more information.
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@ BlackBerry O

BlackBerry specific information is confizured here.

Core Settings BES Servers
BES Integration

Mormally these entries should be enabled.

# Enable Address Book Caching determines if this module caches address book entries from its directory services during Maintenance.
» |f Enable Jobs is not enabled, no jobs pertaining to this medule will be sent to Waorkers.

Maodule name | BlackBerry-1
Enable Address Book Caching
Enable Jobs

Mormally this entry should be disabled.

* Send BlackBerry items to an external system.

Select Send Method | disabled  w

BEM Integration

There are three parts to setting up the BBM Integration: a Tenant |D, an optional Message Router and exporting the configuration. The BEM
configuration will need to be updated when the Messaze Router connection settings, the device transmission frequency, the protected
messages only flag, or the username and password change.

* A Tenant ID was generated for your Retain system when this page was loaded. It is used to identify your system during the
registration and data collection processes.

# The Message Router can receive the registration and data collection requests from the devices and forward them on to your Retain
Server.

# The Retain BEBM configuration needs to be exported from Retain and then imported into the BlackBerry console.

Tenant ID c145757?-6ca3-4063-9cda-6b0f4besdesa
Use Message Router [

Device Transmission Frequency | 60 minutes (5-1440)

Only Archive Protected Messages [ |

Export BBM Configuration

4. Obtain a SSL security certificate for destination server/or router (if not already obtained)

The security certificate must be obtained to configure the Blackberry Identity console. The
security certificate needs to be in base 64 format.

5. Go to the Blackberry Enterprise Identity Console. (https://idp.blackberry.com/enterprise
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To access: Enterprise Identity By BlackBerry

Usermame

Passward

F':'lg ot p‘aES'\'~,IC||'.j?

Don't have a BlackBerry 1D? Create one.

= e

6. Enter the credentials provided by Blackberry when account was created.
7. Enter administrator console.

Welcome to Enterprise Identity by BlackBerry. Click the service below that you want to access.

Enterprise |dentity
Administrator Console

*#:BlackBerry.

8. Select the ‘Services’ page.
9. BBM Enterprise must be enabled.
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Services

Show| 10 entries Search:
Service 4 State Actions
BAAS for BBM Protected Available
BBM Protected + Active
BBM Protected Autopassphrase + Active
BBM Protected Plus Available

Showing 1 to 4 of 4 entries

~

10. Enter ‘entitlements’ and invite users/devices to be added to the service (In this case BBM
Enterprise)

Users must first be added to the BBM Enterprise system before they can be added to Retain
BAAS.

11.

Entitlements

Admins @AEEE) (0 invited

BBM Protected (@Agiivey (0 invited

BBM Protected Autopassphrase (GiEgine

Entitlements

Enable BAAS for Protected.

To enable BAAS for protected, from the ‘Services’ tab, select the ‘enable’ button for BAAS. There
are two files which must be uploaded to the Blackberry Identity Console, these are the two files
saved earlier: the full chain SSL security certificate for the Retain Server or the Retain router,
(whichever is going to be used), and the BBM Configuration file created in step 3.
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12.

Enterprise Service Configuration

Service Configuration

Archiving Choose File | No file chosen
configuration
file
“
Archiving SSL Choose File | No file chosen
certificate

The Archiving configuration file is the BBM Configuration File, and the full chain SSL certificate
needs to be uploaded to the ‘Archiving SSL Certificate’ section. Select the ‘Choose file’ button
and browse to the appropriate file to upload it. Once both files have been uploaded, select the
‘Save’ button.

Enter Entitlements and invite users

Users invited to BAAS MUST already be users of BBM Enterprise. If users are not registered to
use BBM Enterprise, BAAS will not work. First invite them to BBM Enterprise, and then invite to
BAAS after the device has been registered with the BBM server for BBM Enterprise service.

“i:BlackBerry.

Entitlements

Admins @REIVE) (0 Invited
BBM Protected (@AGHE) (0 invited

BAAS for BBM Protected (@REtWe) (0 invited
Entitiements

Invite Users
briceb@gwaya.com
Send Invite | Choose File | No file chosen

4

Invite all BBM Protected users

Manage Groups

Service Users

Show 10 v |entries Search:

Name *  Source Status
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13. Users will be notified that they have been added to the archiving
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BlackBerry
Identity - Jun25,20151:58:16 PM W/

Your managed applications
have changed.

Your administrator has changed your access to
one or more applications managed by Enterprise
Identity by BlackBerry.

You have been entitled to use the following
applications: BAAS for BBM Protected

For more information, please visit

and Sign in with your existing BlackBerry ID.

¢ 6@9 :

Replv Replv All Forward
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Once the devices and users have been invited to join the BAAS program, they will be sent a
notification that they are now part of the BAAS archive.

They are now part of the BAAS system and their BBM Enterprise communication will be added to the
Retain BAAS archive.

Device Management

Devices are deleted from Retain through the Device Management interface. “Device Management”
on page 480

BlackBerry

Retain supports archiving data from both BlackBerry devices and devices running the BBM
Enterprise system. Devices running the BBM Enterprise system can have their communication data
archived through the BBM app, obtained from BlackBerry.

[ Device Management () o

Before managing devices, make sure the Mobile Profile is properly configured.

» Mobile devices can be added for existing Retain users or for a new user.

» Once added, an emal with a registration json file and link wil be sent to the user.

# The user should open the email on the device and download the Jjson file or click the registration link.

» Once the registration completes, messages should flow from the device to the Message Router and then to Retain.

» Deleting a device wil stop the messzage flow to Retain and un-register the device.

» Note: User provisioning options in the Mobile Module should be configured appropriately to ensure user accounts are created.

Delete Devices Generate Report l._r Add Devices | % | Reregister Devices Y
— Device List
Enroliment
[ ] Code Display Name EMail Address Phone Number Device ID utD Time of Registration
] cL38FBO Aileen O'Leary aleen@sfgw14.gwava.net VZDZQCN TPEDS31Y2TYBOMBWX
[] o8CaSBC Aiden Li aiden@doc.gwava.net I4IR4PTKQDBPBBOBK3IMZESAZ
[] OIDMGBC  Leroy Jenkins leroy@sfaw14.gwava.net AEBGIQ5160S0MOIMIYSCTXIY

Devices Selected: 0

—Batch Device Registration
See sample for the expected structure.Example

Browse.. | No file selected.
Upload a CSV file.

The BlackBerry device page displays all devices which have been registered into the Retain system.
Native BlackBerry and BBM Enterprise devices are displayed together. Retain registers BlackBerry
devices through log files from the BES server or through data sent by the device running the BBM
Enterprise application. If a device is not yet registered, it is either not in the BES address book or no
data has been archived for the device. The device list may be filtered for any specified content
desired. In addition, devices may be selected for removal.
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Google Apps Module

The Google Apps module for G Suite allows Retain to archive Gmail data items. To configure Retain
for Gmail archiving, Retain needs Gmail to be configured to allow Retain access, and the appropriate
information entered into Retain.

Google Apps requires that a project be created, an OAuth key created and a Service Account
specified and enabled before the Retain system can connect and archive mail.

To archive from Google Apps:

+ Create a project
+ Create a new Client ID key
+ Record client secret

*

Create a Service Account and Manage API Client Access
+ Generate a P12 key certificate

Prerequisite

Retain supports two-factor authentication with Openld Connect for OAuth 2.0. To utilize Openlid the
Retain Server needs to be accessible from the Internet. The URL through which the Retain Server is
accessible from the internet must be specified. For this, you must create a Project and Client ID.

NOTE: As a cloud service these screens may change at anytime.

To configure OpenlD for Retain use:

1. Go to the Google API Console, and select 'Create a project’

= Google APIs Project = 0 # 0 0 a

API API Manager Library

EE| &
=

EEERYOl o | Create a project

2. In the sidebar under "API Manager", select 'Credentials' and then select 'OAuth consent screen
tab

3. Choose an 'Email Address', specify a 'Product Name', and press 'Save'
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Google APls  APIProject ~

API APIManager

43  Dashboard
i Library
o~  Credentials

Credentials

Credentials OAuth consent screen Domain verification

Email address

carl@gwavaretain.com s

— v
— -
Product name shown to users — -
-
GWAVA Retain
Homepage URL (Dptiona

http:/fwww.gwava com

Product lege URL

http

This
Max

Privacy policy URL
Optional until you deple

v.example.com/logo.png

The consent screen will be shown to
users whenever you request access
to their private data using your client
ID. It will be shown for a
applications registered in this
project.

s how your logo will look 10 end users

You must provide an email address
and product name for OAuth to
work.

size: 120x120 px

https:// or http:/)

Terms of service URL (Cotionzl)

Save Cancel

https:// or http:/)

4. In the 'Credentials' tab, select the 'Create credentials' drop-down list, and select OAuth client ID

= Google APls APIProject ~

Q

API API Manager

<%+  Dashboard

EE

Library

Credentials

?
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Credentials

Credentials OAuth consent screen Domain verification

Create credentials ~ Delete

APl key

Identifies your project using a simple APl key to check quota and access.

Fer APls like Google Translate.

OAuth client ID
Requests user consent so that your app can access the user's data.
Fer APls like Goegle Calendar.

Service account key
Enables server-to-server, app-level authentication using robot accounts.
For use with Google Cloud APls

Help me choose
Asks a few questions to help you decide which type of credential to use

kic



5. Under 'Application type', select 'Web application' and Specify a name. The origin field should be
the Retain Server's URL.

If using two-factor authentication for GMail login, enter an Authorized redirect URL (e.g. http://
retain.gwava.com/RetainServer/Server/openldConnect.jsp?).

When complete, select the 'Create' button.

API APIManager Credentials
L I

Lml
T

Create client ID

- Credentials

Application type

® Web application
Android Learn more
Chrome App Learn mare
i0S Learn more
PlayStation 4
Cther

MName

| Retain|

Restrictions

Authorised JavaScript origins
For use with re from a browser. This is the origin URI of the client application. It can't contain a wildcard

http://retain.gwava.com

Authorised redi

ct URIs

{¥ G Cancel

6. The OAuth client dialog box should be displayed. This dialog box contains the Client ID and
Client secret.

+ Copy the Client ID and paste it into the Retain Client ID field in the Google Apps module
configuration. Do not lose the client secret.
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+ OAuth access requires the secret and ID. This is the only time the secret will be displayed

CaAuth client

To attain the client secret for an existing project:

a.

Select the Web Client and click the Edit OAuth Client button

Credentials

e

o o @ »

b. Copy the Client ID and Client Secret which is required to configure Openld tab for Google

apps module.
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or  Credentlals

= Google APls gwowrctaincem = Retoind2 =
API API Manager Credentials
<>  Dashboard :
- Deamioad JSON Heart secret Dwirte
#f  Libwary

Cliant 1D far Web application

Cilens i

Client secret

Ermation date

726358311755

SqrMwgwmAdbebzIH_GTBg

28 M 2017, 10043 51

Web client 2

0 URL fragrets o rel

B

The OAuth Client needs to be enabled for domain-wide delegation to function. To enable
domain-wide delegation, Retain requires a service account.

7. From the Products and Services hamburger menu at the top-left: Select IAM & Admin

Google APIs

API

B  Billing

o

APl Manager

IAM & Admin

8. Select the 'Service Accounts' and click the 'Create service account' button

e IAM & Admin
+9 AM
Quao

Service Accounts

CREATE SERVICE ACCOUNT

Service accounts for project "API Project”

Service account name -

*3 Service account 1

a Google Cloud service identity, such as cod

Service account ID

+2 PERMISSIONS
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9. Configure the Service Account Name and ID. No Role is needed.
+ Select the option to Enable Google Apps Domain-wide Delegation.
+ Enable "Furnish a new private key" and select the P12 file.
+ Copy the Service Account name and ID. These are required by Retain.
¢ Click 'Create’'.

Create service account

Service account name Raole

Retain-Service Select a role o

Service account |D

retain-service @civil-charmer-824.gwavaretain.com.iam.gservic (¥

~ Furnish a new private key
Downloads a file that comtains the private key. Store the file securely because this key
cannot be recovered if lost

Key type
JSON
Recommended
* P12
For backward compatibility with code using the P12 format

+' Enable G Suite Domain-wide Delegation
Grants a client access to all users’ data on a G Suite domain without manual
authorization on their part. Learn more

CANCEL CREATE

The key will be automatically created and downloaded to the local machine. Do not lose the P12
file. This is the only copy and it is required to configure Retain.
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MNew private key

copy of the key, so store it securely.

This is the private key's password. it will not be shown again. You must present
this password to use the private key. Learn maore

notasecret I-D

10. You will need the Client ID from the Service Account

= Google APls APiFroject ~ Q
API APl Manager Credentials
«»  Dashboard
4 Download JSON = Delete
Client ID for Service account client
O Credentials

@ Service account clients are created when domain-wide delegation is Manage service accounts
enabled on a service account.

Client ID 102374956582332705290

Service account Retain-Service
retain-service@civil-charmer-824. gwavaretain.com.iam.gserviceaccount.com

Creation date 25 Oct 2016, 14:20:04

MName

Client for retain-service

m Cancel

11. Go back to the API manager and enable: Calendar API, Gmail APl and Admin SDK. Click on
each one and click Enable on top.

= Google APls &riPejes = 4 # 0o e s P

RPI AP Maniage Libeary
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12. The last step is to authorize the domain. Browse to the Google home page and select 'Admin’
from the drop down menu at the top right.

Carsten  Mail Images EEE o o

A | B -

Sites Groups Contacts

0 2 =

YouTube Maps Mews
AdWords Photos Translate
Admin Hangouts Forms

Even more from Google —

.1

13. Select 'Security' from the administration menu.
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= Admin console 78 @ :

<
® .9,
i —
Security Users Groups Billing
Manage security Add, rename, and Create groups and View charges and
features manage users mailing lists manage licenses
Apps Company profile Domains Support
Manage apps and their Update information Add domains or domain Talk with our support
settings about your company aliases team

14. From the Security menu, click 'Show More'

Security

gwavaretain.com

Basic settings

Set password strength policies, enforce 2-step verification.

Password monitoring

Monitor the password strength by user.

API reference

Enable APls to programmatically manage provisioning, reporting, or migration via custorm-built or
third-party applications.

Set up single sign-on (SS0)

Setup user authentication for web based applications (like Gmail or Calendar).

Show more

15. Select the 'Advanced Settings' option.
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Android for Work settings

Keep your company's devices secure with an enterprise mobility management provider

Advanced settings

Manage

advanced security features such as authentication, and integrating Google Apps with internal

SSL for App Engine Apps

Configure S5L for custom domains to serve your App Engine application via HTTPS

16. On Advanced Settings, select 'Manage API client access'

~ Advanced settings

Authentication Manage OAuth domain key
Allows admins to access all user data without needing login credentials. @

Federated Login using OpeniD
Allows users to sign-in to 3rd party websites using their gwavaretain.com account, without giving
away their credentials.

Manage API client access

Allows admins to control access to user data by applications that use OAuth protocol.

17. In this window, enter the client ID created with the service account, and then input the entire
domain the client will be accessing.

The Service Account name would be like Retain-Service as above and the API Scopes (listed in
the module) would be:

https://mail.google.com/ , https://www.googleapis.com/auth/admin.directory.group ,https://
www.googleapis.com/auth/admin.directory.user ,https://www.googleapis.com/auth/
gmail.readonly
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Manage API client access

Developers can register thedr weh applications and other AP clients with Google 1o énable access 1o data in Google services ke Calkendar You can autharize thase registerad clients 1o access

your user data withoul your users having to ndvdually give consent or ther passwords, Leam more

Autherized AP clients The fedlowing AP client domains are registersd with Googla and authorized to access data for your usars
Client Name One or More APl Scopes

102374956502 332705290 hitps:ifmal qooght com!  bitps [iwww qoogheapis cor | Authorize

Example. www example com Example. hitp \www google com/calendar/leeds! (comma.delimded)

Email (Read/Write/Send) htips /mail google com

131561450672 View and manage the provisioning of groups on your domain hilps wwew googleaps com/auth/admn directony group

a9mijgs1t07 apps. I tent.com View and manage the provisioning of users on your domain hitps//www googleapis com/auth/admin diectary user
https:ihaww. i

gwavaretain.com This client has access to all APls, Lo L

18. Once entered, click 'Authorize'.

Google Apps Module Setup

All configuration required is now complete in Google Apps, and the information and files keys are
available for configuration of Retain.

Core Settings Tab

Once Google has been configured to allow access to Retain, the Google Apps Module may be
configured.

The module needs to be enabled on this page to make it active in the Retain system.
The module can be given a name.

The Send Method option enables either the SMTP Forwarding or FTP features. For either feature to
appear and function, the Module Forwarding tab must be configured on the Server Configuration
page. See that section for more information.
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4 Google Apps =%,

Connections to Google Apps are configured here.

Caore Settings Settings Openid
Core Settings

Marmally all of these entries should be enabled.

# IfEnable Jobs is not enabled, no jobs pertaining to this module will be sent to Workers.

Module name | GoogleApps-1
Enable Address Book Caching
Enable Authentication
Enzble Jobs

Mormally this entry should be disabled.

» Send Google Apps items to an external system.

Select Send Method | dizabled  w

The Send Method option enables either the SMTP Forwarding or FTP features. For either feature to
appear and function, the Module Forwarding tab must be configured on the Server Configuration
page. See that section for more information.

Address book caching must be enabled to gather and maintain an updated list of users.
Authentication is used to allow access to the Retain message store for users based on their existing
Gmail account login. If the Enable Jobs option is not enabled, no jobs may be completed with the
Google Apps module.

Settings Tab

In order to connect to the Google system, Retain requires the email address of the Admin user OAuth
Service Account and a p12 Certificate for authentication. Retain archives the Gmail system through
IMAP, and will login and download the message data to the Retain data store.
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* Google Apps 0O

Connections to Google Apps are configured here.

Core Settings Settings Openld

Connection

Provide the information necessary to establish a connection. A guide for Google API Authentication sefttings can be found here
Add the folowing API scopes to the client id in the Google Admin Console under Security/ Advanced/Manage API client access:

https://mai.google.com/ , https://www.googleapis.comfauth/admin.directory.group ,https://www.googleapis.com/auth/admin.directory.user
(https:/fwww.googleapis.com/auth/gmail.readonly

Email address of OAuth Service
Account
Certificate as p12 file A Certificate has already been uploaded Browse... | Mo file selected.

Emiil address of Admin User carl@gwavaretain.com

13156145067 2-a9mfjgs1t07faficpen62g03kiuu085e@developer.gserviceaccount.com

Test Connection

Test the connection to ensure that the configuration has been completed correctly.

Jobs and profiles for Gmail will not be visible until the address book has been cached. After the
module has been cached, all configuration options for profiles, workers, schedules, jobs and data
storage will be enabled and visible.

OpenlD Tab

Configure the Openld Connect tab in Retain by inputting the Client ID, the Client Secret, and the
Public RetainServer URL and saving changes. NOTE: The public RetainServer URL should look
something like http://<yourdomain.com>/RetainServer. Only specify to the ".../RetainServer" portion
of the URL, the rest is automatically filled-in. Specifying the complete URL will result in a connection
error.

4 Google Apps

Connections to Google Apps are configured here.

Core Settings Settings Openld
Openld Account

Oauth 2.0 client info

Client ID 72433831175 5-vbvks644bk10dk@cm1753h018lobb0ad apps googleusercontent.com
Client Secret u7C2-CW4_ZMtiyfvohMrivsG

Public RetainServer URL http-//retaind qa gwava com/RetainServer

If Retain has been configured with Openld credentials, the login page will display an option to login
with Google credentials. If a user is currently logged-in to their Gmail account, simply clicking the
"Login with my Google account" button will automatically log them into Retain.
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Login

Po=sword

English -

Login with my Google acoount

Google Apps Profile
To create a profile to archive email and data from Google Apps, select the add profiles button and

name the profile then continue configuring as desired. The Google Apps profile must be configured
and all settings saved before a job can be created and run.

Core Settings

The profile will not become active and will not allow jobs to be run unless the profile is enabled.
Enable the profile by placing a check mark in the ‘Enable Archiving’ checkbox.
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o Reta i n Language Engiish ~ B8l Welcome, admin | About | Tools | Status & Updates | Logout
% Profiles 00

Overview
Documentation
Search Messages
Auditing

System Log
Reporting
Monitoring

Data Collection

Schedules
= Profiles
GroupWise
Exchange
Social Messaging
Maobile
Google Apps
BlackBerry
CellTrust
Workers
[H Jobs

Management

Users
Groups

# Device Management
Deletion Management

Google - Alltems AlMessages Headers NoFiags

Google Apps - Allltems AlDates ItemStoreFlag :
| add profie |
Associsted Jobs

|_Edit Profile | ® Google Apps - gwavagamygbiz.com

ve Profie |

Profile Google - Alltems AllMessages Headers MoFlags loaded.

Warning: Mo flags chosen for advancement

mm Google - Alltems AlMessages Headers NoFlags

Core Settings Message Settings  Scope  Miscelaneous — Advanced

Profile Functions

[¥1 Enable Archiving (store messages in Retain}

Message Settings

The Message Settings tab contains the source and status settings for the messages to be archived.
Message types and sources which are checked will be archived in this profile.

Core Settings

Item Source

Message Settings ~ Scope Miscellaneous  Advanced

Messages are classified in one of these categories. You may restrict the storage of messages if desired.

Received Sent Draft

Message Status

You can restrict the storage of messages based upon the setting of various status flags.

Read is  Dossn't matter -

Any item type or status which is not selected or specified will exclude qualifying items from being

archived in Retain.

Scope tab

This is the most critical tab to fill out as it sets the limits on how much to archive.
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Core Settings Message Settings Scope Miscellaneous Advanced

Date Range to Scan

New items

L]

Advance Flags

¥ou may not want to advance the flag after running the job.

L] DontAdvance Timestamp

Date Range to Scan

The Date Range determines which message items are collected, depending on the date of the
message.

All Ttems in Mailbos

Mumber of days before job start date and newer
Number of days from job start date and older
Spedfy custom date range

Spedfy custom date range relative to job start

New Items: All items that have not been archived by Retain since the last time the job ran.

All Items in Mailbox: All items in the mailbox starting from 1/1/1970, duplicates will be processed but
not stored if they already exist in the Retain archive.

Number of days before job start date and newer: Only items from the relative number of days from the
time the job began will be archived. E.g. messages that came into the email system 7 days ago or
less.

Number of days from job start date and older: Only items previous to the relative number of days from
the time the job began will be archived. E.g. messages that came into the email system 7 days ago or
more.

Specify custom date range: Only items between two absolute dates will be dredged.

Specify custom date range relative to job start: Only items between two relative dates will be dredged.
E.g. messages that came into the email system between 7 and 5 days ago.

Advance Flags

Enabling "Don't Advance Timestamp" will not update the timestamp flag. Items that are dredged will
still be considered new by Retain the next time the job runs.

This is useful when troubleshooting, but is generally not used for normal jobs.
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Miscellaneous tab

The miscellaneous tab allows the configuration to allow or deny archiving and indexing of
attachments in Retain. If attachments are to be archived, they may also be indexed to provide
searching capability in the browse messages interface.

Core Settings Message Settings  Scope Miscellaneous ~ Advanced
Miscellaneous

You can save disk space by restricting attachment storage. You can also attach the Routing Properties to the message, if desired.

@ Store al attachments
Don't store any attachments, other than the message
You may choose to store Sent Items properties, and/or store and index the Internet Headers. Both of these (particularly Sent Items properties) exact a
performance penalty. However, it may be worthwhile to store and index the Internet Header if your compliance policy then allows Retain to choose to skip
storing MIME.822 (which consumes lots of disk space since it's not usually single-instanceable).

V| Storefindex Internet Headers

Advanced tab

The advanced tab allows the administrator to be even more specific in what to archive and what to
exclude. The criteria added under the ‘advanced’ tab will limit associated jobs to only the items
matching the criteria. Up to 6 lines of advanced criteria may be added to each profile. Each additional
line will be logically AND-ed together. For example, the system will archive all items where the
following is true: Criteria A AND Criteria B AND Criteria C AND etc.

Core Settings Message Settings  Scope Miscelaneous  Advanced
Advanced Criteria

You may add advanced criteria such as specific attachment names, sizes, subject here.

Add

Folder Scope

Mormally, you want to include all folders in your scan. Howewer, you may have specific reasons to include or exclude folders. Choose a folder root, an optional
subfolder (you may have multiple subfolders with the \ delimiter, and whether to include all subfolders in the pattern).

Ttems from All Folders -

You may select based on:

*

Subject
+ Sender
+ Recipient
+ Size
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+ Attachment Name

Advanced Criteria

You rmay add advanced criteria such as specific attachment names, sizes, subject here.

Add

Specify the criteria, whether it is: equal to or not equal to, whether they contain or do not contain the
item.

Subject |L]

Sender

Recipient

Attachment size (bytes)
Attachment name
Category

: -

is not
contains
does not contain

This gives you great flexibility and granularity. It allows you to customize archival jobs and retention
for many different groups, or even individuals.

Folder Scope
By default, we dredge items from all folders. You can specify one or more inclusions or exclusions.
Your choices are:

+ Dredge everything
+ Dredge only these listed folders
+ Dredge everything except these listed folders

Folder Scope

Mormally, you want fo include all folders in your scan. However, you may have specific reasons to include or exclude folders.
Choose a folder root, an optional subfolder (you may have multiple subfolders with the \ delimiter, and whether to include all

subfolders in the pattern).

Items from All Folders -
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How to specify the list of folders to dredge/exclude:

1. Select to only get items from the list, or all except items from the list, as desired

Items from All Folders |L]

Ttems from All Folders
OMLY items from folders listed below
Al folders EXCEPT those listed below

2. Select ‘Add’ to open a new selection

| Delete | Root - Include subfolders

3. Specify a System Folder (mandatory). Example: Calendar

Root E]
Root

Mailbox

Sent Items

Work In Progress
Trash

Calendar

Documents

CheckList

Cabinet

4. You may specify a subfolder of that folder (optional)

Example: entering “old” would mean the folder “old” under “Calendar”
5. You can have multiple hierarchies under that with the / delimiter

Example “old/mail” would mean the subfolder “mail” under “old” under “Calendar”
6. 6.You specify if the option includes subfolder

Example: If you select “old” and “includes subfolder” is unchecked, “Calendar/mail” is selected. If
“includes subfolder” is checked, “Calendar/old/mail” would also be selected

Google Apps Jobs

All data collection for Google Apps is configured through the Google Apps job interface. The jobs
here combine the Profile, the Schedule, and a Worker together to archive a specified mailbox,
distribution list, or domain. A Job must have a Profile, Schedule, Worker, and a target, mailbox, list, or
domain, before it can be saved or run.

The Schedule, Profile, and Worker selected here will determine what is archived, when it is archived,
and what worker does the actual archival work. The Job MUST be enabled to run. Only previously
configured Schedules, Profiles, and Workers can be selected.

Core Settings tab

Core settings allows you to enable the job and set the Schedule, Profile and Worker needed to run
the job.
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% Jobs - P 0

k4

Google Apps - gwavaga.myagbiz.com -
Google Apps - gwavaretain.com
Gooagle Apps - Now Add Job

Google Apps weekdays at 7:00

Edit Job

Remove Job

Job Google Apps weekdays at 7:00 loaded.

Job Google Apps weekdays at 7:00
Core Settings Mailboxes Notification Status

Core Settings

Job enabled
Each Job must have the following assigned to it:

® schedule - How often to run
® profile - What to do when running
® worker - Where to run the job

Schedule weskdsys at 07:00 -

Profile| Soogle Apps - Allltems AllDates TtemStoreFlag -
Worker Local Worker -

Items archived with this job can optionally be set with an "expiration timestamp” which the Deletion Manager can use to remove
obsolete tems. The expiration timestamp can only be extended, never reduced.

Enable data expiration
Expire in 1 Days v

Base Expiration Time on Dste Item was delivered to mail server, -

Some customers may wish to override the default expiration settings for specific folders. You may specify these folders below - any
folders that do NOT meet these criteria will have the expiration settings specified above applied. If you only want the folders to have
expiration policies, enter -1 above for the base expiration value.

Add

The Data Expiration is an option to place a timestamp on the mail in the Retain database, which
allows for ease of automation for the deletion manager. In addition, devices such as NetApp, Centera,
and Hitachi HCAP may use this number to enforce hardware level protection of the stored item so
that no one (including Retain) may delete the item before its expiration date.

Job Expiration is not retroactive for mail in the database, and only applies to mail archived by the job
that it is active for. The base folders and criteria are specified under the custom expiration dates
accessed through the ‘Add’ button at the bottom. All messages included in any specified folders will
have a different date or be exempted from the standard expiration date. To have messages with
custom job or folder expiration dates properly expire, the deletion management date scope must be
set to delete messages with an Expiration Date older than 1 day.
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Mailboxes tab

The mailboxes tab is where the administrator specifies which entities (mail server(s) and/or
Distribution List(s)) are to be scanned.

Expand the Post Office and/or Distribution List trees, and check off the items you want to be dredged.

NOTE: If you desire to have a job backup a single user, or selected group of users, select the Users
menu and assign the user(s) desired.

Core Settings Mailboxes Motification Status

Mailboxes

Accign the Post Offices and/or Distribution Lists to be included in this job. Distribution Lists mwst have System Visibilioy.

+ r mai servers

+ Y Distribution Lists

+ *F'  Distribution Lists (exclude)
+ |sers

The users section allows you to select individual users to include, or exclude them from an archive
job. For example: you can select an entire Mail Server to be archived, and then expand the users
section to include or exclude users to the job.

This can also be used to select only certain users in the system for an archive job.

To add a user to the Include or Exclude list, select the respective ‘Add user’ button and search for the
user. It can be helpful to unselect the ‘only show recently cached items’ option.

Add the selected users to the list in the search window, then select ‘Ok’ to add them to the include or
exclude list.

Notification tab

When a job is run, the notification option allows the administrator to be emailed a summary of each
running job if desired.
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| Core Settings  Malboxes  Noticston  Status
Notification

You can have Retain e-mail a summary of operations and/or errors that occurred when the job completes.

mail.qa.gwava.com
unencrypted -
23

Retain40@qa.gwava.com

softwarega@gwava.com

SRR IRERERS (Passwrord is default)
T
e

[ Test Connection ]

For notification to function correctly, the SMTP information for the desired SMTP server must be fully
filled-out. How much information is required varied depending on the mail system used.

Status tab

The Status tab displays the status of any currently running jobs, as well as the stats of the last
completed job.

- Core Settings ~ Maiboxes  MNotfication  Status

Status [Refreshes in 0]

Job: Google Apps weekdays at 7:00 (02B07093B77A0ADE3D4B493216642EB6)

. foument st  [overall |
Job began — 11-Sep-2015 09:06:16 -

Job ended — 11-Sep-2015 09:07:08 -

Mailboxes 2 2 429

Messages Archived 0 9 457

Messages Processed 0 12 9345

Messages Deleted 0 0 0

Errors 0 0 17
. foument  fJlast  [Emor |
Mailbox carl@gwavaretain.com colinb

MS GoogleApps

Error -

This tab is informational only unless a job is currently running. If the selected job is running, an option
to abort the job is displayed.
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This window will refresh every ten seconds to keep you up to date as to the status of the selected job.
The completed line is displayed during an active job. The completed status is a display of how many
mailboxes have been completed, the job mailbox total, and gives an incrementing percentage for the
amount completed. This amount is based entirely on the number of mailboxes, not the amount of
mail. Because the last mailbox could be larger than the rest of the system, this percentage may not
be accurate according to time.

You may now configure Schedules, Workers and Jobs.

Bloomberg Module

The Bloomberg module allows the collection of Bloomberg IM and Mail messages from the daily FTP
downloads allowed from the Bloomberg System.

As electronic business communications, Bloomberg Mail is subject to the same compliance
regulations as other electronically stored information. Potential litigation makes it critical for
companies to archive this data and make it available for discovery. The U.S. Securities and Exchange
Commission (SEC) also mandates retention.

Prerequisites

On the Bloomberg server create a user that Retain can use to log into the Bloomberg SFTP server.

Module Configuration

The module must be configured before archiving may occur.

Core Settings tab

The module needs to be enabled on this page to make it active in the Retain system.
The module can be given a name.

The Send Method option enables either the SMTP Forwarding or FTP features. For either feature to
appear and function, the Module Forwarding tab must be configured on the Server Configuration
page. See that section for more information.
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Bloomberg

Bloomberg specific information is configured hera.

Core Settings ~ Bloomberg Servers
Core Settings

Mormally this entry should be enabled.

« If Enable Jobs is not enabled, no jobs pertaining to this module will be sent to Workers.

Module name |Bluumberg-l
Enable Jobs [

Mormally this entry should be diszbled.
« Send Bloomberg items to an external system.

Select Send Method | dissbled v

Select Send Method: Send Bloomberg items to an external system via FTP or SMTP. Normally this
entry should be disabled.

Bloomberg Servers tab

Add Bloomberg Server: Click on the green plus sign to add a Bloomberg server to download from.
Multiple servers can be added.

B Bloomberg Sove changes [ ()

Lol Path /ot beeconl e retiniy Rt or ke logs
Wareter of days 1o keen koo fhes Delete ko fies alter aichwve?
SFTP Host 151.155.210.52

SFTP Encryption Key Filerame |/ opt/begnfinteretain fetantorker keys popprate

SFTP Encryption Key Passpiase severses

Test Connection

Server Name: The name Retain will use to reference Bloomberg messages. You can use any name
you wish.
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Logfile Path: Where the worker will transfer the logfiles to locally before processing. The log file path
must be unique for each server.

Delete log files after archive?: By default, Retain processes and archives the log files, keeping the log
files in the Lodfile Path directory indefinitely. Disabling this option allows you to set the Numbers of
days to keep Logfiles option.

Number of days to keep Logfiles: How many days to keep the files downloaded from Bloomberg
before Retain deletes the logfiles from the log file directory. 0 means never delete the files.

SFTP Host: The IP address or hostname of the Bloomberg server.
SFTP Port: Port 22, by default, but can be changed by the admin.

SFTP User: This user is created on the Bloomberg server by the Bloomberg server administrator. The
user can authenticate either through password or SSH using a private key.

SFTP Password: This password is created on the Bloomberg server.
SFTP SSH Key Filename: The local path to the SSH key file downloaded from the Bloomberg Server.
SFTP SSH Key Passphrase: Created on the Bloomberg server.

SFTP Encryption Key Filename: The local path to the Encryption key file downloaded from the
Bloomberg Server.

SFTP Encryption Key Passphrase: Created on the Bloomberg server.

Bloomberg Profile

The Profile allows you to set what is to be dredged from your Bloomberg system.

Click on “Add Profile” and provide a profile name, or select an already existing profile to access the
configuration tabs. All changes made on this page must be saved by selecting the “save changes”,
disk icon, at the top right of the page. Tabs may be changed and navigated through without affecting
new settings, but any move to another page will require saving, or abandoning the changes made.

Core Settings tab

Core settings allow you to enable archiving.
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Profiles

r

Bloomberg Profile
Add Profile
Mo jobs are associated with this Profile.

Remoave Profile

Profile Bloomberg Profile loaded.

Profile Name Bloomberg Profile

Message Settings ~ Scope  Advanced

Core Settings

Profile Functions

¥ Enable Archiving (store messages in Retain)

Profile Functions
The Profile Functions tell the Retain Server what to do with the mail it archives from the Bloomberg

system. If Archiving is not enabled, mail will not be archived by Retain.

Message Settings tab

The message settings tab allows you to restrict the types of messages to be archived.
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Profiles

Bloomberg Profile

No jobs are associated with this Profile.
_
| Remove Profile |

Profile Bloomberg Profile loaded.
m”mﬁ Bloomberg Profile

Core Settings. Message Settings Scope  Advanced

Item Type

By default, Retain stores every type of message. You can restrict this.

¥ Message

Item Source

Messages are classified in one of these categories. You may restrict the storage of messages if desired.

¥ Received ¥ Sent

There is only one type of message, disabling this will prevent archiving. You can restrict the item
source to received or sent items only or both.

By default, all items are selected for collection.

Scope tab

This is the most critical tab to fill out as it sets the limits on how much to archive.

= Profiles

!r [
Bloomberg Profile

[ Add Profile |

No jobs are associated with this Profile.

Remove Profile

Profile Bloomberg Profile loaded.

Bloomberg Profile
Core Settings ~ Message Settings ~ Scope  Advanced

Date Range to Scan

All Ttems in Mailbox
All Items in Mailbox

v

Number of days before job start date and newer
MNumber of days from job start date and older
Specify custom date range

Specify custom date range relative to job start
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Date Range to Scan

The Date Range determines which message items are collected, depending on the date of the
message.

All Ttems in Mailbox
Number of days before job start date and newer
Number of days from job start date and older

Specify custom date range
Specify custom date range relative to job start

All Items in Mailbox: All items in the mailbox starting from 1/1/1970, duplicates will be processed but
not stored if they already exist in the Retain archive.

Number of day before job start date and newer: Only items from the relative number of days from the
time the job began will be archived. E.g. messages that came into the email system 7 days ago or
less.

Number of days from job start date and older: Only items previous to the relative number of days from
the time the job began will be archived. E.g. messages that came into the email system 7 days ago or
more.

Specify custom date range: Only items between two absolute dates will be dredged.

Specify custom date range relative to job start: Only items between two relative dates will be dredged.
E.g. messages that came into the email system between 7 and 5 days ago.

Advanced

The Advanced tab allows you to limit what is stored by Retain. This must be used with caution as this
opens holes for data to be lost through. It is recommended to store everything since storage space is
inexpensive.
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= Profiles

¥
Bloomberg Profile

[‘Add profile |

| Remove Profile |

Mo jobs are associated with this Profile.

|Pr'ufl\e Bloom berg Profile loaded.

mm‘ Bloomberg Profile

Core Settings Message Settings ~ Scope  Advanced

Advanced Criteria

You may add advanced criteria such as specific attachment names, sizes, subject here.
| Add |

| Delete || subject v | |is v

Sender

Recipient
Attachment size (bytes)
Attachment name

Advanced Criteria

If you want to be more specific as to what to dredge or not to dredge, add the criteria here. Each line
will be logically AND-ed together. Think “Dredge all items where the following is true:” Criteria AAND
Criteria B AND Criteria C AND etc.

Sender

Recipient

attachment size (bytes)
Attachment name
Category

You may select based on:

+ Subject
+ Sender
+ Recipient
+ Attachment Size (in bytes)
+ Attachment Name
+ Category
And whether they are equal to, not equal to, contain or do not contain the item you specify.

This gives you great flexibility and granularity. It allows you to customize dredges and retention for
many different groups, or even individuals.

You may now configure Schedules, Workers and Jobs.
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Mobile Module

The Retain for Mobile module allows the capture and archiving of MMS, SMS, and phone call
information from Android smart phones. The mobile application, Retain Service, supports Android
4.4+ and utilizes the REST API in Retain. The Retain Service APK can be accessed on the 'tools'
page. The Tools page is accessed by selecting 'Tools' from the top right of the Retain Administration
interface.

Requirements

To enable mobile data archiving the following tasks must be completed, in order:
For the newer application supporting Android 4.4+
1. The Router must be installed and be available outside the host network. (in DMZ) Server or
Router must have a 3rd party signed TLS certificate.
The Mobile Module must be configured.
The Retain Android application (4.4+), must be installed to users’ phones.
Devices must be registered under ‘Device Management'.
Users must use the registration email to verify device registration with the Retain server.
The Storage path folder(s) must be manually created.

N o o s e N

If the user will travel internationally it is important to set the device to connect with port 80 as port
48080 is blocked by telecom companies across borders.

NOTE: Jobs and Workers are not required with Retain Service, they are only present here to provide
support for the legacy Android application. Retain Service utilizes the REST API, and will function as
soon as the above steps have been completed. No additional work in necessary.

The Retain Router should be installed in the DMZ area of the host network. The Mobile Router or the
Retain Server, whichever is to be used, requires a TLS certificate signed by a 3rd party for trusted
communications. The Router must be available to the Internet and the Retain Server. The Router and
Worker may be installed on the same machine, or apart.

It is recommended to use a Mobile Device Management (MDM) system to distribute Retain Service to
devices. When using an MDM to distribute the Retain app, the system can be set to not allow app
removal. The MDM will need the package name for Retain Service, which should be set to
com.gwava.retain.mobile. Consult the MDM’s documentation for instructions.

MDMs that have been tested with Retain include:

+ ACE

+ Airwatch

+ BES

+ Citrix XenMobile
+ Good Dynamics

+ Google XenMobile
+ Mobilelron

The application sends collected information, approximately every hour, to the Retain Router. No data
will be archived until the application is registered and configured.
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Configuration

There are a few things that need to be configured.

Core Settings

The module needs to be enabled on this page to make it active in the Retain system.
The module can be given a name.

The Send Method option enables either the SMTP Forwarding or FTP features. For either feature to
appear and function, the Module Forwarding tab must be configured on the Server Configuration
page. See that section for more information.

) Mobile

Care Settings Create Users
Core Settings

Mormally this entry should be enabled.
® If Enable Jobs is not enabled, no jobs pertaining to this madule wil be sent to Warkers,

vk s

Enable Jobs

Hormally this entry should be disabled

® Send Mobile items to an externdl system.

Select Send Method

There are two parts to setting up the Mobie Module: a Tenant ID and selecting the dewice connection endpaint.

® 5 Tenant ID was generated for your Retain system when this page was loaded. It is used to identify your system during the registration and data collection processes.
® The Message Router or the Retain Server can receive the registration and data collection requests from the devices. The Message Router will forward thermn on to the Retain Server,

Tenant 1D 8937ef57-e433-4b9b-a2ad-80150053a0e2
Use Message Rater

Device Transmission Frequency minutes (5-1440)

The default value for the LDAP synchronization interval is 8 hours

® Determines how often retain wil sync with remote LDAP for device updates

LDAP Sync Frequency haurs (1-24)

Emall Registration Expiratian

® If you are planning to use emall registration of your devices, you have the option to set the expiration time for the registration emai.

Registration email expiration time in days

Message Router Cy

The base URL to use when connecting to the Message Router,

Base URL ‘/RetainRuutgv/amfcunﬁu

Create Users

The Create Users tab allows for automatic user accounts, and associated passwords mailed to the
designated address or addresses.
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Core Settings Create Users

Create Users

Creating Retain User Accounts will provide end-user access to the archived messages in Retain system.

# [Dring the registration process, the administrator can allow automatic creation of user accounts. If
this is not enabled, the address book entries will still be created and items stored, but the
admimistrator will have to manually create user accounts and/or link them.

# Inaddition, if the account is newly created, you can optionalby email the administrator and/or user
with the newly generated random password for the account. The password cannot be mailed if the
user account already exists, since Retain does not store passwords.

# |fyou are planning to use email registration of your devices, you have the option to set the
expiration time for the registration email.

Create user accounts automatically? [ ]
Mail the password if a new account is created? [ |

Mail towhorm | Both Administrators and User W

Registration email expiration time indays (1

Mate: The mail generated can be customized. Please see the online documentation for more details.

After the module configuration has been saved, the Mobile, Profile, and Device Management menu
pages will become be available.

Worker

The Worker is only required for legacy Android application support and is not necessary with the
current application. The following information is only necessary for supporting older application
systems.

The Mobile worker is a special worker configuration which contacts the Retain Router with all the
information it needs to function. This includes the configuration settings for the data path and
connection information. In general, the Mobile Worker is configured the exact same as most workers
in the Retain system, however there is one setting for the Mobile Worker which is specific to the
Mobile Module; the data path. The data path is essential for the worker to function with the Mobile
Module. An existing worker may be used with the Mobile Module, however, it must have the bootstrap
file re-uploaded once the data path has been configured.

The mobile data is delivered to the Retain Server through a router service, which must be informed
how to contact the Retain Server. While the Router is gathering information between jobs, the mobile
data is stored. The stored location is specified by the data path. This is why the Router and the worker
must have direct and constant access to the data path; the data path stores the message data
collected by the Router and retrieved by the Worker.

To ensure connection to both the data path and the Retain Server are correct, the Connection and the
Module Specific tabs must be reviewed and configured. The Connection tab holds the connection
address which the Retain Worker will use to contact the Retain Server. Depending on where the
Server and the Worker are located in the network, and because the Worker may be installed
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alongside the Router in the DMZ, the connection information must be accurate to allow a clean
connection to the Retain Server. An IP Address will work, but the DNS hostname of the Retain Server
is also recognized and supported.

The port and address must be open or forwarded through security and firewalls from the Worker to
the Server. In addition, the Retain Server will not accept connections without the password set here.
The password is randomized and doesn’t need to be changed.

Poling Logging Connection Module specific  Status Bootstrap
Server Connection

The worker wil need to know how to connect to the Server. It is highly recommended that you use a DNS host name for the Host
Mame. It's important to note that you are specifying the URL from the point of view of the Worker contacting the Server, which
may or may not match the URL you'd use from your browser to reach the Worker or Server.

For administrators using the Reload interface, note the worker password assigned must be the same for each worker that contacts the
Reload Server. As part of setting of the Reload Server, you must know this password.

Server Protocol hitp -
Sernver Host Name| 10.1.12.60
Server Port 48080
Saerver Path /RetainServer

Worker Password essssssssssssse (Password is default)

Note: Changing any of these parameters will reguire recopying the worker bootstrap file!

Once the Mobile Worker has been configured, save the changes. Once the settings have been
saved, the worker will be created, and the configuration saved to the bootstrap file. The bootstrap file
must be uploaded to the Retain Worker before the Worker will function. Select the ‘Download File’ link
to save the configuration file. Browse to the worker’s page, and upload the configuration file. Once
uploaded, the worker automatically reads the configuration and checks with the Retain Server for
jobs.

Polling Logging Connection Module specific Status Bootstrap
Boot Strap

The Worker software needs a special "bootstrap” configuration file copied to its working directory before it can function correctly. You
may copy it manually or use a web browser to upload the file. (http://<RetainWorkeripAddress=/RetainWorker)

Download File

Last downloaded: Thu Feb 19 14:14:43 MST 2015
Worker ID: 8BACB663B58AE23AFB4809FCACA41B2F

Profile

The Mobile Profile allows the administrator to dictate what types of message data is collected from
registered mobile devices. The profile is universal, and once configured works for the entire mobile
system.
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= Profiles O o

¥
[RadProie |

Edit Profile No jobs are associsted with this Profile.
Remove Profile

Profile mobile_profile loaded.

Profile Mame mobile_profile
Core Settings ~ Message Settings  Miscellaneous

Profile Functions

Enable Archiving (store messages in Retain)

The Mobile Profile is fairly straight-forward. To enable message data collection for the mobile system,
the profile must be activated.

Under Message Settings, the different types of messages which can be archived from Mobile devices
are listed and configured. The message source and type are available for selection or exclusion.

Core Settings Message Settings Miscelaneous
Item Type

By default, Retain stores every type of message. You can restrict this.

¥Isms [#Imms [¥]phone call

Item Source

Messages are classified in one of these categories. You may restrict the storage of messages if desired.

Received Sent

Finally, the Miscellaneous tab allows for configuring attachments. Attachment size and general
attachment settings can be configured here. If there is a maximum limit, set it in the field below.
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Core Setftings Message Settings Miscellaneous
Miscellaneous

You can save disk space by restricting attachment storage.

@ Store all attachments
Don't store any attachments, other than the message

Maximurn attachment size -1 KB

The attachment size limit is listed in KB. If the size limit is configured to -1, then there is no limit and
all attachments will be archived no matter the size.

There can only be one profile for the Mobile module. Once a profile has been created, the option to
create a new profile will be disabled and grayed-out. If a new profile is desired, the existing profile
must first be deleted. If there is no profile active in the system, the option to create a new profile will
be active.

Once the module, worker, and profile have been configured, devices must be added through Device
Management. “Device Management” on page 480

Mobile Router Page

The Retain Router has its own web page. This page can be used to test the connection to the Retain
Server, as well as verify that communication is open and that devices registered in the Retain Server
are listed in the Retain Router.

To access the Router page, open a browser and enter the connection URL.
http://Retain_Router_IP_or_Domain/RetainRouter

For example: http://192.168.1.21/RetainRouter
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< [Qetain

Message Router

Router Time: 2:09:39 AM

Retain Server: Message Router configuration missing Test Connection
Tenant ID:

Mobile Data Path:

Archive Inbound:

Archive Outbound:

Daily Mobile Stats

Date SMS - Disabled MMS - Disabled Phone - Disabled Total

Mobile Device List

Display Name Device ID E-Mail Last Connection

Devices which are active are listed along with daily statistics. The daily statistics are reset every night.

This page is mainly an informational page.

Jobs

Job configuration is only required for legacy Android application support and is not necessary with the
current application. The following information is only necessary for supporting older application

systems.
Core Settings

The core settings tab contains information on the schedule, profile, and worker utilized for the mobile
module, as well as the data expiration date.
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‘?'*L& Jobs - () o

Add Job

Enter new job below

You should configure these settings. You also need to configure the Worker, and then begin reqgistering devices under Device Management

Job new job
Core Settings Notification Status

Core Settings

Job enabled
Each Job must have the following assigned to it

® schedule - How often to run
e profile - What to do when running
& worker - Where to run the job

Schedule| (none) -
Profile| (ncne) -
Worker (none) -

Items archived with this job can optionally be set with an "expiration timestamp” which the Deletion Manager can use to remove obsolete items.
The expiration timastamp can only be extended, never reduced.
Enable data expiration | |
Expire in @ Days -

Base Expiration Time on Dste Item is stored in Retsin (recommended) -

The Data Expiration is an option to place a time stamp on data in the Retain database, which allows
for ease of automation for the deletion manager. In addition, devices such as NetApp, Centera, and
Hitachi HCAP may use this number to enforce hardware level protection of the stored item so that no
one, including Retain, may delete the item before its expiration date. Job Expiration is not retroactive
for messages in the database, and only applies to messages archived by the job that it is active for. In
order to have messages with custom job or folder expiration dates properly expire, the deletion
management date scope must be set to delete messages with an Expiration Date older than 1 day.

Notification

When a job is run, the notification option allows the administrator to be emailed a summary of each
running job if desired.
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| Core Settings | Notfication | Status |
Notification

You can have Retain e-mail a summary of errors that occurred after a device is processed. You may also specify the hour of the day to send the
summary of activity.

mail.ga.gwava.com

unencrypited -

et
w

Retzind0@qga.gwava.con

softwarega@gwava.com

ssssssssssnes (Password is default)

]

=1

For notification to function correctly, the SMTP information for the desired SMTP server must be fully
filled-out. How much information is required varied depending on the mail system used.

Status

The Status tab displays the status of any currently running jobs, as well as the stats of the last
completed job.

- Core Settings  Notification  Status
Status [Refreshes in 6]

Job: brice-1 (4E57377E7FF223B76811B534E9470561)

Curent  Jiast  foveral |
Jab began - never -
Job ended — never ---
Mailboxes 0 0 0
Messages Archived i) 0 i)
Messages Processed ] 0 ]
Messages Deleted ] 0 ]
Errors i) i) i)
. feurent  Jrast  fEmor |
Mailbox
M5
Errar

This tab is informational only for the Mobile module.
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Mobile Registration Email Variables

The Retain registration email template (...\RetainServer\WEB-
INF\classes\config\mobile\registeruser.html) has many variables which allow for a customized
registration email. There are a few variables which must remain unchanged, but the rest may be
removed or modified, as desired, to adapt the email to any organization.

This is a quick description of the different variables, and which can be modified. They are
distinguished by double brackets “[[“and “]]". The Retain Server code that sends out the email sets
these variables with the product specific and user specific information.

Typically, only #1 will want to be changed — for use in mobile device management software. If an
admin wishes to make the registration email to look like it is coming from their company, they should
modify #'s 1-2, 6-9. However, variables 6-9 may be simply removed if the admin doesn’t want users to
know what they are using.

1. Your install location — This is typically the main variable to change. This variable is not included
by default in the email to allow admins to utilize mobile device management software to push the
Retain app to devices. It may be included in the email and filled in with the app's location so it
can be manually downloaded to devices.

2. Product — This is automatically filled out with the Retain product name. Admins may set this to be
the company name. This variable is used in the subject and the body of the email message.

3. Retainheader — This is automatically filled with the Retain product logo. Admins may set this to
any branding or company image file. This must be an image file.

Name — Each user’s individual username will be input here. This should not be changed.
GwavaURL — Automatically filled-in with a link to the Micro Focus website.
GwavaURLLabel — This determines text displayed for the GwavaURL link.

N o a &

ProductNameURL — This is automatically filled-in with a link to the product website.
8. ProductNamelLabel — This determines text displayed for the productNameURL link.

The registration code and information in that variable must not change. This information is generated
by the device management page when the device is added.

The following variables must not change.
Do not modify the following:

+ enrolimentCode: This is generated when the device is created on the device management page.

+ tenantid: This is static number for retain. Displayed on the mobile page from Module
Configuration.

+ email: This is from the Device Management page.
+ name: This is from the Device Management page.
+ endpoint: This is the address of the Retain Server
+ routerURL: This is pulled from the mobile page of Module Configuration.

+ activateHREF: This is an identification string, a link specific to the user and installation.
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Retain for Social Messaging Gateway

Setting up the VM & Installing the OS

Before setting up the Virtual Machine
Ensure the firewall is configured as such:
oFrom RSM WAN IP to Untrusted, all TCP/UDP ports

olf the RSM WAN IP is a private IP, it needs to be NATed to an appropriate routable IP address. The
LAN IP address does not need a corresponding inbound NAT rule.

NOTE: It is critical that these firewall rules are in place before proceeding.

Configure the Virtual Machine

1. Download the ISO from the link found in the Social module page, on the ‘Download RSM ISO’
tab.

Social Messaging

Connections to Social Messaging Gateway are configured here.

Core Settings Gateway Download RSM ISO
Download RSM IS0

You need to download , install and configure the Retain for Social Messaging ISO, which contains the proxy services needed to capture social media information.

2. Install it onto a VM or to the desired machine with the following minimum specs:
¢+ 2GB RAM (minimum)
¢ 2 CPU cores (minimum)
¢ 60 HDD (minimum)
¢ The recommended RAM, CPU and HDD specification will be determined by the expected

load and size of the organization being served. Consult your Micro Focus technical
representative.

¢ 2 NICs - vmxnet 3, ensuring the interfaces are in different VLANs. NOTE: The second NIC
in the VMware settings list is the primary NIC that will be used for proxy traffic. This NIC will
be labeled “Internet” on the RSM. The first NIC will be the “Local” port, and may be
disconnected if desired when configured.

+ Redhat Linux enterprise 5 64bit base OS (selected from the dropdown list when setting up
the VM — there is no need to actually install the Redhat OS)

3. Mount the ISO and start up the VM or server.

4. Set the password for the “tech” and “admin” users. This will then install the RSM OS. Once it's
installed and has come back up after the reboot, the RSM will have the default LAN IP of
192.168.0.254/24. The WAN interface will try to obtain an IP address from DHCP.

5. Set the LAN IP via the console by sending a ctrl-alt-ins and then follow the prompts.
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6. All configuration operations are via the web user interface. Log onto the RSM interface by
browsing to the LAN IP on either port 80 or 443 and logging in as the “tech” user, (the “admin”

user doesn’t have the required permissions).

< [Qetain

© Help

Login to Retain for Social Media

tech

Login

You will initially be prompted to confirm the EULA and provide your details. If the email address is not
accepted at this stage (the RSM will try to validate all addresses), then use “root@ mail.RSM”.

= [etain

# Wizard

# Home

U Access Policies
‘ Users & Groups
i3y Administration
| Reparting

@ Network Monitoring
& Content Scanning
O Workstation Agent
&, Sorial Media

@ Internet Auth

== |nternet Quotas
@ Advanced Firewall
Y Traffic Shaping

£ Configuration

Retain for Social Media Home

Current Internet Link Information
Slzle

IP Agdreas

Firmware Version
Relezse

Datz installed

Update exgiry dale

Retain for Social Media Model

The model of your Retain for Social Medis

Current Modules

Up
10.1.0.62

More Information

Athena [30.1.7.1-dev)
Mon 21 Sep 2015 23:01:18
Sun 28 Feb 2016

Remember: Ta access your Retain for Social Media fram answhers an the Intemet you can use the following address

Logged in astech llogoul]  Side: GWANA Teshnalogies @A Orem 3 igwove-ge-icd)

gwava-ga-rick3.satene1box.oiz

1. Click the “Wizard” button from the left-hand navigation bar, and follow the prompts for setting the
language, time zone and network details.

2. Once the network settings have been accepted, select Configuration -> Internet from the left-

hand navigation pane, and check “Show Advanced Options”.

From the drop down list, next to “DNS server configuration” select “Always use static server” and
then enter in the required DNS servers.

Click on Update.

Browse to

Configuration -> Apply and click on the “Apply Changes” button.

3. Ifthe LAN IP Address has been changed in the Wizard setup, you will need to browse to the new
IP address and log onto the RSM interface again after applying the network settings.

4. The WAN (or Internet) Interface of the RSM will be used for proxy traffic.
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5. The LAN interface is not used for production traffic, but can be utilized as a management-type
port if required.

6. Itis critical that the two interfaces are configured on different subnets from this point on,
regardless if the LAN port is utilized or not.

7. After the Network configuration has been completed you will be prompted to supply a sitekey. A
sitekey is a unique identifier for your RSM and it should be relevant to your organization. Only
alphanumeric and “-“ are accepted, with a minimum character count of 3.

a. a.Your RSM representative will supply the registration key to you.
b. b.After the sitekey has been successfully applied, your RSM will reboot.
8. Log back onto the RSM and browse to Administration -> Updates and click on “Run Update
Now”.

The RSM will go through its update process, which could take up to 30 minutes and reboot multiple
times.

RSM Configuration

The configuration of the RSM is achieved via its Web User Interface. You need only browse to the
(WAN or LAN) IP address and enter in the appropriate credentials. For the following you will need to
use the “tech” account with the password that was set when creating the virtual machine. Specific
instructions on how to use and configure the different features of the interface are accessed through
the ‘Help’ screens inside RSM.

NOTE: When making changes to the RSM configuration, remember to update the page you are
working on before navigating away from it. When you want to make your changes live, browse to the
“Apply” section in the relevant module and click on the “Apply Changes” button.

Proxy Configuration

The following describes how to configure the RSM in a direct proxy setup. The client will then direct
their browser to the WAN IP address of the RSM on the specified port (8080 for example).

Browse to Configuration -> Web Proxy.

In the drop down list next to “Direct Proxy Mode” select “Direct”.

Specify the port to use (8080 by default).

In the drop down list next to “Provide proxy on Internet interface”, select “yes”.

In the drop down list next to “HTTPS inspection”, select “Enabled for all traffic”.

Click on “Update”.

Browse to Configuration -> Apply and click on the “Apply Changes” button.

©® N o ok DN =

After 1-2 minutes, once the changes have been applied (when the yellow apply banner
disappears), test the proxy by pointing your browser to the RSM WAN IP on the specified port
and browse to a standard HTTP web site (HTTPS sites will be tested shortly).NOTE: You can
view the proxy logs by browsing to Configuration -> Web Proxy and clicking the “View Web
Proxy logs” link in the top right hand corner of the page.
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RSM CA Certificate Installation

The RSM will be performing HTTPS inspection, meaning it will have visibility to view encrypted web
traffic. This is critical to ensure that all Social Information Governance functionality is available. In
order to do this successfully, the RSM CA Certificate needs to be installed on all client devices that
will be using the RSM as a proxy service.

1.

Download the certificate from <IP>/noauth/cacert.
If using Microsoft Active Directory create a Group Policy Object

In GPMC open the relevant policies that apply to the Computers that need to have this certificate
installed and navigate to Computer Config>Windows Settings>Security Settings>Public Key
Policies and import the CA Certificate as a Trusted Root Authority.

NOTE: This GPO will NOT apply to Safari or Firefox browsers. The certificate will need to be
manually installed.

2. If manually installing the certificate ensure it’s installed as a Trusted Root certificate.

3. Once the certificate has been deployed, test by browsing to a HTTPS site and view the web

S

proxy logs. You should not see a certificate warning in the browser and the proxy logs should
display your HTTPS request.

ocial Information Governance Configuration

Social Information Governance is a Rule/ Action process, meaning that a rule needs to be triggered
before an action takes place. A rule is made up of one or more criteria. A criterion tells the RSM what
should trigger the rule. A rule has one action assigned to it. An action may have multiple sub-actions.

Actions can be either:

+ Block

+ Alert

+ Modify

+ Moderate

+ Orin some cases, combinations of the above (i.e., Block and Alert) For example a rule to block a
staff member from posting extreme profanity on twitter will contain the following:

+ OA criterion that uses the “extreme profanity” pattern list.

+ oAnother criterion that sets the Application type to “Twitter”.
+ oA final criterion that specifies the user’s action as “send”

+ 0An action to block.

NOTE: All Criteria must be true before the rule is triggered. In other words: If the user sends a post to
Twitter, which matches an entry in the “extreme profanity” pattern list, then take the associated action

to

Block. This rule would not trigger if the user read extreme profanity on Twitter, so care must be

taken in establishing the Social Information Governance requirements for your organization. The
RSM comes with predefined rules that may apply to the relevant organization type.
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Enabling Social Information Governance

1. Enable Social Information Governance by browsing to Content Scanning -> General. Under the
SafeChat Settings table:
a. From the dropdown list next to “Enable SafeChat scanning of web content?” select “Yes”

2. Click on “Update”

3. Browse to Content Scanning -> Apply and click on the “Apply Changes’ button.

Creating Pre-Defined Social Information Governance Rules
and Actions

1. After the changes have been applied create the predefined rules by browsing to Content
Scanning -> General and click on the “Add suggested settings” button.

2. Browse to Content Scanning -> Rules where you can see the rules that have been created. The
rules and corresponding actions will be currently disabled.

3. Enable the rules by
+ Clicking “edit” next to the rule.
¢ Check “Enabled”.
+ Additional criteria can be added at this stage by clicking on the “Add Criteria” link.
+ Click on “Update”.

4. 4.When you are happy for the rules to come into effect, browse to Content Scanning -> Apply
and click the “Apply Changes” button.

Creating Custom Social Information Governance Rules

To add or modify a rule:

1. Browse to Content Scanning -> Rules and click on “Add new rule” in the top left hand corner

2. Enter a descriptive name for the rule into the textbox provided. This will be used for referring to
this rule, for example when modifying or deleting this rule.

3. Select the action to be run when the rule is matched.
4. Click the Update button to save the rule.
5. Enter criteria as required. The rule will be triggered when all the listed criteria are matched.

NOTE: NOTE: If no criteria are specified then this rule will never be triggered.

6. Select the checkbox provided at the top of the page to enable the rule, once you are happy for it
to become active.

7. Click the Update button to save the rule.

Creating Custom Social Information Governance Actions

To add or modify an action:

1. Enter a descriptive name for the action into the textbox provided. This will be used for referring to
this action, for example when modifying, deleting or using this action.
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2. Click the Update button to save the action.

3. Enter sub-actions as required.

NOTE: If no sub-actions are specified then this action will not do anything, but the rule will still
trigger a match, this can be useful for reporting.

4. Select the checkbox provided at the top of the page to enable the action, once you are happy for
it to become active.

5. Click the Update button to save the action. Once all changes have been made to the
6. Content Scanning section:

a. Browse to Content Scanning -> Apply.

b. Click on the “Apply Changes” button.

The Configured Social Information Governance rules and actions will now be live in a few seconds.

Social Information Governance Moderation

The Moderation section of Content Scanning allows authorized users to approve or deny messages
held by a “Hold for Moderation” sub-action. A Content Scanning action needs to be configured to hold
messages in a particular moderation “queue” until processed. An authorized user can then view each
queue, reviewing the pending messages of a queue in detail, and selecting whether each message is
approved or denied. An example would be to hold for moderation any messages that contain the
name of the company for moderation and review before it’s sent to Twitter, Facebook, etc. The
authorized user can then elect to allow that message to be sent or reject the message, giving an
explanatory comment if necessary.

NOTE: Please refer to the online help under Users & Groups to create individual users and groups if
you want to limit access to these features a defined group of users. Social Information Governance
Moderation requires the configuration of:

1. A moderation queue and;
2. An action to hold messages in the moderation queue.

Creating a Moderation Queue

1. Browse to Content Scanning -> Manage Moderation Queues.
2. Select “Create New Queue”.

+ Provide a descriptive name for the queue.

+ Select which groups (if any) can view this queue.

+ If an explanatory comment is required for any actions within this queue (i.e., releasing or
denying), set the appropriate value here.

3. Click on “Update”.

Creating a Moderation Action

This is simply a Content Scanning action to hold messages into the specified moderation queue.

1. Follow the steps described under “Creating Custom Social Information Governance Actions”.
2. When selecting the sub-action, select “Hold for Moderation”.
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3. Select the moderation queue from the drop-down list.

4. Assign this action to the required rule (please refer to “Creating Custom Social Information
Governance rules” for more detail).

Configuring Secure Social Media Authentication

The RSM can be used to grant users access to social media accounts without having to divulge the
account password. The RSM will determine whether users can access particular social media
accounts based on the group membership of the user. This can be used, for example, to allow certain
members of your organization the ability to make posts to your organization’s Twitter or Facebook
account without divulging the password for those accounts.

NOTE: This functionality currently applies to LinkedIn, Twitter and Facebook accounts.

Configuring RSM to authenticate to a company’s social
media site

1. Browse to Social Media -> Accounts and click on “Configure New Account” in the top right hand
corner of the page.

2. Configure the account options:
+ Select the application.
+ Type in the username and password for the account

NOTE: This feature will not work with accounts that require two-factor authentication. It is
recommended that a long, complex and very secure password be used for the account.

+ Select which user groups can access this account through the RSM.

NOTE: Users with Social Media Account administration privileges are allowed to access all
social media accounts regardless of this setting.

+ Provide a description of the account (i.e., “ABC Corp. Main Facebook page”)

+ Set a session lifetime. This determines how long the login session cookie will be active
before timing out. Leave it blank to use the application’s default values.

Click on “Update”.
Browse to
Content Scanning -> Apply and click on the “Apply Changes” button.
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Users can access the company’s social media sites by browsing to the RSM, supplying
appropriate credentials and then browse to

7. Social Media -> Accounts.

+ They will see the list of social media accounts they have permission to access (for example
Facebook and Twitter, but not LinkedIn).

+ Click on the social media account desired, and the RSM will log into that application for the
user.
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CellTrust SecureLine

There are two generations of CellTrust gen1 (#Generation_1) that uses the module and gen2
(#Generation_2) which uses the REST API.

Generation 1

The CellTrust SecureLine module allows the collection of data from the CellTrust SecureLine server
into the Retain system. CellTrust SecureLine supports the archival of SMS from both Android and iOS
phones. All devices which are supported by the SecurelLine server are covered by Retain.

To archive CellTrust SecureLine information, the SecureLine server must be configured to log SMS
data. The server log files are what Retain uses to collect the information about SMS activity. If the
SecurelLine server has not been configured to log the data, Retain will be unable to archive the
information. See below for SecurelLine server configuration.

Configuring the CellTrust SecureLine Module is incredibly simple. Essentially, the module needs to be
enabled and configured with the log file location. Afterwards, the data is treated the same as any
other data entering the Retain archive. Data is archived in the database under the user/phone it
originated from and can be searched and viewed through the Search Messages interface.

To enable the CellTrust module, select the ‘Configure’ link under the ‘CellTrust’ icon from the module
page.

LiAdd]

| Delete | | Root - Include subfolders

Core Settings

The module needs to be enabled on this page to make it active in the Retain system.
The module can be given a name.

The Send Method option enables either the SMTP Forwarding or FTP features. For either feature to
appear and function, the Module Forwarding tab must be configured on the Server Configuration
page. See that section for more information.
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#Generation_1
#Generation_2

R cellTrust SecureLine

SecureLine specific information is configured here.

Core Settings ~ Secureline Servers
Core Settings

Mormalky this entry should be enabled.

+ If Enable Jobs is not enabled, no jobs pertaining to this module will be sent to Workers,

Module name | CellTrust-1
Enable Jobs [v/]

Mormally this entry should be disabled.

+ Send Secureline items to an extermnal system,

Select Send Method | dissbled v |

SecureLine Servers

The log file path for each server in the system is required to archive the SMS data. To add a server to
the Retain process, select the Green Plus Sign(+). Give the server a name (any name will do), and
provide the log file path.

Rd cellTrust SecureLine "

How to colect the Secureline server data is configured here.

Core Settings  Secureline Servers
Secureline Servers
The Retain Worker needs to know where the SecureLine log files are located.

IZEZI Add SecureLine Server

Server Mame  ssms.gwava.com

Logfile Path /mnt/celtrust/p2parchive

The log files must be directly accessible to the worker tasked with archiving the CellTrust SecureLine
data, whether through direct access or through a mapped drive. The lodfile path is the direct file
access path to the log files of the CellTrust SecureLine server, (/opt/PM/scheduler/external by
default), and should be specified as the worker will access the log files.
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Archiving/Data Collection — About Workers, Profiles,
Schedules, and Jobs

Getting data into the archive is the core functions of Retain. As such, sub-functions have been broken
out to give you as much flexibility as possible in deciding your archive policy.

Your archiving policy will cover several points:

*

*

*

*

What to archive (jobs)

Includes what message server(s) to collect data from.
What worker

When will the data be collected (schedule)

How to collect the data will cover (profile)

Types of items or users to archive.

Date range of items to be archived.

Avoiding redundant data collection.

Utilizing storage flags to achieve 100% retention.
Whether to store attachments.

Advanced criteria, such as attachment names, or folder locations.

Retain Job components

Schedule

The Schedule is the time framework that is set for the job to run on and provides the choice of how
often, and when, the job is run. Single time, (job runs once), or a recurring time frame are available.
Schedules are universal and are not module or job specific. They may be used for one or all jobs.

Profile

The Profile dictates which kinds of files to retrieve from the message system. All message system
items are selectable to be archived, but you may also specify time periods, exclude folders or
subjects, and how the data is stored. Profiles are module specific, and the profile section contains
sections specified by each module and information only applicable to that module.

The Profile also has a very important function, duplicate checking. This keeps the Retain system from
storing multiple instances of the same message. Make sure you check and read the section on Purge
(GroupWise), Retention (GroupWise), and Item Store (Exchange/GroupWise) flags.

Worker

The worker is the part of Retain that actually pulls the data from the message system servers. The
Worker contacts the Retain Server and gathers information on which jobs are associated with it, when
to start them, and which items to get. Workers can only run one job at a time. Workers are not module
specific, but may require module specific settings. These settings, where applicable, are found under
the module specific tab.

Modules and Jobs 323



Jobs

The Jobs section is where the Worker, Profile, and Schedule are all brought together and associated
into a comprehensive configuration by allowing the user to tie their configuration to a selected
SecureLine server and selected user list. The desired SeucureLine server must be selected. The
Worker will not start archiving anything until a created job is bound to a Worker, Schedule, and
Profile.

Secureline Server Configuration

Retain requires the CellTrust SecurelLine server to create log files for the worker to access, digest,
and send to the Retain Server for storage. To configure the SecurelLine server to create these files
requires the scheduled run of a Gwava Report script, a tool provided by CellTrust.

The script may be scheduled through the quartz scheduler.

To configure the quartz scheduler to run the GwavaReport script, navigate to the /opt/PM/bin directory
and run the start_sched_client.sh script, then follow the desired prompts.

For example:

[root@dev041201lv bin]# ./start_sched_client.sh

Hi, welcome to PrimeMessage Scheduler configuration utility

You will be prompted to enter different values. Every time you finish to enter
something - just hit "Enter™. You can quit any time - just enter single "q~
character in the beginning of the line.

GOOOOD LUCK!

Select operation ( 1 - add job; 2 - remove job; 3 - pause job; 4 - resume job; 5 -
current jobs):

1

Enter job name:

GwavaReport

Enter job class name ( omit ".class"™ part ):

GwavaReportJob

Please select Trigger type( 1 - Simple, 2 - Cron):

At this point, select whether you want to use a Cron configuration for the triggers or a simple type —
this is an example using the simple type:

Please select Trigger type( 1 - Simple, 2 - Cron):
1

Enter delay ( in seconds ) before first execution:
30

Enter number of executions ( O for indefinite ):

2

Enter interval between executions ( in seconds ):
30

Enter job additional params ( String or int only)
When finished, enter empty line for attribute name
Enter attribute name:

The GwavaReport has no quartz attributes, so hit enter, then ctrl-c to exit the script.
Schedule the report to run as often as desired according to traffic and desired archival.

Once the report tool has run, it will place the necessary log file in the /opt/PM/scheduler/external
directory. The files here are required by the Retain Worker. The Retain Worker required direct file
access to these files. Whether by export or by local access, configure the CellTrust SecureLine
module with the location of these files, the file location must be from the worker’s point of view.
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CellTrust Generation 2

CellTrust generation 2 uses the REST Collector model.

Configure Retain Server Connection

Under Server Configuration/Communications you must setup the Retain Server Connection. This is
the hostname or the public IP Address of the Retain server the host will be entered into the CellTrust
system to connect to Retain. The port will be 48080 for HTTP or 443 for HTTPS protocols.

Retain Server Connection

The Router and REST applications will need to know how to connect to the Server, It is highly recommended that you use a DNS host name for the Host Name. It's
Important to note that vou are specifying the URL from the point of view of the Router or REST application contacting the Server, which may or may not match
the URL you'd use from your browser to reach the Router or Server.

Saiia o[-
Reain Sevr st
Retain SeverPort 453
Retain Server Path||/retainserver

Install REST Licenses

Beyond Installing the module license PEM file to the Retain Server under the License page, you must
install the REST license files. These will be downloaded as a ZIP file, there is no need to unzip this
file.

Go to Server Configuration/REST API.

Scroll down to Submit License, Browse to the ZIP file and press Submit License.

— Submit License

Browse... | Mo file selected.

Submit License

The license will be uploaded to the Retain server and appear in the list under Application Settings.
The Application will reflect what system Retain will connect to via REST.
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— License Summary

Global Settings

API Enable e

License begins Mon Dec 28 11:02:10 PST 201
License expires Mon Feb 21 09:59:59 PST 203
Maximum read requests per minute 100000

Maximum write requests per minute B0000

Maximum read requests per application per minute 10000
Maximum write requests per application per minute 6000
Maximum read requests per user per minute 10000

Application Settings

Application Secureline Development License
Application Key 31518727-DOEE-480A-BoEF-D6ESE6E9CIA9
Enabled Tee
License begins Tue Jan 19 07:31:59 P5T 2016

License expires Mon Mar 12 09:59:59 PDT 2018

Maximum read requests per minute 10000
Maximum write requests per minute 6000
Capabilities Read, Search, Insert, Manage

Create REST Collector

Create a REST Collector by providing:
¢ Collector Name

REST Collectors

REST Collectors are given rights to push data inside of Retain using the REST APL.
Collector Name Add collector

Collector Mame Key
RESTCollectorl 41cf4218-0839-4fb7-8b8c-8e3afd88d943 Delete Export

The Key and Secret will be used on the CellTrust side of the system for authentication.
Then press "Add collector" to enable the collector.
You may delete the collector.

Export the collector allows you to import the Key and Secret into the CellTrust system.
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Configure the Module

To configure the CellTrust module, all that is required is to enable the Jobs in the module and Save
Changes.

CeIITrust SecurelLine - ()

SecureLine specific information is configured here.
Core Settings SecureLine Servers

Core Settings

Normally this entry should be enabled.

® If Enable Jobs is not enabled, no jobs pertaining to this module wil be sent to Workers.

Enzble Jobs |¥

Mormally this entry should be disabled.

® Send Secureline items to an external system.

Select Send Method dissbled =

The “Enable Jobs” box must be checked to have data archiving functionality.

The Send Method option enables either the SMTP Forwarding or FTP features. For either feature to
appear and function, the Module Forwarding tab must be configured on the Server Configuration
page. See that section (../../Administration/Server_Configuration/Server
Configuration.htm#Module_Forwarding) for more information.

Save changes and the module is configured. You may need to disable and re-enable "Enable Job"
before it will allow you to Save Changes.

There is no need to configure the SecureLine Servers.

Configure CellTrust

The REST connection to the collector needs to configured by the Admin on the CellTrust system side.

Provide the Retain Server URL, Tenant ID, Key and Secret.
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Once the connection is made data will begin to flow into Retain from CellTrust and will appear in the
user's Retain mailbox.

There are no Profiles or Jobs associated with this Module.

GBS Notes Module

The GBS Notes module allows Retain to archive Lotus Notes/Domino communications via GBS. This
is different from most modules in that there are no Profiles or Jobs. A REST API collector is
connected between the GBS Notes and Retain systems and the data flows into the Retain archive as
it created in the GBS Notes system. Data is archived immediately as it enters or is created in the GBS
Notes system.

Install Module License

You will receive an email with your license validation keys. Go to our license site, enter each key for
the server and modules and download the PEM and ZIP files. Upload the PEM files to the Retain
Server on the Licenses page. The REST API license ZIP file will be uploaded to a different location
discussed below.

Configure Retain Server Connection

Under Server Configuration/Communications you must setup the Retain Server Connection. This is
the hostname or the public IP Address of the Retain server the host will be entered into the GBS
system to connect to Retain. The port will be 48080 for http or 443 for https protocols.
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Retain Server Connection

The Router and REST applications will need to know how to connect to the Server, It is highly recommended that you use a DNS host name for the Host Name. It's
Important to note that you are specifying the URL from the point of view of the Router or REST application contacting the Server, which may or may not match

the URL you'd use from your browser to reach the Router or Server.

e Host

IRetain Server Port (443

Install REST Licenses

Beyond Installing the module license .PEM file to the Retain Server under the License page, you
must install the REST license files. These will be downloaded as a .ZIP file, there is no need to unzip

this file.
Go to Server Configuration/REST API.

Scroll down to Submit License, Browse to the .ZIP file and press Submit License.

— Submit License

Browse... | Mo file selected.

Submit License

The license will be uploaded to the Retain server and appear in the list under Application Settings.
The Application will reflect what system Retain will connect to via REST.
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REST API

The Retain REST API allows external applications to interact with the archive. In order to enable the AP, 2 base API license is required.
Additionally, an application license is required for each application that requires access to the APL.

License Summary

Global Settings
X API Enabled e
License begins Mon Dec 28 12:02:10 MST 2015
License expires Mon Feb 21 10:59:59 MST 2033
Maximum read reguests per minute 100000
Maximum write requests per minute 60000

Maximum read requests per application per minute 10000
Maximum write requests per application per minute 6000
Maximum read reguests per User per minute 10000

Application Settings

Application GBS Development License

Application Key BASFOF21-DB49-4EA3-9AAB-C717F54380C7
Enabled e
License begins Tue Oct 25 11:35:02 MDT 2016

License expires Wed Nov 18 10:59:59 MST 2020

Maximum read reguests per minute 10000
Maximum write requests per minute 6000
Capabilities Read, Manage, Insert, Search

Create REST Collector

Create a REST collector under Server Configuration (../Administration/Server_Configuration/Server
Configuration.htm#XREF_REST_API)

Some modules use the REST API for data collection. You need to create a collector to connect to the
message system. You may have multiple REST collectors.

—REST Collectors

REST Collectors are given rights to push data inside of Retain using the REST APL

Collecter Name Add collector
Collector Name Key
MigrationCollector 2cc009b0-6cb6-41f6-93ac-1c57d4dcdfdo Delete || Export

="

Create a REST Collector by providing:

1. The Collector Name can be anything you want, but we recommend something easy to identify
with the system it connects with. A Key and Secret will be created for the collector. The Key and
Secret will be used on the message system side of the system for authentication.

2. Then press "Add collector" to enable the collector.

Export the collector allows you to export the Key and Secret to disk for use with the message
system.

Delete removes the collector.
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Configure the Module
The module needs to be enabled on this page to make it active in the Retain system.
The module can be given a name.

The Send Method option enables either the SMTP Forwarding or FTP features. For either feature to
appear and function, the Module Forwarding tab must be configured on the Server Configuration
page. See that section for more information.

To configure the GBS Notes module, all that is required is to enable the Jobs in the module and Save
Changes.

GBS Notes

GBS specific information is configured here.

Core Settings

Core Settings
MModule name |GBS Motes

Tenant ID c145f579-6ca3-4063-%cda-6b0f4bcsdosa
Marmally this entry should be enabled.

# [fEnable Jobs is not enabled, no jobs pertaining to this module will be sent to Workers.

Enable Jobs

Mormally this entry should be disabled.

# Send GBS items to an external system.

Select Send Method | dizsbled v

The “Enable Jobs” box must be checked to have data archiving functionality.

The Send Method option enables either the SMTP Forwarding or FTP features. For either feature to
appear and function, the Module Forwarding tab must be configured on the Server Configuration
page. See that section for more information.

Save changes and the module is configured. You may need to disable and re-enable "Enable Job"
before it will allow you to Save Changes.
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Configure GBS Notes

The REST connection to the collector needs to configured by the Admin on the GBS Notes system
side.

Once the connection is made data will begin to flow into Retain from GBS Notes and will appear in the
user's Retain mailbox.

There are no Profiles or Jobs associated with this Module.

Social Messaging Module

The Social Messaging module allows Retain to archive Social Messaging communications from
Twitter, Facebook, Yammer, AOL chats, LinkedIn, Yahoo Messenger, Google Talk, Lync & Skype for
Business, and Gmail. The Social Messaging module also archives searches performed on Google,
YouTube, Yahoo, Bing, and Wikipedia.

Install Module License

You will receive an email with your license validation keys. Go to http://licenses.gwava.com, enter
each key for the server and modules and download the PEM and ZIP files. Upload the PEM files to
the Retain Server on the Licenses page. The REST API license ZIP file will be uploaded to a different
location discussed below.

Configure Retain Server Connection

Under Server Configuration/Communications you must setup the Retain Server Connection. This is
the hostname or the public IP Address of the Retain server the host will be entered into the Social
system to connect to Retain. The port will be 48080 for HTTP or 443 for HTTPS protocols.

Retain Server Connection

The Router and REST applications will need to know how to connect to the Server, It is highly recommended that you use a DNS host name for the Host Name. It's
Important to note that vou are specifying the URL from the point of view of the Router or REST application contacting the Server, which may or may not match
the URL you'd use from your browser to reach the Router or Server.

Sanver Protocol |htips

T

Retain Server Path | /retainServer

Install REST Licenses

Beyond Installing the module license PEM file to the Retain Server under the License page, you must
install the REST license files. These will be downloaded as a ZIP file, there is no need to unzip this
file. Go to Server Configuration/REST API. The Application will reflect what system Retain will
connect to via REST.
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REST API

The Retain REST API allows external applications to interact with the archive. In order to enable the AP, 2 base API license is required.
Additionally, an application license is required for each application that requires access to the APL.

License Summary

Global Settings
X API Enabled e
License begins Mon Dec 28 12:02:10 MST 2015
License expires Mon Feb 21 10:59:59 MST 2033
Maximum read requests par minute 100000
Maximum write requests per minute 60000

Maximum read requests per application per minute 10000
Maximum write requests per application per minute 6000
Maximum read reguests per User per minute 10000

Application Settings

Application GBS Development License

Application Key BASFOF21-DB49-4EA3-9AAB-C717F54380C7
Enabled e
License begins Tue Oct 25 11:35:02 MDT 2016

License expires Wed Nov 18 10:59:59 MST 2020

Maximum read reguests per minute 10000
Maximum write requests per minute 6000
Capabilities Read, Manage, Insert, Search

Scroll down to Submit License, Browse to the ZIP file and press Submit License.

— Submit License

Browse... | Mo file selected.

Submit License

The license will be uploaded to the Retain server and appear in the list under Application Settings.

Create REST Collector

Create a REST Collector by providing:
+ Collector Name

REST Collectors

REST Collectors are given rights to push data inside of Retain using the REST APL.

Collector Name Add collector
Collector Name Key
RESTCollectorl 41cf4218-0839-4fb7-8b5c-8e3afda8d963 Delete Export

The Key and Secret will be used on the Social side of the system for authentication.
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Then press "Add collector" to enable the collector.
You may delete the collector.

Export the collector allows you to import the Key and Secret into the Social system.

Configure the Module

The module needs to be enabled on this page to make it active in the Retain system.
The module can be given a name.

The Send Method option enables either the SMTP Forwarding or FTP features. For either feature to
appear and function, the Module Forwarding tab must be configured on the Server Configuration
page. See that section for more information.

To configure the Social Messaging module, all that is required is to Enable Jobs in the module and
Save Changes.

Social Messaging

Connections to Sodal Messaging Gateway are configured here.

Core Settings
Core Settings

Mormally this entry should be enabled.

« If Enable Jobs is not enabled, no jobs pertaining to this module will be sent to Workers.

Module name |SocialMessage-1
Enable Jobs [

Mormally this entry should be disabled.

« Send Social Messaging items to a2n external system.

Select Send Method | disabled v |

The “Enable Jobs” box must be checked to have data archiving functionality.

The Send Method option enables either the SMTP Forwarding or FTP features. For either feature to
appear and function, the Module Forwarding tab must be configured on the Server Configuration
page. See that section (../../Administration/Server_Configuration/Server
Configuration.htm#Module_Forwarding) for more information.

Save changes and the module is configured. You may need to disable and re-enable "Enable Job"
before it will allow you to Save Changes.
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Configure Social

The REST connection to the collector needs to configured by the Admin on the Social system side.
You will need the Tenant ID, Key, and Secret from the Router Configuration Page.
That information must be given to ArchiveSocial.

Once the connection is made data will begin to flow into Retain from Social and will appear in the
user's Retain mailbox.

There are no Profiles or Jobs associated with this Module.
In ArchiveSocial

1. Login to your ArchiveSocial account. After logging in you should see the dashboard which looks
similar to the screenshot below:

@ ArchiveSocial Logged in as Test User @ £
Dashboard Configure Browse Search Report Export

Welcome, Test

"\ Notices (1)

@ Accounts were recently connected to your archive. The data for these accounts may be incomplete until
the full history has been processed. See the Browse tab for details.

% Your Organization |h Archived Record Volume by Month

Test

1,000 4

44 connected accounts(i)
1 historical account(i)

K 15 accounts
K 8 accounts
B 7 accounts
& 3 accounts
[ 3 accounts
@ 2 accounts
® 2 accounts
** 2 accounts
[ 1 account

1 account

B 1 account Sep Oct Nov Dec Jan Feb Mar

Record volume

Volume this month: 67 new records
Prior 6-month average: 250 records / month
Total records in archive: 21873
Record limit: 10 records / month
Connect accounts *Record volumes may change as data from recently connected accounts Is processed.

2. Click on the configure tab near the top of the page. This should take you to the configure screen:
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@ ArchiveSocial Logged in as Test User @ £t

Dashboard Configure Browse Search Report Export

Social Media Accounts  Account Owners

e Start by adding the account owners who are responsible for managing social media accounts.
Monitoring & Alerts You can then connect social media accounts by selecting the Connect accounts... button next to
an account owner.

Retention Rules

| Add Account Owner... | Upload Spreadsheet... |

Unified Archiving
Displaying 1-2 of 2
e L - Other Tester Connect accounts... Edit... Remove
r\ " Connect accounts... Edit... Remove

. Test Use

3. On the left sidebar there should be a Unified Archiving tab click there to open up page for
connecting integrations:
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QJ ArchiveSocial

Dashboard

Social Media Accounts
Monitoring & Alerts
Retention Rules
Unified Archiving

System Admins

Logged in as Test User @ £3

Configure Browse Search Report Export

Unified Archiving Connectors

You can enable a connector below to automatically deliver new social media records captured by
ArchiveSocial to a unified electronic message archive. ArchiveSocial currently supports unified
archiving with Microsoft Office 365 Security & Compliance and Micro Focus Retain Social.

Office 365 Security & Compliance Connector

Please note:
« You must complete the required Office 365 configuration prior to enabling this connector

« In order for Office 365 to associate social media records with the appropriate mailboxes, it is
recommended that you configure each ArchiveSocial Account Owner with an email address that
matches a corresponding user in Office 365

| Connect to Office 365 Security & Compliance |

Retain Connector

Please note:

* Your RetainServer must be configured with Version 4.2 or higher, along with the Retain Social module,
in order to enable this connector.

= Your Retain Tenant ID can be obtained by viewing the Router Configuration page within your
RetainServer.

| Connect tc Retain |
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4. Click the Connect to Retain button and input whatever tenant id you want to send content to and
hit connect and then you're all set. At this point new content captured will be sent to the specified
tenant.

Configure

Please note:

= You must complete the

| Configure Retain Connector
Connect tof
Retain Tenant ID

Connect | Cancel
Please note:

h Version 4.2 or higher, along with the Retain Social module,

btained by viewing the Router Configuration page within your

Connect to Retain

Wireless Carriers: AT&T Module

Retain can archive user SMS and MMS data from wireless carriers that have Message Archiving
enabled.

For more detail see the AT&T site http://serviceguidenew.att.com/sg_flashPlayerPage/AMA

NOTE: Stored messages are pushed in near real-time to a company provided URL via HTTP POST
and one-way SSL encryption. After a successful push, stored messages are deleted on the carrier
side. If the push fails, retries will occur for an additional 5 days until items are deleted by the carrier.
Messages are stored even when the user is roaming from the home network. All pushed messages
are then encrypted, stored and viewed on the customer premise; no further end user action is
required for message storage.

You will need to open the firewall, configure the module and create a REST collector, and send
connection details to your carrier.
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AT&T Module Setup

Firewall Setup

This module will not work with message router or cloud router. This module requires a hosthame
accessible from the Internet. You will need to open the firewall to allow data to flow. Provide a Firewall
exception for incoming data.

Data from AT&T will come from 12.130.30.68

Retain Side Setup

On the Retain Server: Enter the license, configure the module, and create a REST Collector.
Enter the License

You will receive an email with the Retain licenses you have paid for.

The first thing that needs to be done is to upload the license “Licensing” on page 105 to Retain.

Submit License

Retain 4.0 AT&T.pemn

Submit License

Configure the Module

Select Module Configuration from the left navigation bar and click on the In-network: Wireless Carrier
module to configure. A new tab will open

Wireless Carriers: AT&T

()
A

Configure

Core Settings tab

To configure the module, disable and then re-enable Jobs and press Save to update the settings. You
may also change the module name and set forwarding, if Module Forwarding is setup under Server
Configuration.
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‘W’ Wireless Carriers: AT&T - -y

Wireless Camiers: AT&T spedfic information is configured here.

Core Settings
Core Settings

Mormally this entry should be enabled.

+ If Enable Jobs is not enabled, no jobs pertaining to this module will be sent to Workers,

Module name | Att-1 |
Enable Jobs |+

Maormally this entry should be disablad.

+ Send Wireless Carriers: AT&T items to an external system.

Select Send Method | dissbled

REST Key and Secret

Get REST Key and Secret from Retain Server to build the URL the carrier will need to connect to
Retain.

1. The App Key and Secret are found in the Retain license directory. See Server
Configuration|Storage|Advanced Settings.

For example: \retaindata\license\restapi\retain-att.zip
2. Extract and copy the <applicationKey> and <applicationSecret>.

REST Collector

You will need to provide a username and password to your carrier for it to connect properly. This will
be the key and secret from the REST collector.

1. Create a REST Collector
2. Give it any name and export the collector.
3. From the XML file copy the following: <key> and <secret>.

URL

This will be the "Company Provided URL for Message Delivery". The Retain server URL needs to be
Internet accessible by your carrier. The URL need to be formatted in the following way:

https://<Retain Server Hostname>/RetainServer/RestAPl/v1/atnt/mobile-
messages?appKey=<Application Key>&appSecret=<Application Secret>

For example: https://docs.microfocus.com/RetainServer/RestAP1/v1/atnt/mobile-
messages?appKey=5DFD6637-23BA-4AD1-9533-5939B197D81F&appSecret=4b9b5d2d

Username and password
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Provide the Rest Collector username and password from the REST Collector step above to your
carrier within the reply email with the onboarding form. The credentials need to be formatted in the
following way:

User name: restcollector/<key>

Password: <secret>

For Example: Username: restcol lector/6f460696-fe69-424b-a787-754c1953f792
Password: 069ddd7a-3747-4025-b7ea-827ba747abl1

Carrier Side

Sign up for Business Archiving which requires an In-network: Wireless Carrier Business Account. You

will then receive a form from your carrier to complete.
1. The form you will receive from your carrier will be titled something like "Message Archiving -
Onboarding Form".
2. Supply the "Company Provided URL for Message Delivery"

3. Supply a REST Collector username and password in the correct format. NOTE: This is not
specifically asked for on the form, so add it to the reply email you send the form back with.

TeleMessage Module

The TeleMessage module allows Retain to archive those messages. This is different from most
modules in that there are no Profiles or Jobs. A REST API collector is connected between the
TeleMessage and Retain systems and the data flows into the Retain archive as it created in the
TeleMessage system. Data is archived immediately as it enters or is created in the TeleMessage
system.

Install Module License

You will receive an email with your license validation keys. Go to our license site, enter each key for

the server and modules and download the PEM and ZIP files. Upload the PEM files to the Retain
Server on the Licenses page. The REST API license ZIP file will be uploaded to a different location
discussed below.

Configure Retain Server Connection

Under Server Configuration/Communications you must setup the Retain Server Connection. This is
the hostname or the public IP Address of the Retain server the host will be entered into the system to

connect to Retain. The port will be 48080 for http or 443 for https protocols.

Retain Server Connection

The Router and REST applications will need ta know how to connect to the Server. It is highly recommended that you use a DNS host name for the Host Name. It's
Important to note that vou are specifying the URL from the peint of view of the Router or REST application contacting the Server, which may or may not match

the URL you'd use from your browser to reach the Router or Server.

Sanver Protocol [htps

T mrr—

Retain Server Path | /retainServer
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Install REST Licenses

Beyond Installing the module license PEM file to the Retain Server under the License page, you must
install the REST license files. These will be downloaded as a ZIP file, there is no need to unzip this
file.

Go to Server Configuration/REST API.

Scroll down to Submit License, Browse to the ZIP file and press Submit License.

— Submit License

Browse... | Mo file selected.

Submit License

The license will be uploaded to the Retain server and appear in the list under Application Settings.
The Application will reflect what system Retain will connect to via REST.

& Server Configuration 00
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REST API

The Retain REST API allows external applications to interact with the archive. In order to enable the AP, 2 base API license is required.
Additionally, an application license is required for each application that requires access to the APL.

License Summary

Global Settings
X APl Enabled LT
License begins Mon Dec 28 12:02:10 MST 2015
License expires Mon Feb 21 10:59:59 MST 2033
Maximum read requests per minute 100000
Maximum write requests per minute 60000

Maximum read requests per application per minute 10000
Maximum write requests per application per minute 6000
Maximum read requests per user per minute 10000

Application Settings

Application GBS Development License

Application Key BASF9F21-DB49-4EA3-9AAB-C717F54380C7
Enabled e
License begins Tue Oct 25 11:35:02 MDT 2016

License expires Wed Nov 18 10:59:59 MST 2020

Maximum read reguests per minute 10000
Maximum write requests per minute 6000
Capabilities Read, Manage, Insert, Search
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Create REST Collector

Create a REST collector under Server Configuration (../Administration/Server_Configuration/Server
Configuration.htm#XREF_REST_API)

Some modules use the REST API for data collection. You need to create a collector to connect to the
message system. You may have multiple REST collectors.

REST Collectors

REST Collectors are given rights to push data inside of Retain using the REST APL

Collecter Name Add collector
Collector Name Key
MigrationCollector 2cc009b0-6cb6-41f6-93ac-1c57d4dcdfdo Delete || Export

Create a REST Collector by providing:

1. The Collector Name can be anything you want, but we recommend something easy to identify
with the system it connects with. A Key and Secret will be created for the collector. The Key and
Secret will be used on the message system side of the system for authentication.

2. Then press "Add collector" to enable the collector.

3. Export the collector allows you to export the Key and Secret to disk for use with the message
system.

Delete removes the collector.

Configure the Module

The module needs to be enabled on this page to make it active in the Retain system.
The module can be given a name.

The Send Method option enables either the SMTP Forwarding or FTP features. For either feature to
appear and function, the Module Forwarding tab must be configured on the Server Configuration
page. See that section for more information.

To configure the module, all that is required is to enable the Jobs in the module and Save Changes.
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&) TeleMessage
TeleMessage specific information is configured here.
Core Settings
Core Settings

Marmally this entry should be enabled.

& [fEnable Jobs is not enabled, no jobs pertaining to this module will be sentto Workers.

Module name |Telemessage-1 |

Enable Jobs

Marmally this entry should be disahbled.

* Send TeleMessage items to an external system.

Select Send Method | disabled 2

The “Enable Jobs” box must be checked to have data archiving functionality.

Save changes and the module is configured. You may need to disable and re-enable "Enable Job"
before it will allow you to Save Changes.

Configure TeleMessage

The REST connection to the collector needs to configured by the Admin on the TeleMessage system
side.

Once the connection is made data will begin to flow into Retain from TeleMessage and will appear in
the user's Retain mailbox.

There are no Profiles or Jobs associated with this Module.

UM Labs Module

The UM Labs module allows Retain to archive those messages. This is different from most modules
in that there are no Profiles or Jobs. A REST API collector is connected between the UM Labs and
Retain systems and the data flows into the Retain archive as it created in the UM Labs system. Data
is archived immediately as it enters or is created in the UM Labs system.
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Install Module License

You will receive an email with your license validation keys. Go to our license site, enter each key for
the server and modules and download the PEM and ZIP files. Upload the PEM files to the Retain
Server on the Licenses page. The REST API license ZIP file will be uploaded to a different location
discussed below.

Configure Retain Server Connection

Under Server Configuration/Communications you must setup the Retain Server Connection. This is
the hostname or the public IP Address of the Retain server the host will be entered into the system to
connect to Retain. The port will be 48080 for http or 443 for https protocols.

Retain Server Connection

The Router and REST applications will need to know how to connect to the Server, It is highly recommended that you use a DNS host name for the Host Name. It's
Important to note that vou are specifying the URL from the point of view of the Router or REST application contacting the Server, which may or may not match
the URL you'd use from your browser to reach the Router or Server.

ServerPratocl v |
Retan SrverHost
Refain ServerPort 43 |
Retain Server Path [ /retainserver

Install REST Licenses

Beyond Installing the module license PEM file to the Retain Server under the License page, you must
install the REST license files. These will be downloaded as a ZIP file, there is no need to unzip this
file.

Go to Server Configuration/REST API.

Scroll down to Submit License, Browse to the ZIP file and press Submit License.

— Submit License

Browse... | Mo file selected.

Submit License

The license will be uploaded to the Retain server and appear in the list under Application Settings.
The Application will reflect what system Retain will connect to via REST.
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REST API

The Retain REST API allows external applications to interact with the archive. In order to enable the AP, 2 base API license is required.
Additionally, an application license is required for each application that requires access to the APL.

License Summary

Global Settings
X API Enabled e
License begins Mon Dec 28 12:02:10 MST 2015
License expires Mon Feb 21 10:59:59 MST 2033
Maximum read reguests per minute 100000
Maximum write requests per minute 60000

Maximum read requests per application per minute 10000
Maximum write requests per application per minute 6000
Maximum read reguests per User per minute 10000

Application Settings

Application GBS Development License

Application Key BASFOF21-DB49-4EA3-9AAB-C717F54380C7
Enabled e
License begins Tue Oct 25 11:35:02 MDT 2016

License expires Wed Nov 18 10:59:59 MST 2020

Maximum read reguests per minute 10000
Maximum write requests per minute 6000
Capabilities Read, Manage, Insert, Search

Create REST Collector

Create a REST collector under Server Configuration (../Administration/Server_Configuration/Server
Configuration.htm#XREF_REST_API)

Some modules use the REST API for data collection. You need to create a collector to connect to the
message system. You may have multiple REST collectors.

—REST Collectors

REST Collectors are given rights to push data inside of Retain using the REST APL

Collecter Name Add collector
Collector Name Key
MigrationCollector 2cc009b0-6cb6-41f6-93ac-1c57d4dcdfdo Delete || Export

="

Create a REST Collector by providing:

1. The Collector Name can be anything you want, but we recommend something easy to identify
with the system it connects with. A Key and Secret will be created for the collector. The Key and
Secret will be used on the message system side of the system for authentication.

2. Then press "Add collector" to enable the collector.

Export the collector allows you to export the Key and Secret to disk for use with the message
system.

Delete removes the collector.
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../Administration/Server_Configuration/Server Configuration.htm#XREF_REST_API

Configure the Module

The module needs to be enabled on this page to make it active in the Retain system.
The module can be given a name.

The Send Method option enables either the SMTP Forwarding or FTP features. For either feature to
appear and function, the Module Forwarding tab must be configured on the Server Configuration
page. See that section for more information.

To configure the module, all that is required is to enable the Jobs in the module and Save Changes.

{* UM Labs

LM Labs specific information is configured here.

Core Seftings
Core Settings

Marmally this entry should be enabled.

® [fEnable Jobs is not enabled, no jobs peraining to this module will be sent to Warkers.

Module name |Umlabs-1 |

Enable Jobs

Marmally this entry should be disabled.

& Send UM Lakbs items to an external system.

Select Send Method | disabled 2

The “Enable Jobs” box must be checked to have data archiving functionality.

Save changes and the module is configured. You may need to disable and re-enable "Enable Job"
before it will allow you to Save Changes.

Configure UM Labs

The REST connection to the collector needs to configured by the Admin on the UM Labs system side.

Once the connection is made data will begin to flow into Retain from UM Labs and will appear in the
user's Retain mailbox.

There are no Profiles or Jobs associated with this Module.
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Schedules

Once you have configured a module you must configure a job. A job is made up of a Schedule,
Worker and Profile.

Schedules define when to perform the data collection as defined in a job. a job defines what
schedule, profile and worker to use.

+ You can create as many schedules as you need.

*

Schedules have no functionality until they are associated with one or more jobs.

*

They can be shared across multiple jobs.
+ You cannot delete a schedule that is currently associated with a job.

*

Schedules can be recurring or one-time.
Single schedules are configured with one start time, and one date.

To keep jobs from queuing up to the worker, enable (check) "If time assigned for job start has
elapsed, don't resend job". Otherwise, a job will queue up on the worker if a previous job has not yet
completed, causing the new job to start as soon as the current job is complete or terminated.

.
o Reta I n Language Engiish = £ Welcome, admin | About | Tools | Status & Updates | Logout
o m
Overview Schedules o) i ]
Documentation
Search Messages <
Auditing z -
System Lo =
Reporting 0 BES 05 Now = ‘
s 0 BES 103 Now Add Schedule
- 0 BES 10 Now Pt
0 BES 12 Now [ 1
Data Collection 0 CellTrust Now |_Edit Schedule ® Ambiguous
schedules 0 Exchange Mow ! B
@ Profiles & i loe eSS L
Virockess 0 Mobile Now
£ 0 Now -
[ Jobs
Management Schedule Name 0 Ambiguous
Users Schedule Frequency Sing= -
Groups
[# Device Management This job will run only once, at the time specified below unless an error occurs. If an error occurs the job will be retried unless you select the checkbox
Deletion Management below.
Conhiation Date: Sep ~ 02 v 2014 Time: 4 » 2 =¥

Server Configuration
Rules Configuration [T]  If time assigned for job start has elapsed, don't resend job
Module Configuration

Router Configuration

Storage Manager

Stubbing Server

Reporting and Monitoring

Licensing

Recurring schedules are configured using a start and interrupt time, and which days to start on.
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Schedule Mame Daily at 08:00
Schedule Frequency| Recurring

Sunday

Monday

Tuesday Start Job at: v W v
Wednesday Maxirnurn job duration o1 hours
Thursday Do not interrupt job, even when duration expires

Friday

e T e O ] = I =

Saturday

Choose when on which days you want this schedule to trigger a job.

You may specify maximum job duration. If the job runs longer than the time limit you set, it will be
interrupted. For cases where you do not want the job to be interrupted. In an example with a job you
know will last longer than 22 hours, you may prevent the schedule from interrupting the job.

Don’t forget to “Save Changes”.

In the user’s archive the folder will be called: In-network SMS. And will contain SMS and MMS
messages from the carrier.

Workers

You will need to set up at least one Retain Worker. The Retain Worker does the actual work of
collecting the data from a message system and delivering it to the Retain Server. The Retain Worker
component is normally installed local to each GroupWise mail server, or any Exchange server from
which you wish to collect data. Although a Worker may be installed on a machine running Retain
Server, this is normally not recommended or sufficient, except for very small (100 or fewer users)
systems or for evaluation purposes. Ideally, the worker you choose to dredge mail from a desired
server is local to the server itself. Using a worker on Server A to pull data from a mailbox server on
Server B is possible, but it will use up network bandwidth and will be slower than simply pulling data
locally. For this reason, Retain was designed to allow you as many workers as you need, on Linux or
Windows.
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Worker Configuration Options

m
Workers OO0
<
BESS Worker -
Local Worker
Add Worker
Edit Worker No jobs are associsted with this worker.

Remove Worker

Worker BESS Worker loaded.

Worker BESS Worker
Poling Logging Connection Module specific ~ Status Bootstrap
Interval

How often should the worker poll for configuration changes, and how many messages should the worker send before updating status?

Poll for configuration every 10 minutes (5-255)

Update status every 50 Messages.

+ Polling: Defines how often the worker polls for configuration changes. (Jobs, job changes, etc.)
¢ Default is 10 minutes.
+ Default is to update the displayed status every 500 messages while running the job.

+ Logging — Controls logging by the Retain Worker.
¢ oDefault is normal.

¢ Connection. Important. This is the information the worker needs to connect to the Server. Double
check this setting.

* Protocol
+ URL/host name
+ password

+ |f the connection information is changed, you will need to manually copy the Retain
Worker.cfg bootstrap file over to the Worker

+ Correcting or recopying the Bootstrap:
1. Stop Tomcat.

2. First delete the Retain Worker.cfg file on the Worker machine. For security reasons,
there is no way to do this except by manually deleting the file from the server console
itself. The path is: Retain Worker/WEB-INF/cfg. Removing the bootstrap resets the
worker to initial configuration.

3. Restart and re-upload the bootstrap to the worker.

+ Module specific— Depends on the module(s) installed and allows the worker to be pointed at a
particular post office server.

Modules and Jobs



+ Status — Basic status information on the Worker. This status information is updated while the
worker is running according to the “Update Status” interval described above.

+ Bootstrap — Indicates the download link and when it was last downloaded.

Worker Configuration

From the Retain home page, click Workers. You will see this screen:

m
Workers OO0
<
BESS Worker -
Local Worker
Add Worker
Edit Worker No jobs are associated with this worker.

Remove Worker

Worker BESS Worker loaded.

Worker BESS Worker
Poling Logging Connection Module specific Status Bootstrap
Interval

How often should the worker poll for configuration changes, and how many messages should the worker send before updating status?

Poll for configuration every 10 minutes (5-255)

Update status every 50 messages.

Click “Add Worker”.
Put the name of the worker in the “Worker box”.
Example: Linux Worker 1.

Ao Db~

Check the Connections Tab to be sure the Retain Server IP address settings are correct. This
tells the Worker where the Retain Server is located. (Server Host Name or IP address must be
correct; this should be populated automatically, but double check for accuracy.) The Server
Connection setting must be able to resolve to the Retain Server if placed in a browser address
bar.
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Polling Logaing Connection Module specific Status Bootstrap

Server Connection

The worker will need to know how to connect to the Server. It is highly recommended that you use a DNS host name for the Host Name. It's
important to note that you are specifying the URL from the point of view of the Worker contacting the Server, which may or may not match
the URL you'd use from your browser to reach the Worker or Server.

For administrators using the Reload interface, note the worker password assigned must be the same for each worker that contacts the Reload
Server. As part of setting of the Reload Server, you must know this password.
Server Protocol htp -
Server Host Name localhost
Server Port 48080
Server Path /RetainServer

Workar Password eeeccsssscece (Password is default)

Note: Changing any of these parameters will require recopying the worker bootstrap file!

The Connection tab holds very important contact information for the worker’s connection to the
Retain Server and the Post Office. Make sure that the Retain Server connection address is
correct, or the Retain Worker will not be able to talk to the server.

Double check all these settings to ensure that you will have the best performance and
connection for your system.

Important Note: It is vitally important that the connection information is correct before you save
the worker. On a single server system, it is easy enough — it's the same server. However, in an
enterprise setting where you might be using different components on different servers, it is
extremely important that each component knows how to connect to the Retain Server.

If you do not set this correctly, the Retain Worker will not be able to contact the Retain Server
and it will not run jobs.

The Module Specific tab contains information specific to individually configured modules. With
Exchange, you may optionally specify a specific Active Directory Site the worker is located in.
That allows Retain to find the “closest” Exchange Server that is appropriate for the user to be
archived. The settings specified here are tied only to the specific worker configured, and does
not affect the rest of the system. In general this setting may be ignored unless required. If
required, input the appropriate information.

Message Router. The message router settings must be set on the message router worker to
reflect where the data path is for the Message Router. This path must be specified from the
worker’s point of view. If the worker is not local to the router, then the path must be fully
accessible to the worker; direct file access is required. You may specify how long to keep files in
this location. Default is shown.

NOTE: If REST is being utilized, do not configure the Message Router section. The Message
Router will default to REST if this is not configured.
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Poling Logging Connection Module specific ~ Status Bootstrap
Depending on the modules you have configured, you wil need to provide additional configuration information here.

GroupWise SOAP Access

When using GroupWise, the Retain Worker needs to connect via SOAP to a initial default POA (preferably one local to the Worker) to gather job
membership information. Initially this is set to the default you specified in the Groupwise Module Configuration, but it can be changed on a per
worker basis.

POA Host Name 10.1.12.16
SOAP Port 7191
Enable S5L

Exchange

As the worker processes each mailbox, it performs an auto-discovery process to find the "best” server to connect to. Providing an Active
Directory Site improves the accuracy of the algorithm, although this is optional.

Active Directory Site (case sensitive)

Message Router

Messages received from the mobile devices are stored in datafiles for the Worker to process and send up to Retain. The Worker needs to know
the path to the datafiles and how many days to keep the files.

Data Path /retain/data
Delete files after 7 days

7. After you have checked and set your settings, click “Save Changes” before browsing to another
page to finish creating and to save your worker.

After the worker has been saved, two additional tabs become visible for settings on the worker.
You MUST save changes on a newly created worker before the ‘Bootstrap’ tab is available to be
used. The status tab for the new worker will not hold any pertinent information until a job has
been run or the worker has registered to the server and is in communication. Once a job has
been completed, information will be displayed on the general status of the selected Worker.

Check this page after the worker has completed connecting to the Server for information and
jobs. After a job has been run, or is running, more pertinent information, such as total mailboxes
scanned and messages stored, will be displayed.

Poling Logging Connection Module specific Status Bootstrap

Worker Status

Registered 04-Jun-2014 19:04:10
Last contact 15-5ep-2015 20:54:19
Last Job Social 17:00 {8DDBOGSEERSEDN2CAB2ECSBFICF4FIF2A)
Last job start 15-5ep-2015 17:00:30
Last job end time 15-Sep-2015 17:00:33

Total mailboxes scanned 183419
Total messages stored 701304
Total messages deleted 0
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8. After you have saved the changes, the Bootstrap tab appears (see below). Click “Download File”
to save the configuration to a local workstation.

Polling Logging Connection Module spacific Status Bootstrap

Boot Strap

The Worker software needs a special "bootstrap” configuration file copied to its working directory before it can function correctly. You may copy
it manually or use a web browser to upload the file. (http:// <RetainwWorkeripAddress=/RetainWorker)

Download File

Last downloaded: Thu Feb 19 14:18:38 MST 2015
Worker 1D: 4F4642A0CEFCDBC31702C0C20E0ESE2T

9. Save this file to your hard drive in a place where you can find it. Click “Save”.
10. Open a new browser window and type:
http://< your-RetainWorker-ip >/RetainWorker
The upload screen appears when a worker has not been initialized.
11. Upload the bootstrap file.
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<< [Retain

Retain Worker

Each worker needs to be configured in the Retain Server web interface. Once a worker has been configured a

"bootstrap” file needs to be downloaded and applied to the worker here.

Without a bootstrap file the Worker will not know how to find the Retain server. After applying the bootstrap file

any configuration changes made in the server will be polled by this worker. You will not have to reconfigure the

Worker manually unless you change the Connectivity settings configured in the Retain Server.

— Upload Bootstrap Configuration

12. Click “Browse” to find the file you just downloaded, and select it.
13. Click “Open”.

14. Click “Upload File”.

15. If the upload went well, you will see this screen:

Configuration Complete. From now on, you'll have to log in as a user (such as the initially created admin user) with the Manage Workers right.

[ continge |

After you click the “Continue” button, you will be returned to the login page.

16. Login as Admin.
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<<>[Qetain

|admin

| English -

Login

On all subsequent logins, you should be shown the configuration page first.

w Reta i n Welcome, admin | Logout

Configuration Server Connection Status Scheduler

‘Worker Configuration

Friendly Name Local Worker

Worker Unique ID 4F4642A0CEFCDBC31702C0C20EQESEZT
URI to Server http://localhost:48080/RetainServer/
‘Worker Version 4.0.00

Memory Free/Max/Total 3673123/4360192/4360192

Check for New Version
Refresh job cache now

Click "Refresh job cache now" to prompt the worker to poll for configuration changes right now.

Bootstrap information has been applied to this server. If the configuration must be changed in the future, replace the configuration file at /opt/beginfinite/retain/RetainWorker
/WEB-INF/cfg/ and restart the Worker.

You should be able to see your configuration on the screen, as shown. The “Check for New
Version” button checks for updates. The “Refresh job cache now” button tells the worker to poll
the server for configuration changes and new jobs. After this button is selected, the Worker page
will refresh automatically after the Retain Server has been polled. It takes just a few seconds.

17. Verify the Retain Server connection success by selecting the Server Connection tab.

Configuration Server Connection Status Scheduler

Server Connection

Successfully connected to Retain server

18. Go back to the Retain Server.
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19. Click “Workers”.

20. Click on the worker you just created.

You should see the following:

m
Workers () o
<
BESS Worker -
Local Worker
Add Worker
Edit Worker No jobs are associated with this worker,

Remove Worker

Waorker BESS Worker loaded.

Worker BESS Worker
Poling Logging  Connection Module specific  Status Bootstrap
Interval

How often should the worker poll for configuration changes, and how many messages should the worker send before updating status?

Poll for configuration every 10 minutes (5-255)

Update status every 50 messages.

Pay close attention to “Poll for configuration every ‘n” minutes. This is how often Retain will check for
new jobs.

Also, status updates are displayed on the admin page every ‘n’ messages.

Now, set logging to a level you would like. “Diagnostic” writes extensive amounts of data to the logs. If
using this level, only use it until satisfied that the system is fully operational. Please be aware,
however, that using this setting will write a huge amount of data in the log files.

The profiles, schedules, and jobs must be setup, if they already have not been, in order to begin
actual data collection.

Jobs

The Jobs section is where the Worker, Profile, and Schedule are all brought together and associated
into a comprehensive configuration. This is the final piece that will allow messages to be archived
from an email system.
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The Worker will not start archiving anything until a created job is bound to a Worker, Schedule, and
Profile.

Jobs, like profiles, will not be displayed until the module has been configured. Jobs are module
specific. While the majority of the job interface is general to all modules, there are some specific
settings.

Core settings

The Core Settings of a job contains configuration which must be set for the job to be saved and
become active. A job must be enabled before it will run. Jobs must also have a specified schedule,
profile, and worker. These are all selected from drop-down menus, and will not be populated unless
those items are already configured in the system.
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Core Settings

Job enabled v
Each Job must have the following assigned to it:
® cchedule - How often to run
® profile - What to do when running
® worker - Where to run the job
Schedule| cwentPo -
Profile alFclders AllMassages NoArchiveMark MoStubbing TtemStore -

Worker Local Worker -

Ttems archived with this job can optionally be set with an "expiration timestamp” which the Deletion Manager can use to remove obsolete items.
The expiration timestamp can only be extended, never reduced.

Enable data expiration

Expire in 1 Days -

Base Expiration Time on Date Item was delivered to mail server, -

Some customers may wish to override the default expiration settings for specific folders. You may specify these folders below - any folders that
do NOT meet these criteria will have the expiration settings specified above applied. If you only want the folders to have expiration policies, enter
-1 above for the base expiration value.

Add

The Data Expiration setting is an option to place a time stamp on data in the Retain database, which
allows for ease of automation for the deletion manager. In addition, devices such as NetApp, Centera,
and Hitachi HCAP may use this number to enforce hardware level protection of the stored item so
that no one (including Retain) may delete the item before its expiration date. Job Expiration is not
retroactive for mail in the database, and only applies to mail archived by the job that it is active for. In
order to have messages with custom job or folder expiration dates properly expire, the deletion
management date scope must be set to delete messages with an Expiration Date older than 1 day.

Notification

When a job is run, the Notification option allows the administrator to be emailed a summary and
report of any errors, for each running job.
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| Core Settings | Notfication | Status |
Notification

You can have Retain e-mail a summary of errors that occurred after a device is processed. You may also specify the hour of the day to send the
summary of activity.

mail.ga.gwava.com

unencrypited -

et
w

Retzind0@qga.gwava.con

softwarega@gwava.com

ssssssssssnes (Password is default)

]

=1

Test Connection

For notification to function correctly, the SMTP information for the desired SMTP server must be fully
filled-out. How much information is required varies depending on the mail system used.

Status

The Status tab displays the status of any currently running jobs, as well as the stats of the last
completed job.

- Core Settings  Notification  Status
Status [Refreshes in 6]

Job: brice-1 (4E57377E7FF223B76811B534E9470561 )

Current  flast  foveral |
Jab began — never —
Job ended — never -
Mailboxes 0 0 0
Messages Archived 1] 0 ]
Messages Processed i} 0 i}
Messages Deleted i} 0 i}
Errors o i) i)
. fewrent  Jrast  femor |
Mailbox
M5
Error

On some modules, currently running jobs may be terminated here. For the rest, this tab is
informational only.
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Mailboxes

The mailboxes tab is where the administrator specifies which entities (mail server(s) and/or
Distribution List(s)) are to be scanned. This tab is not displayed for the mobile module.

Expand the Post Office and/or Distribution List trees, and check off the items you want to be dredged.

NOTE: If you desire to have a job backup a single user, or selected group of users, select the Users
menu and assign the user(s) desired

Core Settings Mailboxes Motification Status

Mailboxes

Accign the Post Offices and/or Distribution Lists to be included in this job. Distribution Lists mwst have System Visibilioy.

+ r mai servers

+ Y Distribution Lists

+ *F'  Distribution Lists (exclude)
+ |sers

The Distribution List selection allows you to include or exclude a group of users from an archive job. If
you want to use GroupWise Distribution Lists, the visibility needs to be set to “system wide”.

The users section allows you to select individual users to include, or exclude them from an archive
job. For example: you can select an entire Mail Server to be archived, and then expand the users
section to include or exclude users to the job.

This can also be used to select only certain users in the system for an archive job.

To add a user to the Include or Exclude list, select the respective ‘Add user button and search for the
user. It can be helpful to unselect the ‘only show recently cached items’ option. Add the selected
users to the list in the search window, then select ‘Ok’ to add them to the include or exclude list.

GroupWise Job option - Reload

Selecting this option tells the job to use the Reload integration for systems utilizing Reload. See the
Reload Integration section for instructions on configuration. The Server URL must be edited with the
correct contact info for the reload server. The default Reload port is 5555.
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Core Settings Maiboxes Reload Motification Status
Reload

You can backup your GWAVA Reload server, saving network bandwidth if desired. This requires Reload 2.5 or newer and some configuration
changes on the Reload machine. Please consult the user manual for additional information.

Enable Reload Integration
Reload
Senver Protocol hip =
Senver Host Name rmyReloadBox

Senver Port 5555

Advanced Reload Settings

Retain instructs Reload to load the corresponding backup set for each date range in the profile. If a
different set needs to be specified, the override setting specifies a date range specifically for Reload,
which then will ignore the date range in the profile. Retain will still archive according to the profile date
range or settings.

‘Advanced Reload Settings

Mormally the Reload Sets that are backed up correspond to the Date Range specified in the profile. Occasionally, you might want to override this.

Override Reload Date Range Use the following number of backup sets (starting with the most recent): 2l -

Start: 1995 + Jan v 01 0w

End: 1%5 + Jan v D ¥

Exchange Job Option - Journaling

In order to achieve compliance, Exchange utilizes a Journaling mailbox. This mailbox can be set to be
archived by retain to collect all messages on the system. The Journaling mailbox can rapidly grow in
size if it is not cleaned out after messages have been archived. The Journaling option for Exchange
jobs allows Administrators to set whether Retain will automatically clean out messages from the
Journaling mailbox which have been archived.
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Core Settings  Journaling Mailboxes Notification Status

Journaling

Exchange uses Journaling to achieve compliance. You can list journaling maiboxes to be dredged by the Worker below, and indicate if you wish
the original journal entry to be deleted after being archived (recommended). You may also consolidate all archived items to a single maibox
(funnel mailbox) in Retain. If you do not select a funnel mailbox, each journaling mailbox wil create separate mailboxes in Retain.

Make sure all entries belong to the domain you specified in the Core Settings tab, or they will not be saved.

Enable Journaling
Delete archived items from journal | |

Journaling rmailbox

JournalMB (mass.ERIC-EXCH2013)

Funnel mailbox

On larger systems where there are multiple journaling mailboxes, Retain will automatically create a
mailbox for each of them in the archive. However, if desired, the journaling mailboxes may be all
archived to the same specified mailbox in the archive. This is the funnel mailbox. If desired, specify
the mailbox by selecting the ‘funnel mailbox’ button, search for and select the desired mailbox. Only
existing mailboxes in the Retain system may be specified as a funnel mailbox.

Modules and Jobs 363



6 Configuration

Configuration

Server Configuration
The overall operation of Retain is configured in this section.

= m
& Server Configuration () o
Communications ~ Index = Storage Accounts Maintenance Logging Miscellanzous Module Forwarding REST API
Database Connectivity

The message store data is stored on 2 database server.
To successfully create the tables, the database server must already be running, with a database named retain created. Be sure to specify:

® The correct JDBC URL. If the database server is not running on the same machine as Retain, the IP address or host name of the machine must be included in the URL.
® You must provide a user and password for the database server which has full rights to the database you created.

Message Store DB Configuration DB
Database Driver PostGres 9.0+ - PostGras 9.0+ -
Database URL jdbc:postgresql//127.0.0.1/retain35 jdbcpostgresgl:/f127.0.0.1/retain35_conf
Database User Account retain retain
Database User Password seessssssssss (Password is set) sssssssssssss (Password is set)

HNotification

Retain uses these values for forwarding search results and for sending job notifications. If the mgil server is not set, forwarding search results is disabled.

SMTP Mail Server mail.qa.gwava.com
SMTP Security Protocol unencrypted =
SMTP Port 25
SMTP Mai From Address Retaind02@qa.gwava.com
SMTP To Address softwarega@gwava.com
SMTP Username
SMTP Password

Mail when errars occur [

Test Conne:

(Password is set)

Retain Server Connection

The Router and REST applications will need to know how to connect to the Server. It is highly recommended that you use a DNS host name for the Host Name. It's important to note that you are
specifying the URL from the point of view of the Router or REST application contacting the Server, which may or may not match the URL you'd use from your browser to reach the Router or Server.

Server Protocol https -
Retain Server HosE retain2.gqa.gwava.com
Retain Server Port 442
Retain Server Path /RetainServer

Each tab will be explained below.

Along the top, you will see configuration options for the Retain server and workers known to this
server.

The most important topic is communications. These are the settings you have set when you initially
installed Retain. You may make changes here.

After changing any communications options, it is strongly recommended that Tomcat be restarted
immediately.
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Communications tab

The settings for the Communications tab are set in the initial setup of Retain. These include the
connection to the SQL Database server, the REST and Router connection information, and the
notification or SMTP information. If any changes in the system or corrections are needed, they should
be configured here.

Database Connectivity

Database Connectivity

The message store data is stored on a database server.
To successfully create the tables, the database server must already be running, with a database named retain created. Be sure to specify:

® The correct JDBC URL. If the database server is not running on the same machine as Retain, the IP address or host name of the machine must be included in
the URL.
® You must provide a user and password for the database server which has full rights to the database you created.

Message Store DB Configuration DB
Database Driver Postgres 5.0,5.1 - Postgres 9.0,3.1 -
Database URL jdbc:postgresql://127.0.0.1/retain35 jdbc:postgresqgl://127.0.0.1/retain35_conf
Database User Account retain retain
Database User Password seessssssssss (Password is set) sesssssssssee (Password is set)

The Database Connectivity tab contains the connection information for both the configuration and
storage databases. This information should never change unless the database server is being
migrated to a new location.

Notification

In this location, the admin user specifies what address receives notifications about the general
system, as well as what SMTP Gateway to utilize to send these natifications. This is also used for
forwarding messages from Retain to the SMTP Mail Server for transmission to the recipients.

Notification

Retain uses these values for forwarding and for job notifications. If the mail server is not set, forwarding is disabled.

SMTP Mail Server mail.ga.gwava.com
SMTP Security Protocol unencrypted -
SMTP Port 25
SMTP Mail From Address Retaind0@qga.gwava.com
SMTP To Address softwaregqa@gwava.com
SMTP Username
SMTP Password sssssssssssss (Password is set)

Mail when errors occur |

Test Connection
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Retain Server Connection

This location dictates the connection address, port, and protocol to which the Retain Server will listen
for communications from the Router and from any other REST applications. The communication
settings must be correct from the point of view of the applications trying to use it. The hostname or IP
address must successfully connect to the Retain Server.

Retain Server Connection

The Router and REST applications will need to know how to connect to the Server. It is highly recommended that you use 3 DMS host name for the
Host Mame. It's important to note that you are specifying the URL from the point of view of the Router or REST application contacting the Server,
which may or may not match the URL you'd use from your browser to reach the Router or Server.
Server Protocol  hops v
Retain Server Host| 151.155.211.121
Retain Server Port 443

Retain Server Path | /RetainServer

Index tab

The Index tab allows the management of the indexing engine as well as the ability to decide what
kinds of attachments are indexed and what size.

Indexing Engine

Retain utilizes two index engine choices. These choices are set at install or upgrade. The index
engine is the same between the Standard High Performance Index and the High Availability Index
options, (HAI). However, while the Standard engine is nested with the Retain Server, the HAl is a
cluster of index engines, managers, and replicas which provide scalability and disaster insurance.
The standard index engine will perform better than the HAI under all but heaviest loads. (Index engine
speed is limited by disk 10 for the Standard, and Disk 10 and network speed. The trade off of
performance and bottleneck moved in the favor of HAI when the system is very large and under large
demand.
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% Server Configuration B O o

Communications Index = Storage Accounts Maintenance Logging Miscellaneous Module Forwarding REST API

Indexing Engine

At the core of Retain's searching functionality is the indexing engine.

In the fields below you specify the host name and port number for one of the Index Manager instances. Al information about the index cluster will be
automatically retrieved from this instance.

Connect to this Index Manager:
Index Manager Host Name localhost

Index Manager Port 9081

| Index Manager Ensemble:
[ 1 | locahost:oo81

Refresh Index Configuration

Index scherna: 403

| Index Cluster: | Indexed: 1125994, unindexed: 0, failled: &

| | Indexing Node | Care | Shard | Cluster State | Connectivity

| 1 | https://localhost:8081/hpi | retaincore | shardl | member | online
Indexing

You can control what Retain indexes here. You may add as many items as you wish to the list of
attachment types to index. Note the explanation at the top of the table. The items are listed (in order)
by type, extension, archived form (extractor used), and maximum stream size and file size. Choose
whether to index the attachment based on its filename extension or its MIME type (the content itself).
You also choose which extractor to use to index the attachment. Select as many as you need. If an

attachment type is common in the system and needs to be indexed, but is not already indexed, it may
be added by using the ‘add’ row.
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Indexing

Here, you adjust the different types of items to be indexed. You may add, delete, or edit tems.
® The first column indicates if the entry is based on a filename extension or MIME type.
® The next column is the entry itself, flename extension or MIME type.
® The third column indicates the built-in extractor to use to process the attachment. New extractors may be provided in future versions of Retain.

Mote: If an extension or mime type is not listed, the indexing engine will not index the contents.

| | Bdension  w | Item: execel v | Add

Extension v | Item: |xls excel v | Delete "
MIME w | Itern: | application/excel excel v | Delete

MIME v | Iterm: |application/vnd.ms-excel excel v || Delete

Extension v | Item: |htm html v | Delete

Extension  w | Item: |html html v || Delete

MIME v | Tterm: |text/html html v|| Delete

Edension v | Itern: |odp ooffice v || Delete

Edtension v | Item: ods ooffice v|| Delete

Exension v | Item: |odt ooffice w|| Delete

MIME v | Item: |application/vnd.oasis.opendocument.presentati| | coffice v || Delete

MIME v | Itern: |application/vnd.oasis.opendocument.spreadshe | | eoffice v || Delete

MIME v | Item: |application/vnd.oasis.opendocument.text ooffice v | Delete w

Rebuilding Indexes

Under rare circumstances - and usually due to hardware failure/issues - the indexes used by Retain
when the search feature is invoked become damaged or files become missing. Resetting the index
state of messages in the Retain database causes the Retain indexer to re-index the affected
messages.

WARNING: This should only be done under the direction of a Retain customer support engineer. It is
recommended that you first back up your Retain database. Rebuilding indexes will use significant
amounts of CPU, RAM, disk 10 and time.

NOTE: Depending on the number of messages to be re-indexed, this process could take a long time.
Most systems index 2M - 8M messages per day, which is dependent upon various hardware factors.

There are 3 options:

1. Re-index Failed Messages: Re-indexes messages where one or more parts of the message
failed to index. Existing indexes are updated with changes. Searches will work as normal during
the re-index process.

2. Re-index All Messages: Re-indexes all messages and updates existing index with changes.
Searches will work as normal during the re-index process.
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3. Delete Index: Deletes the current index and re-indexes all messages. Searches will not be
accurate until the re-index completes.

Rebuilding Indexes

Under rare drcumstances - and usually due to hardware failure/issues - the indexes used by Retain when the search feature is invoked
become damaged or files become missing, Resetting the index state of messages in the Retain database causes the Retain indexer to re-
index the affected messages.

WARNING: This should only be done under the direction of a Retain customer support enginesr. It is recommended that you first back
wp your Retain database,

NOTE: Depending on the number of messages to be re-indexead, this process could take a long time. Most systems index 2M - 8M
messages per day, which is dependent upon various hardware factors.

Re-index Failed Messages

Re-Indexes messages where one or more parts of the message failled to index. Existing indexes are updated with changes. Searches will
work as normal during the reindex progess,

| Re-index All Messages |

Re-indexes all messages and updates existing index with changes. Searches will work as normal during the re-index process.

Delete Index

Deletes the current index and re-indexes all messages. Searches will not be accurate until the re-index completes,

Index performance can be increased by the number of threads allowed to the indexer. Again this will
use significant amounts of CPU, RAM and disk 10 and any one of these can limit indexing and Web
Ul performance.

To increase indexing threads:

Stop tomcat
2. Edit ../RetainServer/WEB-INF/classes/config/solrcloud.indexing.properties

3. At the end of the file, change the setting: indexingThreads=0 to indexingThreads=[1 - 24] (You
should not go higher than 10 times the number of CPU cores; otherwise, the overhead of CPU
slicing would actually work against you.)

4. Start tomcat

You will also need to keep in account users needing to access their Retain mailboxes and perform
searches. Increasing threads could slow down the web Ul response, so you'll need to experiment with
what works best for your system.

Storage tab

The default storage path for your Retain archives is listed here.
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Storage

The configuration database, indices, XML files, and the archive files are stored under the storage path which should be on a highly reliable storage device with plenty of disk space.
The standard storage engine places archive files under the storage path. You may change the starage path on this screen; the storage enaine can be changed from the Storage Manager menu.

Storage Engine datastore_process
Base Storage path /retain

Advanced Settings
Encryption (none} v
Compression (always on)

Retain uses a hybrid storage system. All message headers and metadata is stored in the database
but all message text and attachments are stored as files on the file system in the location listed here
(and subdirectories). This is done a little like GroupWise, where the OFFILES directory stores Binary
Large Objects (anything larger than 2KB). In the case of Retain, this is transparent to the user and
you may choose whether to encrypt this data. If it is stored in a location accessible ONLY to the
Retain Server, then encryption is not strictly necessary.

Accounts tab
The accounts tab allows you to control the creation of accounts.

S m

& Server Configuration OO0
Communications  Index  Storage Accounts Maintenance Logging Miscellaneous Module Forwarding REST API
Account Management

You may expire unused accounts, disable new accounts from being created automatically, and restrict some users from logging in.

Expire unused accounts after how many days (O=never) 0

Disable new accounts [

| Remove selected address |
Prohibited Logins
Address Add

You may enable a password strength policy if you want to enforce strong passwords for users. Keep in mind these passwords may be overridden by individual messaging systems.

Password strength: Low -

Must be between 5 and 15 characters in length.

KeyShield SingleSignOn

Configure this feature if Keyshield Single Sign On is to be used for user authentication.
Enzble Keyshisld S50 authentication? [
KeyShield S50 Server URL (e.q. http://127.0.0.1:8485)
Connection timeout (in seconds){e.q. 5}
User ID alias (e.g. x-retain)
APT key
Test Connection

Intruder Lockout

Enable this feature to temporarily lockout an account that may be the subject of an ilegal entry attempt. You may clear lockouts using the button below, or by restarting Tomeat
Enable Intruder Lockout? [
Mumber of invalid login attempts 2
Time interval (minutes) 5 -

If triggered, lock account for this period (minutes) 5~

‘ Clear lockouts
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Account Management

Expire unused accounts after how many days: Enabling this will remove ANY account, including
admin, not logged into for the set number of days (0=never expire)

Disable new accounts: will prevent new accounts from being enabled by default.

Prohibited logins: Block specific users from logging into Retain. Enter the username or email address
and add or select and press Remove selected address.

Password strength
Open System vs. Closed System

Normally, Retain lets all mail system users log in. This is considered to be an “open” system. When
that happens, Retain will check to see if a Retain account already exists and if not, it will create a new
account for them and assign them to the group default.

Sometimes, you don’t want certain users to have access to the Retain archives. In this case, you may
add these users to the list of Prohibited Logins. You do so by entering their name in the Address field
and click “Add”.

To make a “closed” Retain system, simply click on “Disable New Accounts”. If you use this option, it
means that you will have to manually create accounts in Retain for authorized users. In other words,
the only people who can access your system will be people who you specifically create an account

for.

In Retain, user accounts expire after 30 days of inactivity by default. You may choose the number of
days or choose 0 for “accounts never expire”.

See “User Rights” for more information.
Password Strength

User-created passwords may be controlled for strength. By default, Retain accepts any password set
by users. To require a higher security password, select the higher level desired. Requirements for the
low, medium, and high settings are defined as:

Will accept any password

Will accept any password

Low: Must be between 5 and 15 characters in length.

Must be between 5 and 15 characters in length.

Medium: Must be between 5 and 20 characters in length, with at least 1 lower case characters, at
least 1 upper case characters and at least 1 numerical characters.

|Mu5t be between 5 and 20 characters in length, with at least 1 lower case characters, at least 1 upper case characters and at least 1 numerical characters.

High: Must be between 8 and 20 characters in length, with at least 2 lower case characters, at least 2
upper case characters, at least 2 numerical characters, and at least 2 special characters.. Also, the
password will be checked against a dictionary.

Must be between 8 and 20 characters in length, with 2t least 2 lower case characters, at least 2 upper case characters, at least 2 numerical characters, and at least 2
special characters.. Also, the password will be checked against a dictionary.
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KeyShield SingleSignOn

Retain supports the use of KeyShield SSO for users. To use the KeyShield client in coordination with
Retain, Retain needs to have an open connection to the KeyShield server, the User ID alias, and the
API key. Specify the KeyShield SSO Server URL, Alias, and API key. The Timeout is set in seconds,
and may be anything required, 5 is recommended. Test the connection to ensure proper function.

KeyShield SingleSignOn

Configure this feature if Keyshield Single Sign On is to be used for user authentication.

Enable Keyshield 5SSO authentication? [+
KeyShield SSO Server URL (e.g. http://127.0.0.1:8485) http://10.1.10.20.:8485
Connection timeout (in seconds)(e.g. 5) 5
User ID alias (e.q. x-retain) x-retain

APT key sI8Rdc7 YkOKiu4RFoDopty

Test Connection

When configured, Retain checks to see if the KeyShield client is running and if the user is currently
logged in. If they are logged in, Retain checks the user against the specified KeyShield Server and
then either fails authentication and sends users to the login page, or immediately passed them to their
interface. The effect is that users who are already logged into the KeyShield client will not be required
to login to Retain, but will be immediately taken to their appropriate interface.

Intruder Lockout

Accounts may be locked if multiple failed attempts are detected, according to the specified time
window. This is useful to deny password cracking attempts on the server.

Intruder Lockout

Enable this feature to temporarity lockout an account that may be the subject of an ilegal entry attempt. You may clear lockouts using the button below, or by
restarting Tomcat

Enable Intruder Lockout? [
Number of invalid login attempts 2 -
Time interval (minutes) 5 -

If triggered, lock account for this period (minutes) 5 -

Clear lockouts

To enable Intruder Lockout, select the checkbox next to the ‘Enable Intruder Lockout’ option and save
the changes. All changes will be immediate as soon as the save button is selected.

If a user has locked their account and requires immediate access to the system, all lockouts may be
cleared. To clear any locked accounts, select the ‘clear lock outs’ button at the bottom of the page.
There is no need to save changes; the clear command is immediate.

Maintenance tab

Maintaining a Retain system involves many tasks:

+ Backup Configuration (Embedded) Database
+ Compress Configuration Database

+ Indexing (All Indexes)

These items are all controlled here.
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Maintenance/Caching

You may automaticelly backup and/or compress the embedded database at a specified time. The indices are also backed up. The Retain Server is offline at this time. so no jobs may be active at this point.

Enable Backup of Indices [¥]  sunday ¥ weskly -
Enable Index Optimization [¥]  (everyday) ~+  weekly -
Mai Job Report [¥]
Purge exported fles when older than 12 hours
Run maintain procedure at o1 »: 15 +

Last Backup of Indexes 03-Apr-2016 01:17:12
Last Index Optimization 07-Apr-2016 01:17:36

Ignore Domains

You might want specific Domains (and their chid POs and users) to be completely ignored - not cached, not stored, etc.

emaidom £

gwsntdom

admdom

cbiwebdomain Remove Selected Domain

Ignored Dormains imsdamy
faxdom

gwéntdom Domain Add

outthera

mythos

travdom 0

i

This configuration database — the “Embedded” database:

¢ Should be backed up regularly

+ Contains your system address book

+ Also contains key information used by Retain
+ Configure how often it gets backed up here.

Index Maintenance

You can also configure how often indexes get backed up and how often the indexes are optimized for
speed.

WARNING: Index optimization will temporarily double the amount of index storage used as new
index files are written. If a job is running the space use can triple. It is recommended to run index
optimization on the weekend while no jobs are running.

Retain also lists a history of backups and maintenance here.

NOTE: This maintenance section does not involve backup or maintenance of the data store. You
must back that up yourself with your normal backup tools.

You must backup:

+ SQL Database
+ File System where your data is stored
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Ignore Domains

Some mail systems allow for the addition of non-system, or external domains. Sometimes, you might
do this to add external domains to the mail system address book. However, the mail system cannot
pull up e-mail from these domains and you may want to tell Retain to ignore references to these
external domains to avoid wasting time during data collection.

Ignore Domains

You might want specific Domains (and their child POs and users) to be completely ignored - not cached, not stored, etc.

emaildom
gwsntdom
adrmdom
chiwebdomain Remove Selected Dormain
drnsdom
faxdom
gwntdom Dorrain Add
outthere
mythos

travdom -

Ignored Domains

Specify these domains in this window.

Logging tab
Configure the system logging here. Normally, you want verbose logging. Diagnostic is ordinarily done

just for troubleshooting purposes.

& Server Configuration
Cormnmunications  Index  Storage Accounts Maintenance Logging Miscellaneous Module Forwarding REST API

Logging
Logging enabled |
Log level Cizgnostic (Tracs) -

Compress logs |/
Remove old logs
When age exceeds (days) 28

You also specify how long to keep logs here. By default, logs are deleted after 10 days. Logs may be
compressed to save disk space.

Auditing Records

Retain now will create an auditing record of all actions, specified by the user, which are taken on a
specific piece of mail. Auditing records can be removed automatically after a specified length of time.

The variable is set in days. All of the options associated with this feature are found under the Server
Configuration page, Logging tab.
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Auditing

Retain audits all access to messages by default, allowing you to trace when and who opened a message, forwarded a message etc.

Some advanced auditing options are disabled by default, because they would generate enormous audit logs. Enable them with care.
Also, consider clearing your audit logs reqularly (see below) or exporting your logs from the audit table on your SQL Server.

Days before audit records are removed (0=never remove) 0
Advanced auditing options

[] select/unselect all

] changed User/Group [ changed Data Collection [] Searched

[ maibox Switch 1 Audited [ server Config Change
[ Exported [ published [ Restored Message
[ mabile Device Management 1 Rules Configuration 1 Module Configuration
[ router Configuration [ storage Manager [ stubbing Server

[] rReporting and Monitoring [ Deletion Management [ Licensing
1 cloud Router Configuration O Skipped Message

This logging option creates very detailed activity logs for the options selected. It is very important to
know that if every option is turned on the logs can become extremely large. However, the audit log
cannot be searched for any items or activity which is not configured to be logged. If activity on any of
the offered items it must first be enabled here. It is highly recommended that an expiration date is set
for the logs so that they are automatically removed from the system to avoid filling up your disk space.
Selecting all options for logging will also adversely affect performance. Do not select all the options at
one time unless requested by Support.

Miscellaneous tab

You may choose the default worker password here. One is automatically generated for you when you
create a worker but you may change the password here if you like.

@ Server Configuration

Communications Index Storage Accounts Maintenance Loaging Miscellaneous Module Forwarding REST API

Miscellaneous

You may change the default Worker passwaord, which is assigned to all Workers when they are created (but can be individually overridden).

You can enable or disable XML Export, which creates XML representations of each message as they are created.

Default Worker Password eesssssssssse (Password is set)
Export XML []
Server Friendly Name RetainServer
Restrict Global Tag application to users with rights
Enable Legacy Search
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Export XML

This XML Export function is included in Retain in case you have an XML compliance mandate. You
enable it here.

When selected, each attachment will have an XML export file of its parent message. In other words,
an XML representation of the metadata is created and linked to the blobs as the messages are
stored. There's nothing more done.

Ordinarily, you would not want to do this because it consumes enormous quantities of disk space,
loads up your file system and degrades performance.

When you do NOT use the XML export function, you will benefit from Retain’s single-instance
message storage and data compression to save disk space and improve performance.

Module Forwarding

Modules can be set to forward all new items to another location.

Communications  Index  Storage Accounts Maintenance Logging Miscelaneous  Module Forwarding REST API

SMTP Forwarding for Modules

An SMTP mail server only needs to be defined when forwarding a copy of the items collected by Retain to an external system.

SMTP Mail Server 10.1.109.24
SMTP Security Protocol unencrypted  w
SMTP Port 25
SMTP Mail From Address Retain402
SMTP To Address hakimr@smtparchive.qa.gwava.com
SMTP Username hakimr

SMTP Password ssssssssss

Test Connection

FTP Forwarding for Modules

An FTP server only needs to be defined when uploading a copy of the tems collected by Retain to an external system.

FTP Server
FTP Security Protocol unencrypted v
FTP Port 21
FTP Upload Location
FTP Username

FTP Password

Test Connection

SMTP Forwarding SMTP Forwarding is a feature which instructs Retain to forward a copy of any
archived message data to the specified address and domain, when the message item is archived. For
Module Forwarding to function, it must be configured here on the Server Configuration and also
enabled on the specific desired module. Any module which has the SMTP Forward option enabled
will send messages according to the settings configured here.
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This setting is designed for exporting data to an external SMTP system for redundant archival. This is
most often used for mobile, social, or blackberry message systems. SMTP Forwarding will take a text,
pin, sms, or posted message and message data, convert it into a MIME file and send the message to
the specified SMTP system. The Forward process checks for and sends any queued data once every
10 minutes. If a message is unable to be sent for any reason, after 5 days the MIME file will be saved
to the local disk and may be reviewed and repaired by an administrator.

This feature is not recommended for use with any SMTP system which Retain is currently archiving. If
Module Forwarding is enabled and configured to use the SMTP system which Retain is currently
archiving, duplicate data will be archived; Mobile, Blackberry, and Social data will be doubled in the
Retain archive.

DO NOT use SMTP Forwarding with any email module if Retain is archiving the destination SMTP
Mail System. This will cause a feedback loop which will rapidly fill the archive and email system.

Requirements

+ Separate, working SMTP system
+ Mobile module requires the mobile app 4.0.1 or higher

Configuration

The SMTP Forwarding feature requires a SMTP Mail Server connection configured. Input the
destination Mail Server's DNS name, protocol, and port.

The SMTP Mail From Address will be the address which displays as the 'from' address for the
forwarded messages.

The SMTP To Address is the destination account for messages. If a single address is to be used, it
should be a journaling mailbox. Retain can also send each message to a destination mailbox for each
originating user. If it is desired to send the messages to each respective owner's mailbox, configure
the 'SMTP To Address' with: {userid}@<yourdomain>.com

Retain will automatically use the userlD of the originating device or account. Use of this feature
requires that the SMTP server has an existing mail account for each user which matches the userlD
Retain shows for the mobile or Blackberry device.

If the destination SMTP server requires a login, provide an appropriate login. The login username and
password will have no bearing on the 'from' address.

FTP Forwarding

This feature instructs Retain to take a copy of any archived message data to the specified location,
when the data item is archived. This feature must be configured here, in Server Configuration as well
as selected on the desired system module configuration page.

FTP Forwarding is designed for exporting data to an external FTP server for redundant archival.
While the FTP Forwarding service does not have the inherent danger of duplicating data as the
SMTP Forwarding feature does, it is important to note that should the exported data be sent through
any system the Retain system archives, it will duplicate data in the Retain archive. FTP forwarding
simply sends a copy of the data in the format that it is received, (Mime, text, etc.). The FTP
Forwarding service is run every 10 minutes, checking for any data queued for delivery.

Requirements

+ Separate, working FTP Server

+ Module and Server Configuration must both be configured

Configuration
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The FTP Forwarding feature must have a configured FTP Server connection before the forward
option will appear in the Module configuration pages. To configure the FTP Forwarding option fill out
all the required information and then test the connection. Test results will be displayed after the test
completes.

FTP Server is the connection address or DNS name of the FTP Server

FTP Security Protocol is the security of the receiving FTP server. Options are Unencrypted, SSL, or
TLS.

FTP Port is the listening port of the FTP server.

FTP Upload Location is the path to the desired destination directory of the FTP Server. This must be
the location as you would view it in an FTP client. FTP Username and Password are the login
credentials to the FTP Server.

Once configured, select 'Test Connection' and then save the settings by selecting the disk icon at the
top right of the page. Now the FTP Forwarding option has been configured the FTP option will appear
in the module forwarding section of each individual module configured in the system. Only the
modules which have had the FTP option saved will utilized FTP Forwarding. The feature must be
configured in both places in order to function.

REST API

The REST API is an interface built into Retain which allows third-party applications to input data into
the Retain archive. This APl was developed to open new horizons to the Retain Archive for any
application which conforms to the APl requirements. Because of the access the API grants to
applications, an additional API license file is required for each application. This license contains
credentials and access rights. In order for a third-party application to utilize the REST API, the
application must have a credentialed key provided by Micro Focus.
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REST API

The Retain REST API allows external applications to interact with the archive. In order to enable the AP1, a base AP1 license is required. Additionally, an application license is
required for each application that requires access to the AP

r—License Summary

Global Settings

».  API Enabled
License begins Mon Dec 28 12:02:10 MST 2015
License expires Mon Feb 21 10:59:59 M5T 2033
Maximum read requests per minute 100000
Maximum write requests per minute 60000

Maximum read requests per application per minute 10000
Maximum write requests per application per minute 6000
Maximum read requests per user per minute 10000

Application Settings

Application Retain Outlock Plugin

Application Key 306E8774-105F-41A4-8B02-EBCASBODM3AD
Enabled Twe ]
License begins Mon Dec 28 12:06:44 MST 2015

License expires Mon Feb 21 10:59:59 M5T 2033

Maximum read requests per minute 10000
Maximum write requests per minute 0

Capabilities Read, Search

Application Retain Publisher

Application Key EC72B537-6663-4DCI-BEBE-CFBEG3CCF74D
Enabled Tee ]
License begins Tue Dec 29 08:07:21 MST 2015

License expires Tue Feb 22 10:59:59 MST 2033

Maximum read requests per minute 10000
Maximum write requests per minute 0

Capabilities Read, Search

Application Retain Mobile

Application Key S4925AA2-87 2B-4049-94CD-42F2280DCSE3
Enabled Tee ]
License begins Mon Dec 28 12:02:10 MST 2015

License expires Mon Feb 21 10:59:59 M5T 2033

Maximum read requests per minute 10000
Maximum write requests per minute 6000

Capabilities search, Insert, Read, Manage

Application GBS Development License

Application Key BASFOF21-DB49-4EA3-9AAB-C7 17F54380C7
Enabled Te ]
License begins Tue Oct 25 11:35:02 MDT 2016

License expires Wed Nov 18 10:59:59 MST 2020

Maximum read requests per minute 10000
Maximum write requests per minute 6000

Capabilities search, Insert, Read, Manage

Application Retain Worker

Application Key 75C1F268-9AC9-43C4-BBD5-DB3 1FB56E30C
Enabled Twe ]
License begins Sat Feb 11 12:10:32 M5T 2017

License expires Thu Mar 03 10:59:59 MST 2033

Maximum read requests per minute 100000
Maximum write requests per minute 100000

Capabilities Search, Insert, Read, Manage

Application Retain Cloud Router

Application Key FAACI3E9-8807-4812-AF06-FDA47DBEI2EE
Enabled Twe ]
License begins Fri Oct 14 13:36:57 MDT 2016

License expires Sat Nov 07 10:59:59 MST 2037

Maximum read requests per minute 10000
Maximum write requests per minute 6000
Capabilitizs Search, Insert, Read, Manage

Reload Licenses

—Submit License

Choose File | Mo file chosen
Submit License

—REST Collectors

REST Collectors are given rights to push data inside of Retain using the REST AFIL
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The REST API is an input protocol only. For Archive security, the API prohibits migrating data out of
the Retain Archive. There are also limits placed in each applications API license file to protect the
integrity of the data being input into the archive, based on the application.

Submit License

To gain a credentialed key for a third party application, contact a Micro Focus sales representative.
Use of the REST API will require a REST API base license, and an application specific license for
each desired application.

Submit License

Browse... | No file selected.

Submit License

REST Collector

Some modules use the REST API for data collection. You need to create a collector to connect to the
message system. You may have multiple REST collectors.

REST Collectors

REST Collectors are given rights to push data inside of Retain using the REST APL

Collector Name Add collector
Collector Name Key
MigrationCollector 2cc009b0-6ch6-41f6-93ac-1c57d4dcdfd0 Delete || Export

Create a REST Collector by providing:

1. The Collector Name can be anything you want, but we recommend something easy to identify
with the system it connects with. A Key and Secret will be created for the collector. The Key and
Secret will be used on the message system side of the system for authentication.

2. Then press "Add collector" to enable the collector.
3. Export the collector allows you to export the Key and Secret to disk for use with the message
system.

Delete removes the collector.

Rules Configuration

Rules for Retain is a way for administrators to automate tasks and administration based on criteria.
This means that any message containing items or information specified in the criteria to have the
described action applied automatically. A rule must be enabled, have at least one condition, and one
action defined before a rule comes into effect.
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-0' !etaln Language Engiish + B3 Welcame, admin | About | Tools | Status & Updates | Logout

Overview [] Rules Configuration ) O

Documentation

Search Messages Casel1234

Auditing

St [Addwue |

Reporting

Monitoring | Edic Rule |

Data Collaction !___Bje_r_n_g!g__l_igl_g_\

schedules

& Profiles
Workers

[ Jobs Rule Case1234 Joaded.

Management mf Casel234

Users

Groups Core Settings ~ Conditions ~ Actions
# Device Management

Deletion Management Core Settings

Configuration

Server Configuration
Rules Configuration

Core Settings tab

To create a rule, select the ‘add rule’ button and name the rule. To make the rule active, select ‘Rule
Enabled”.

Core Settings Conditions Actions

Core Settings

Rule Enabled [v]

Conditions tab

The conditions are the criteria which determine whether the action is applied to message data or not.
Core Setfings Conditions ~ Actions

Conditions

Set the conditions for this rule to be active. Al the conditions must be fulfiled for the Actions to be performed.

Category +*  Starts with -

“#» Subject Contains Undelverable
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. Category |L]
Department
Display Mame
Dormain Name
EMail Address
Attachment Name
First Mame
From
Last Mame
Location
Mailbox
PO MName
Private
Recipient
Sender Dormain
Subject
Title
Type
UID

Starts with |L]
Ends with

equals to

is not equal to
Does not contain
Does not end with
Does not start with
Regular Expression
Starts with

Category list
Department
Display name
Domain name
Email address
Attachment name
First name
From

Last name
Location
Mailbox

PO name

Private
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Recipient
Sender domain
Subject

Title

Type

uiD

Criteria is entered in plain text or in regular expression, and are separated into categories. Select the
category that the criteria is to be restricted to, from the menu.

Contains

Ends with

Equal to

Is not equal to
Does not contain
Does not end with
Does not start with
Regular expression
Starts with

Once a category has been selected, the criteria to be applied to that needs to be specified. The
‘Starts with’ menu further defines the criteria. The ‘Starts with’ menu also allows the administrator to
either relax some constraints by selecting a vague entry like ‘Contains’ or ‘Starts with’, or specify the
criteria with ‘Regular Expression’. Select the appropriate limiter and then select the ‘Add Condition’
button. Multiple conditions may be added. Make sure to save changes before leaving the page.

Actions tab
The actions tab defines which actions are to be taken. There are four different options to choose from.
Core Setfings Conditions Actions

Actions

Set the actions that will be performed by this rule if the conditions are fulfiled.

Apphy ltigation hold to item -
Add Action

. Tag item (Case1234)

All four actions may be applied to any one rule. Once the desired actions are applied to a rule, save
changes before leaving the page.
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Apphy ltigation hold to tem |L|

Mark itern confidential

Tag item
Abort rule processing

Router Configuration

Configuration for the Message Router may be changed or checked on this page. The Router is used
in conjunction with the mobile module, the BBM module integration, and any other REST API
integrations. In contrast with the Retain Server, the Router is best placed in a network’s DMZ,
enabling it to be fully accessible to communication from the Internet as well as the network.

Communications tab

The Router's communication settings and port for both the Retain Server and the Internet is kept
here. This is the address that the mobile devices will use to talk to the router and should be
accessible to the outside world.

Configuration 385



386

Communications Storage Logging
The Message Router needs to be able to communicate with the Retain Server, REST based applications and Mobile devices.

Tenant ID

A Tenant ID was generated for your Retain system when this page was loaded. It is used by Retain, the Message Router and
the devices to verify the connections made to the Retain system.

Tenant ID e79d5a4f-4f07-4b68-a328-d54a4e867326

Message Router Connections

The Retain system, the Mobile devices and the REST applications need to communicate with the Message Router. It may be
critical that this endpoint be accessible from the Internet.

Host
Port 443

Security | ssL W

Test Connection

Cloud Router Configuration

Cloud Router configuration allows the Retain system to receive requests directed to this system's Tenant ID from the cloud.

[[] connected to Cloud Router
Key

Secret

Local URL Mot Connected

[ use message router connections

Get Connection Status Generate Credentials  Cloud Router URL is not configured

Storage tab

The storage tab contains the path to the temporary storage location local to the REST Router.

‘Communications Storage Logging
Message Router REST Storage

For REST, the Message Router needs a temporary storage location to hold data until it can be sent to the Retain Server. The temporary storage should only be used for
a few seconds unless the Retain Server is unavaiable.

Storage Path

The storage is used by the REST Router to store data for a few seconds before it is sent on to the
Retain Server. In the event of a failure to access the Retain Server, the REST Router will house the
data until the Server is accessed. This storage area is not required to be large, and a few gigabytes is
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more than sufficient. When specifying the Storage path, note that the Retain System automatically
appends the storage directory. So specifying a path of "/Retain/storage" will result in an actual path of
"/Retain/storage/storage”.

NOTE: The Storage Path must not be the same as the Mobile Module Data path.

Logging tab

The logging tab contains settings to enable logging, dictate the logging level of the Router, and
settings to purge old logs from the system after a specified age.

Communications Storage Logging

Message Router Logging Options

Logaging enabled
Log level Disgnostic (Tracs) -
Compress logs
Remove old logs
When age exceeds (days) 10

Storage Manager

Retain Supports the ability to change the location or engine used to store the archived mail.

[[] storage Manager 00

Here, you may configure the storage engine to use with Retain. The Standard engine stores all attachment and e-mail pieces directly on a standard drive mapping. This
engine works with all platforms.

Other engines include:

® (Cantera - Used to store files on the EMC Centera storage devices.
® NetApp Snaplock - Used for configuring the MetApp SnapLock feature. This is optional - NetApp works without it. It is used to ensure complance.

Regardless of which engine you select, substantial disk space may be consumed locally as well. (The default drive-based engine consumes the most space).

Restarting Tomcat after changing the Storage Engine configuration is strongly advised.

Storage Engine Standard Engine. Store dirscthy on locally sccessible drives., -

Standard Engine

The Standard Engine supports file consolidation. This is particularly useful when archiving smaller messages. This option is recommended only if archiving mabile or social
messages.

Mote: You can alter the the storage paths in the Storage tab of the Server Configuration menu option.

Enable file consolidation? [7]
Last Access Date [ Set Last Access Date according to Expire Date

In addition, if desired, you may define and remove "partitions” here.

To change the storage option settings which were created during the initial setup of Retain, simply
select the different storage engine of your choice.
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If the Standard Engine is selected, then the Standard Engine window is displayed. This details the
setting location for the default storage location, under Server Configuration |Storage Tab.

Standard Engine. Store directhy on locally accessible drives., |L]

Standard Engine. Store directly on locally accessible drives.
Centera 5torage Device
Metapp Snaplock

The other two options are:

+ Centera Storage Device
+ NetApp SnapLock

Standard Engine

The standard storage engine is the standard storage option which should be selected for all new
installations of Retain. The storage engine utilizes locally accessible drives and media. When
selecting this option, make sure that storage requirements will be easily met, size or capacity
increased, and managed.

The engine also allows for background compression to be used. Background compression is
recommended for social media and mobile modules, to help keep the size of the data store down.

Legacy Engine

The legacy engine works as a seamless connection to the 2.x line of Retain, and is available as a
bridge for upgraded devices and legacy support systems.

Centera Storage Device

The Centera Storage option simply requires you to put the storage server IP address or DNS name,
and the authentication method.

Centera

Server Connectivity Settings

Mote: The hostname/ip may be suffixed with a :port entry, and you may enter more than one hostname. For example,
mycenterbox.com:4256,152.62.65.11,152.62.65.12?name=_2profile3,secret=2profile3 is a valid entry. At least one hostname must be entered.

Centera Server/IP

Server Access settings
With Centera devices, you have three options for authentication:

® Anonymous, which requires no password, but is insecure.

® Credentialed, in which you supply a traditional username and password.

® PEA, in which you supply a file system path accessible by Retain of the PEA file you encrypted to provide authentication information. A good place to put this is in
the license directory, (/retain/license).

Authenticetion Method Anonymous

The different Authentication options are PEA and Credentialed.

The PEA requires the full path to the PEA file.

Authentication Method  PEA .

PEA Path (full path)
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For a credentialed authentication, simply input the username and the password for the Centera
server.

Authentication Method | Credentaled |

ser

Password (Password is not set)

NetApp SnapLock

NetApp is fully supported with SnapLock for storage. Note the information in the option. To enforce
WORM rules you MUST set the Job Expiration feature. Also set the IP address, user name,
password, and the correct path to the server. The path must be set in netapp format.

NetApp SnapLock

Snaplock settings

If you enable SnapLock, then as items are stored on the NetApp appliznce with a Job specifying an expiry date, their retention date is set according to your Job options.
This effectively enforces WORM rules. You may use NetApp without this setting, i preferred, in which case none of the parameters on this screen need to be filed out.

A note about the path requested below: it is not a Linux, Windows, or UNC path. There is no definite correlation for example between this path and a share path. It
uses the NetApp format, and must point to the directory containing all of the Retain blob files. Consult your NetApp Technical Support for more information on this or on

enabling SnaplLock.
Enable SnapLock? No -
NetApp Server/TP
Port 80
Admin User
Admin Password (Password is not set)

Base path to archive directory (example: /vol/myvolname/archive)

Partitions

Retain also supports the ability to define a different storage location, through the partitioning option.
Partitioning is only available when Storage is set to the ‘local’ drive. To access the partitions option
click on “partitions” in the Enhanced or Standard Engine window. Ideally, this option would only be
used to archive to a new, larger, location when the current storage path has been filled, or to separate
mail storage between years. (l.e. /archive/2008; /archive/2009)

— Partitions

Creating a partition allows you to direct all new attachment blobs to a new storage device. (Your old device might be running out of space, or you might prefer to
split the storage on a yearly basis etc.). Retain retrieves and stores blobs based upon the partition's date threshold.

Deleting or adding a partition can easily result in the loss of data. For example, deleting a partition that contains data, will make all of that data
completely inaccessible to Retain, unless it is moved to another partition. Carefully read the user manual and/or consult with Technical Support
before proceeding.

Current path used for storage: [retain/archive

There are no partitions defined currenthy. All blobs will be stored to the default storage path configured in Server Configuration.

You may add a partition below. Just enter a name and the full path to the directory to store blobs under.

Mew Partition Name new partition

MNew Partition Path

A Retain system without a specified partition location will store all mail in the default storage location.
This is defined in the Server Configuration menu, under the Storage tab mentioned previously. The
default location is set during the initial install.
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Read the bold warning on changing partitions!

You may only specify one new partition at a time. After you have entered the new partition

information, click ‘save changes’. Creation or changes to a partition requires Tomcat to be restarted.
When adding a Partition on Linux, the path needs to be created manually on the Linux Server before
specifying the path within Retain. Ensure that the permissions for the new path are given to Tomcat.

Once Tomcat has been restarted, the new partition can be viewed, edited, or deleted from this
window.

Partitions are listed with their Begin Date, Name, and Path. The Begin Date is the creation date. A
partition is used to store all archived mail from the moment it is created

Because of how Retain indexes and tracks messages that are archived, deleting a partition can lead
to catastrophic data loss. Do not delete an active storage partition or location without first consulting
support.

If a partition is deleted Retain will look for the archived mail that was stored in the deleted partition to
be stored in the default storage location. (This is defined in Server Configuration, under the Storage
Tab.) Removing a designated partition in the management console does not delete the storage

directories or data on the hard drive or SAN, but it does disconnect Retain from the storage location.

All partition changes are logged in the partition.log file, located in the backup directory specified in
Server Configuration. (By default this is located in <your storage location>/backup)

Stubbing Server

Retain has the ability to use the Stubbing capabilities of GroupWise. Stubbing was designed as a way
to reduce disk space usage in a time when the cost of disk space was at a premium. This is less of an
issue today.

Overview

The Stubbing server has two abilities:

1. Enabling Retain Archive search
(#Performing_Retain_Searches_Within_The GroupWise_Client) from the GroupWise desktop
client.

2. Removing items
(#Configure_Stubbing_To_Remove_ Messages from_GroupWise_and_Leave Only_Stubs)
from GroupWise and leaving stub pointers to the data in the Retain Archive. This functionality
CANNOT be reversed. We do not recommend enabling this functionality.

How Retain Interacts With GroupWise Stubbing

When GroupWise is set up for stubbing and the Stubbing Server is configured in Retain, the archive
job that runs will archive all the items and place in their stead in the GroupWise mailbox a "stub".
Since the actual message gets placed into the Retain system, GroupWise replaces the original
message with a stub that points to the message residing in Retain. A user's GroupWise mailbox will
look the same - the user will see a list of messages; however, the icon is different.

When a user clicks on a stubbed message, the GroupWise POA will send a request to the Retain
Stubbing Server for the item. Retain sends the item to the POA and the client displays it; however,
this does NOT place the message back into GroupWise. When the user closes the message, the stub
is all that remains.
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#Performing_Retain_Searches_Within_The_GroupWise_Client
#Configure_Stubbing_To_Remove_Messages_from_GroupWise_and_Leave_Only_Stubs

Why Stubbing Is Good

+ Save Disk space. Mail can be removed from the system without being deleted.

+ Users have easy access to items stored in Retain.

+ Transparent access, no need to login to Retain for common tasks.

+ The "Restore" feature in Retain can be enabled. However, it does not actually restore the
message into GroupWise. It only restores the stub if the stub is missing (user deleted it).

Why Stubbing May Not Work for a System

+ Stubbing CANNOT be reversed. Once a message is stubbed, it cannot be returned to the same

position in the system.

+ Stub items are NOT COMPATIBLE with third party APIs. These applications view the stubs as
posted items only, with no text or attachments. Mobile, Web, IMAP, and POP3 clients will only
see posted empty items, not actual contents.

¢ User training for stubbed items may be necessary due to decreased access speed.

+ No method for protecting stubs from deletion in the GroupWise client (re-creation is difficult and
complicated).

+ Non-mail items should not be stubbed (calendar and appointment items behave erratically when
rescheduled).

Determine the correct option for your system. If you wish to enable Stubbing, you need to install and
configure the Stubbing Server as well. If you wish to only stub large items in your mail server, you
may set a size threshold. Any item larger than the specified size will be stubbed. If this option is not
set, all messages will be stubbed regardless of size.

Prerequisites

+ You must be using GroupWise 8.0HP1 or greater.

+ The GroupWise module must be configured. This means that a Trusted App Key exists for
Retain to use already.
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+ Confirm that stubbing is disabled in all the GroupWise profiles:

Profile Mame  Ordinary

Core Settings Message Settings  Scope Misceleneous  Advanced

Profile Functions

The normal function of Retain is to archive mail. However, GroupWise 8 introduces the capability to "Stub” items so
they appear to be in the original maibox, but are realy stored in Retain. This can save disk space.

You may enable Archiving and Stubbing separately or together, depending on what you think your users would like.

We tend to recommend you do MOT stub Calendar Items, because it can lead to confusing results if they are
rescheduled or reassigned. (Most Calendar Items aren't terribly large anyway).

You may safely enable stubbing on a GroupWise 7 post office, however the functionality will be ignored, and the
item wil not be stubbed.

Enable Archiving (store messages in Retain)
[ Enable Stubbing (if tems are already archived)

[¥] Do not stub Calendar Irems (Appointments, Hotes, and Tasks)
[ stub only items exceeding a size threshold
2048 Size Threshold (bytes)

Stubbing Install

If you did not install the Stubbing Server during the initial install of the Retain Server you can install it
now.

Run the installer and click through to the point where the installer detects what you have installed.

Retain Installer 4.1.0.0

Retain has already been installed on this system with the following components:

Retain Server
Retain Reporting & Monitoring Server
Retain Worker

Choose one of these options:

1) Upgrade current installation of Retain

2) Upgrade current installation of Retain and add new components
3) Exit this installer

choose (1-3): |}

Choose "2) Upgrade current installation of Retain and add new components."
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Retain

Retain
Retain
Retain
Retain

Choose

Installer 4.1.0.0

has already been installed on this system with the following components:

Server

Reporting & Monitoring Server
Worker

one of these options:

1) Upgrade current installation of Retain
2) Upgrade current installation of Retain and add new components
3) Exit this installer

Choose

Choose

(1-3): 2

components. ..

Install Retain Stubbing Server (y/nl?y
Install Retain Message Router (y/n)7n]]

Then tell the installer to Upgrade Retain, preserving configuration. The installer will stop tomcat,

install the Stubbing server and restart tomcat.

Stubbing Configuration

GroupWise

Update Trusted Application Key

1. Go to the Retain Trusted App Key and enable "Allow access to archive service"

2. Set the Archive Service Address to the Retain server IP Address or hostname
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3. Set the port to 48080 (the Retain tomcat port)

MHame:

Trusted App key for Retain ’:‘
Description: |archiving v

[ Restrict use of the trusted app keyto connections fram:

Address

Fort | Require 55L

Provides Message Fetention Semvice

Allow access to archive semnvice

Archive Service Address: |‘ID.‘I 4131

: 48080| =2
Port &2 [ Require sSL

@ oK

Now you have to decide if you are going to use stubbing on a particular Post Office or System wide.

Archive Service System Setting

If you are enabling stubbing across the entire system you will need to override the Archive Service
Trusted Application setting in System Preferences.

Go to System | System Preferences.

Under Settings and Archive Service Trusted Application, enable the Override and select the Trusted
Application Key that Retain is using.
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System Preferences

Close %

Setings

Administrator Lockout Settings

Restrict System Operations to Primary Domain

L L ock Out Older GroupWise Administration Tools

Minimum Admin Tool Release Version(x.x.x)
h4.2.0 |

Minimum Admin Tool Release Date(01/01/M11)
| e

Archive Service Settings

Default Archive Service Trusted Application:

Hickname Settings
Auto-create on User Move
O Never
] Always
® Prompt

Expire after: E days (0-365)

Archive Service Post Office Settings

If you are just stubbing one, some but not all Post Offices you will need to override the Archive
Service Trusted Application setting for each Post Office.

Go to the Post Office that will be stubbed.

| Retain

Under Settings and Archive Service Trusted Application, enable the Override and select the Trusted

Application Key that Retain is using.
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Connected Domain edrth =

& overview @ eath [l marspo Jump To: &2 POA
System Maint_e_n_anc_e - C!!ent C_thit_m_s_ Mure - Di_ag_no_s_tics -

0 Domains Ohbjects Seftings Client Settings

[_|-| Post Offices [ pisable Live Move

= Software Distribution Directory.  Mone -
ﬂ Fost Office Agents 1 =l

E Message Transfer Agents

of= Internet Agents

Restore Area: (Mot Set)

Address Book Update Settings

Create Delfas
l Users =
il Maximurm Age tor Deltas: 15]n Days

—a Remote File Server Settings
b Resources

Femaote Lser Name: l ]

l Micknames
e Remote User Password: [ |
a Libraries
Archive Service Trusted Application
Default: (Mot Sef)
Override
Retain

In Retain, open the Stubbing Server page from the left-navigation bar.

Core Settings tab

Check the box next to "Enable Stubbing Server"

You may restrict the IP addresses POA connections will be accepted from. Use commas to separate
multiple addresses.
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= Stubbing Server save changes [* () @)

Stubbing is a new feature in GroupWise 8, where a message item may be "stubbed” — removing the message permanently from
GroupWise, and replacing it with an item (a stub) that connects to Retain to access the message. Effectively, the user has
transparent access to the stubbed item from their GroupWise client, and the stub behaves lroely as if 3 native GroupWise item
was still there. Consult the user manual for detailed instructions and the pros and cons of stubbing.

Core Settings Logaing Connection

Basics

Choose whether to enable the stubbing server. If it is not enabled, it wil not accept requests from any GroupWise POA. In
addition, for security purposes, you may enter a comma delimited list of IP addresses, and only these POAs wil be serviced.

Enable Stubbing Server

Accept POA connections only from these IP Addresses:
10.1.4.130|

Interval

How often should the stubbing server poll for configuration changes?

Poll for configuration every |10 minutes

Logging tab

Set the logging level to Diagnostic (Trace)

@ Stubbing Server 9 o

Stubbing is a new feature in GroupWise 8, where a message item may be "stubbed”-- remaoving the message permanently from GroupWise,
and replacing it with an item (a stub) that connects to Retain to access the message. Effectively, the user has transparent access to the
stubbed item from their GroupWise client, and the stub behaves largely as if a native GroupWise item was still there. Consultthe user manual
for detailed instructions and the pros and cons of stubbing.

Core Seftings ~ Logging ~ Connection  Bootstrap

Logging Options
Logging enahled
Log Ieve! Diagnostic (Trace) A
Compress logs
Remove old logs W
When age exceeds (days) [E|

Connection tab

If you have installed the stubbing server on a separate server you will need to specify the location of
the Retain server so that it can connect.
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@ Stubbing Server — ) o

Stubbing is a new feature in GroupWise 8, where a message item may be "stubbed"-- removing the message permanently from GroupWise,
and replacing it with an item (a stub) that connects to Retain to access the message. Effectively, the user has transparent access to the
stubbed item from their GroupWise client, and the stub behaves largely as if a native GroupWise item was still there. Consultthe user manual
for detailed instructions and the pros and cons of stubbing.

Core Seftings Logaging Caonnection Eootstrap
Retain Server Connection

The Stubbing Server will need to know how to connect to the Retain Server Itis highly recommended that you use a DNS host name for
the Host Mame. It's important to note that you are specifying the URL from the point of view of the Stubbing Server contacting the Retain
Server, which may or may not match the URL you'd use from your browser to reach the Stubbing Server or Retain Server.
‘Sewver Protacol | hop o
Retain S'E]_'\__."'E_l_! ms@'-m_i;i_m e 1014131
' Retain Sewver Part (42050

|
|
Retain Server Path| [[Retainserver |
|

-Sltuhﬁfﬁ]; Server Password |ssssssssssess (Passwaord is set)

Note: Changing any of these parameters will require recopying the stubbhing server bootstrap file!

The connection to the Retain Server is very important. This must be set to the address of the Retain
Server, and is automatically filled out for you. Verify that the Retain Server is located at the specified
address and is accessible. Generally you may leave this section default as the Stub Server should be
installed local to the Retain Server. If your Retain Server IP address is assigned by DHCP, which we
do not recommend, change the Host Name to the DNS name or localhost (127.0.0.1).

Press "Save Changes" and the Bootstrap tab will appear.

Bootstrap tab

Click on "Download File" to save the bootstrap file.

o Stubbing Server - ] o

Stuly Server saved.

You need to copy the bootstrap information
Stubbing is a new feature in GroupWise 8, where a message item may be "stubbed”-- removing the message permanently from GroupWise,
and replacing it with an item (a stub) that connects to Retain to access the message. Effectively, the user has transparent access to the

stubbed item from their GroupWise client, and the stub behaves largely as if a native GroupWise item was still there. Consult the user manual
for detailed instructions and the pros and cons of stubhing.

Core Settings Logging Connection Bootstrap
Boot Strap

The Stubhing Server software needs a special "bootstrap” configuration file copied to its working directory before it can function correctly.
You may copy it manually or use a web browser to upload the file. (http//=RetainStubServeripAddress=48080/RetainStubServer)

Download File

Configuration



Configure Stubbing Server

Browse to http://<Retain_Stubbing_Server_Address>/RetainStubServer or http://
<Retain_Stubbing Server Address>:48080/RetainStubServer and upload the bootstrap.

< [Retain

Retain Stubbing Server

The Stubbing Server needs to be configured in the Retain Server web interface. Once it has been configured a
"bootstrap” file needs to be downloaded and applied here.

Without a bootstrap file the Stubbing Server will not know how to find the Retain server. After applying the
bootstrap file any configuration changes made in the Retain Server will be polled by the stubbing server ou
will not have to reconfigure the Stubbing Server manually unless you change the Connectivity settings
configured in the Retain Server.

Upload Bootstrap Configuration

| Browse... |

Upload File |

When the Configuration is complete, press Continue.

Configuration Complete. From now on, you'll have to log in as a user
(such as the initially created admin user) with the Manage Workers right.

Continue

Stubbing Server

Log into the console with the admin user.

You will then see the Stubbing Server Configuration tab page, which looks much like the Worker
page.
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Configuration

“<Retain

Server Connection Status

Stub Server Configuration

URI to Server
Stub Server Version
Memory Free/Max/Total

Scheduler

http:/10.1.4.131:48080/RetainServer/
403
2811783/8354560/4160256

Welcome, admin | Logout

| Check for New Version

[ Refresh Con.ﬁ-gurat.i.on now |

Click "Refresh Configuration now" to prompt the Stubbing Server to poll for configuration changes right now.

Bootstrap information has been applied to this server. If the configuration must be changed in the future, replace the configuration file at /opt/beginfinite/retain
/RetainStubServer’WEB-INF/cfg/ and restart the Stubbing Server.

Server Connection

This tab will show you if the Stubbing server was able to connect to the Retain Server.

<> [Retain

Semver Connection Status Scheduler

Welcome, admin | Logout

Configuration

Server Connection

Successfully connected to Retain server

Status

This tab provides statistics about what has been happening with the Stubbing server.

<> [Retain

Welcome, admin | Logout

Configuration Server Connection Status Scheduler
Status 9
[Up since |wed Dec 14 11:56:55 MST 2016
[Successful Logins o
[Failed Logins [o
[Message Served [o
|attachments Served o
[Communication Errors (POA) o
[communication Errors (Retain) o
[Cached Sessions [o
[Max Sessions o
[Expired Sessions o

Scheduler

This tab is mainly used by support.
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s Reta i n Welcome, admin | Logout

Configuration Server Connection Status Scheduler

Scheduler Status

To see advanced information regarding the thread scheduler, click here.

Performing Retain Searches Within The GroupWise Client

Once GroupWise and the Stubbing server is configured to this point, it is possible to use the Retain
Stubbing Server to allow GroupWise to search the Retain archive from the GroupWise client.

GroupWise client only performs whole-word searches. For example, searching for "wel" will only
return messages with the word "wel" in them. Retain performs begins-with searches "wel*" and will
return "wel", "well", "welcome" and so on.

NOTE: GroupWise client is hard-coded to search only up to 5 years in an archive search.

Prerequisites

Setup Stubbing Server as above. However, do NOT enable stubbing in the Retain Profile.

In the GroupWise client click on the search magnifying glass icon. Under the Find tab you'll see an
External Archive for the user that is the Retain archive.

In Online mode, click the checkbox to enable the External Archive search.
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find | Find by Examole |

Full Text +|
|Poor Ajce| v|

From/Ashor %]

Eem bype:
(] il (] Appoiriment
[ Task ["] Phone message
[ Note [] Document
— lem sounce:
[[JReceived [ ] Personal
[]5ert ] Draft
—Diate range:

[JCreated or delivered between:

Find

Look in;

4 4g¥ [bravo datus Home|

¥ 9y bravo datus Edemal Archive

< >

[12/16/2016 &  and[1216/2016 B ¥ Find ftems in the trash

[+] Find anly official document versions

[ Fnd folders matching full text
Advanced Find... Reset |

OK Cancel

In Caching mode, you will also have to set Look in to Online data.
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| Find

Find Find by Bxample

Full Teat =

[ v]
From./Authar ¥

— ltem type:

(] Mail [ ] Appointment

[ Task [ ] Phone message

[ Note [ ] Document

— Item source:

[ ] Received [ ] Personal

[] 5ent ] Draft

—Date range:

[ Created or delivered between:

Lookin: () Caching (®) Online data

L4

o4 {fg¥ [admin admin Home|
%) % admin admin Extemal Arch
O X Userd1 UserD1

Find only official document versions

l 5122017 and ! 51242017 Find tems in the trash
[ ] Find folders matching full text

Advanced Find... Reset

Carcs

Now a search will search not only the GroupWise mailbox but also the Retain mailbox. The Retain

ones will show the empty circle stubbing icon for the messages it has.
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Q, GroupWise Find Results - o IEM
File Edit View Actions Toocls Window Help

#2Find Results Q-
Name Subject Date Ver.. Docum... Library Folder -

> 4 bravo datus: 170 items found
- p\\, bravo datus Bxternal Archive: 183 itemns found

O[=] root PHM: The best m 12/9/2016 10: bravo da

OF= reot PHM: The best m  12/9/2016 10: bravo da

O[] root FHM: A break in  12/972016 10: bravo da

O[] root PHM: A break in 12/9/2016 10: bravo da

o= root PHM: The play s  12/9/2016 10: bravo da

O[] oot PHM: The play s 12/9/2016 10: bravo da

O[] root FHM: He knew t  12/9/2016 10: bravo da

OF= root PHM: He knew t  12/9/2016 10: brawvo da

O root PHM: Pure bred | 12/9/2016 10: bravo da

O root PHM: Pure bred 127972016 10: bravo da

Lo ] jpwr root PHM: Their eyeli 12/9/2016 10: bravo da

OF= root PHM: Their eyeli  12/9/2016 10: brawvo da

OF= root PHM: Prod the o 12/9/2016 10: bravo da

O] root PHM: Frod the o 12/9/2016 10: brave da

o= root PHM: Neat plans  12/9/2016 10: bravo da

O~ root PHM: Neat plans  12/9/2016 10: bravo da

O] root FPHM: The colt re  12/9/2016 10: bravo da

Q=] root PHM: The colt re  12/9/2016 10: bravo da o

] Find results completed in 0:00:02 -- Finding items that contain Poor Alice | Selected: 0 | Total: 355 p

Configure Stubbing To Remove Messages from GroupWise
and Leave Only Stubs

Enabling Stubbing in the Profile will cause Retain to automatically delete items from GroupWise and
replace them with a stub pointer to the Retain Archives. This will have effects, for example, you will be
able to see the header data in GroupWise but not the message bodies or attachments, on viewing the
items in anything other then the desktop client.

Once you start stubbing in the profile you cannot reverse it. We do not recommend this use of
stubbing.

Once GroupWise and the Stubbing Server have been configured as above, you need to enable
stubbing in the Profile.

404  Configuration



Profile Name | Daily [

Core Setlings Message Settings Scope Miscellaneous Advanced

Profile Functions

The normal function of Retain is to archive mail. Howewver, GroupWise B infroduces the capability to "Stub” items so they appear to be
in the original mailbox, but are really stored in Retain. This can save disk space.

You may enable Archiving and Stubbing separately or together, depending on what you think your users would like.

We tend to recommend you do MOT stub Calendar ltems, because it can lead to confusing results if they are rescheduled or
reassigned. (Most Calendar tems aren't terribly large anyway).

You may safely enable stubbing on a GroupWise 7 post office, however the functionality will be ignored, and the item will not be
stubbed.

Wl Enable Archiving (store messages in Retain)
|l Enable Stubbing (if items are already archived)
W Do not stub Calendar Items (Appointments, Motes, and Tasks)

[] stub only iterns exceeding a size threshold

|2048 | Size Threshold (bytes)

Retain will show a popup warning of the effects of stubbing.

Warning: Groupwise will delete messages from the post office after they have been archived in
Fetain. Only use this option if you understand the implications to data integrity

WARNING: GroupWise will delete messages from the post office after they have been archived in
Retain. ONly use this option if you understand the implications to data integrity.

The next job that runs will delete items from GroupWise and replace them with stubs that point to the
Retain Archives. Users will not be able to see anything other then the header data (Subject, to, from,
date, &etc.) in WebAcc, or mobile clients. User will be able to read the whole message only in the
desktop GroupWise client.

You would want to set the Date Range to Scan to "All Items in Mailbox" because what would be the
point of stubbing only new messages.

Set up the Job

You can set up the job to use the Stubbing profile and select the Mailboxes to a particular Post Office
or a particular User.

When the worker successfully dredges each item in the mailbox the item will be deleted and stubs
placed.
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GroupWise Client

In the GroupWise Client, messages that have been stubbed will be marked with an open circle icon.
Opening messages may take a moment as the data is retrieved from Retain.

= Micro Focus GroupWise - Mailbox o = “
File Edit View Actions Tools Window Help

Home Mailbox (3) Calendar Sentltems Contacts W ome Eﬁ’ =
[ &} Address Book B Q 2 | NewMsil ~ (O Newappt ~ [v] NewTask ~ | B BB~ | - 7%
. Tl ~ 4 Reply 4 Reply Al A Forward - 1R

51 Online- ~ | =Mailbox (3) Q-
Frequently Used Folders From Subject Date Actions
 [] postal (372) O] retain133@sf.gwavane Retain Test Message Thu Dec 15150 12/15/2016 2:

O[=] retain133@sf.gwava.ne GWAVA Retain: Expiration Warning 12/16/2016 1:
| = o7 retain131@st.gwavane Retain Test Message Fri Dec 16 11:0 12/16/2016 1t & 1 T |

5 Cabinet
&[] postal (272

lﬁ} bravo datus Home
o=} @)

% Sent ltems
D Calendar
24 Frequent Contacts
=] Documents
[#] Tasklist
z Work In Progress
£ Cabinet
<[] postal (272)
& Trash (3)

=

| Selected: 1 Total: 3 1= 1]

But in web access and third-party applications, you'll see nothing:

Mailbox
[ Mail ~ (1) Appeintment Task  [#] Note gL Proxy Folders 2 Find o}
=8 hravo datiis c [l Delete  [7 Accept Decline Complete B Mark Unread  EFMark Read  ¥E Categories

Mame Subject Date
bl Unopened ltems

é Sent tems
D Calendar
b [ Frequent contacts
Tasklist
[# work In Progress
= B cabinet
= postal [873]

I Trash 131
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Mailbox Mapping Options

Mailbox mapping automates the merging of users’ login names that have both GroupWise and
Exchange accounts, combining the GroupWise and Exchange archives under the same user in
Retain. Retain connects the internal GUID’s of accounts to reflect the same user.

To map one mail system to another, both message systems, Exchange and GroupWise, must be
functioning and have the desired accounts created on the system which allows for identification of the
different users. How Retain should map the users must be added to Active Mappings, and the options
must be saved. Only then an Address Book refresh can be triggered. This needs to happen before
the next server maintenance cycle, or the mapping may fail.

After mailbox mapping has been activated, an immediate caching of the address books of both
systems is required.

Mailbox mapping is not necessarily permanent; however, splitting must be performed manually via
the Mailbox Merger / Splitter tool found on the ‘About’ screen.

If a refresh of the mailboxes is not performed before users attempt to login or other activity is present
on the server, the merge may fail, leaving extra entities created in the Retain archive which must be
removed manually. Furthermore, the merge option is a once-off option. Please contact support for
further options.

Go to Module Configuration and click the Mailbox Mapping Options button to reveal the tool.

— Mailbox Mapping Options
When running more than one email system, it is often desirable to automatically "map" two mailboxes from different email systems together.
Effectively, these two separate mailboxaes become one virtual mailbox.

Switching between the two is a simple matter of the user choosing the mailbox from the current browse view.

Also, rights to maiboxes become shared between the two, so the user need only log on as one maibox to have access to them all.

To achieve this, during address book caching the administrator needs to have enabled at least one maibox mapping option.

This must be enabled before the newly added email system is cached for the first time.

You may enable multiple address book mappings if you wish.

It is usually sufficient to enable mapping only for address book caching and only as a3 one-time procedure, unless both email systems will remain active.

(For the ktter case, enabling for all procasses, and for constant activity, is advised)

Mapping Enabled Mzver -

Last time mappings were used newvar

If you enahle the XML File mapping option, you must provide the full path to the XML file, including the filename.

XML File Path

Active Mappings

Mateh the E-Mail Addresses + | Add
Custom |Description ’EH

Accounts may be matched via email address, display names, and/or specified by an administrator
supplied XML file. We generally recommend a combination of Email Addresses, Display Names and
First and Last Names. The mapping will attempt to map by the first criteria and then continue down
the list until it finds a match or not.
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— Active Mappings

Use an administrator-supplied XML file to bind the two accounts W Add

|Custom |Descr|'ptiur1 |Class |

| |Match the E-Mail Addresses |com_gwav:a.ma nagement.uid EMailAddressUIDMapper | @+ &

| |Match the Display Mames |com.gwav9.ma nagement.uid DisplaytameUIDMapper | @+ ¥

| |Matchf|rstand lazt name |com,gwava.management_uid.FirstLastNameUIDMapper |“i} 4

Most organizations maintain a naming scheme from one system to the next which results in the email
address being the same in both systems. For this situation, the email address match is the easiest
and quickest way to map the users. For systems, which have listed the first and last name of each
user, but have different email addresses, the name matching is the best option. The final option is for
an administrator provided xml file to bind the accounts together is time consuming and requires the
administrator to build a list of matching addresses with UUID’s in both systems.

Match the Displey Mames |l]

Match the E-Mail Addresses

Match the Display Mames

Use an administrator-supplied XML file to bind the two accounts
Match first and last name

Any mis-mapped addresses may be corrected by using the Mailbox Merger/splitter utility found on the
‘About’ page. see the ‘About and Diagnostics Page’ section for more information.

The Address book MUST be refreshed immediately in order to merge the users. The merge will not
complete unless the Address Book is cached afterwards, and the merge cannot be re-run.

How the merge runs depends on the different users in the local system. If both message systems are
to remain active, with users being added and removed from the system, it will be necessary to have
mailbox mapping on all the time. Merged addresses are also required for the GroupWise to Exchange
migration to function.

Mailbox Mapping Enabled

The settings here are designated for the different situations which a system migration may be in.

Mapping Enabled Mever |L]
Last time mappings were used
- Once, Address Book Cache only
Always, all processes

Never

This setting disables mailbox mapping, and is to be used in most cases.

Once, Address Book Cache only

To migrate a system, or for systems which have already been switched over, where the old system is
no longer being used, but is still running.
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Always, all processes

For situations where both mail systems continue to have incoming, new mail, the mapping needs to
be completed repeatedly, to keep the message data mapping to be accurate for newly archived mail.
The Address Book is refreshed whenever the button is pressed, during the nightly maintenance cycle,
and before each job.

XML File

The supplied XML file is the way for an administrator to manually dictate which addresses are to be
mapped or tied together in the Retain system. This process is not recommended as it is time
consuming and somewhat complicated. In general, it is likely quicker to use the Mailbox Merger/
Splitter tool from the ‘About’ page instead. Both situations require the administrator to know which
email addresses are to be tied together before beginning.

The XML file requires the administrator to specify, in pairs, which addresses are to be tied.
The source address is the address from which the system is being migrated.

The destination address is the address which the user is the new system, or where the data is being
migrated to.

The ‘removeOrphanedEntity’ option tells Retain to remove any unconnected entities left over. Default
for the XML file is ‘true’, while the default in the Mailbox Merger/Splitter tool is ‘false’. By rule of thumb,
if you are uncertain, don’t remove it.

A sample XML file is provided and can be download from the ‘Mailbox Merger/Splitter’ utility page, it is
also shown below.
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— <MergeTasks>
—<tasks>
—<MergeTask>
<sourceMailbox>sourcel</sourceMailbox>
<destinationMailbox>destination)</destinationMailbox>
<removeOrphanedEntity>true</removeOrphaned Entity>
</ MergeTask=
—<MergeTask>
<sourceMailbox>sourcel </sourceMailbox=
<destinationMailbox>destination]</destinationMailbox>
<removeOrphanedEntitv=true</removeOrphaned Entity>
</MergeTask>
—<=<MergeTask>
<spourceMailbox>source?</sourceMailbox>
<destinationMailbox>destination?</destinationMailbox=>
<removeOrphanedEntity>true</removeOrphaned Entity>
</ MergeTask>
—<MergeTask>
<sourceMailbox=source3</sourceMailbox>
<destinationMailbox>destination3</destinationMailbox>
<removeOrphanedEntity>true</removeOrphaned Entity>
</MergeTask>
—<MergeTask>
<sourceMailbox>sourced</sourceMailbox>
<destinationMailbox>destinationd</destinationMailbox>
<removeOrphanedEntitv=true</removeOrphaned Entity>
</MergeTask>
<tasks=
</MergeTasks™

Mailbox Mapping View From The User Mailbox

Once mailbox mapping is enabled the user will see a dropdown menu that will allow them to switch

easily between their mailboxes.
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Reload Integration

Micro Focus Reload and Micro Focus Retain perform very different functions. Retain is an archiving

product whose main feature is the storage of data in one place for later search and retrieval. Reload
is a Hot Backup, Quick Restore and Push-Button Disaster Recovery product whose main feature is

the storage of instances of GroupWise post offices for the purposes of restoring items to their original
location in their original form or providing disaster recovery of domains or post offices.

So, why would you want to integrate Reload and Retain?

+ Reload is very good at moving data efficiently from point A to point B.
+ |t copies your post office data in its original form.

+ It can make what is effectively a full backup by moving and storing as little as 12% of the
total amount of data in the post office.

+ By having the backed up data available in its original form, it can serve as a data source for
Retain.

+ Reload’s backups are available the moment the backup job is complete.
+ Retain moves a lot of data and needs strong network links to do so rapidly.

+ An archiving job moving “everything” will move all of the data. This may seem self evident
but when you combine Reload with Retain, you can achieve the same thing by moving only
12% of the data.

+ If you don’t integrate them, you will pull data twice over the link — once for Reload, and once
for Retain. On top of that, if you don’t have Reload and you only have Retain, you will
definitely have to move your data twice.

+ By integrating Reload and Retain, you can centralize your archives and ensure good
backups and achieve a single data pull.

A Brief Review on How Reload Works

No Helper Software Needed.

Reload runs on a Linux server. It does not use agents or helper software on the source post offices to
work. In other words, no agents or TSA’s are required. Reload simply connects to the server where a
post office or domain is stored and then copies the data to its backup storage location.
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Backups are instantly available.

Because the data is copied in its original format, the data becomes available as soon as a backup job
is complete by simply running a post office agent (POA) against it (for post office backups) or a
message transfer agent (MTA) (for domain backups).

Backups Have Little or no Impact on Users.

Because Reload does not use the Post Office Agent to make backups, there is very little impact on
users. The POA will continue to run and service users as normal. Reload also does not use TSA
software or helper agents on the live post office server. Backups can be made while the users are
logged in and working.

Reload Leverages GroupWise’s Architecture to Save Bandwidth.

A GroupWise post office is composed of databases and overflow files. Databases contain users’
mailbox layouts and indexes and other databases contain users’ authentication information. For any
GroupWise item exceeding 2KB in size, such as e-mail with attachments, overflow files are stored,
commonly called BLOBs (Binary Large Object).

While the contents of the databases changes almost constantly, the BLOBS are static. Therefore, in a
Standard Backup, Reload grabs the databases in their entirety but only those BLOBS that have been
newly created since the last backup.

Generally, the BLOBs take up almost 90% of the space occupied by the whole post office. Therefore,
with a standard backup, Reload can get away with copying only 12% of the data — the databases and
only those BLOBSs which have recently been added. For those BLOBs that have been backed up in
prior backup instances, Reload links to a master backup directory, taken the first time a backup was
run, using a Linux feature called symbolic links. A symbolic link is like a Windows shortcut except that
it looks, feels, and acts like the real thing.

This is how Reload can achieve VERY fast backups. In addition, using Reload to move data will save
tremendously on network bandwidth compared to traditional backup systems which grab all of the
data.

Backups Can be Made of Backups Allowing Centralization and Redundancy

Reload was made to backup live post offices and domains and it can also make backups of other
Reload backups. The following two cases can help illustrate how useful this can be:

+ Consider client “A” who has two physical locations, one post office in each. This client wants
redundant backups — a primary backup plus a secondary in case the primary fails.

+ This client installed a Reload server in each location. The servers backed up the local post office
in addition to making a backup of the Reload server in the other location. Thus, each Reload box
effectively had backups of both servers.

+ Consider client “B” who has one central data center and four branch offices. This client wants the
head office to have backups of all post offices in all locations.

+ Branch offices 1, 2, and 3 have fast WAN links to head office but branch office 4 has a very weak
connection to head office. However, branch office 4 has a strong WAN link to branch office 2.

So the client installed a Reload server in each office and one in the head office. The Reload
server in the head office was set to back up the Reload servers in branch offices 1, 2, and 3. For
Branch office 4, the Reload server in Branch office 2 was set up to back up the data from the
Reload server in branch office 4 and then the head office was set to back this data up from the
Reload server in branch office 2.

Thus, backups can make as many hops and can be backed up in as many places as you need.
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Using the ability to backup one Reload server with another, you can achieve data centralization and
redundancy. The redundancy also gives you the ability to use Reload for off-site disaster recovery.

Additionally, for client “B”, their old backup system moved all of the data every day. Using Reload,
they managed to cut their network traffic by 88%.

How Retain Takes Advantage of Reload’s features

Consider client “B” from the earlier example who has four branch offices and a head office. They want
their Retain Server to be located at head office. So they need to centralize their data.

Without Reload, they would have Retain Workers on the branch office POA servers and the data
would be sent over the WAN links. For a data collection involving “everything”, all data would surely
saturate the WAN links.

Plus, their backup/restore software would use the WAN links too, if they were centralizing their
backups.

Adding Reload to the mix, they are able to achieve huge bandwidth savings and performance gains.

Reload would be set up to centralize the data to one Reload server in head office, saving immediately
88% of their bandwidth compared to their existing backup/restore system.

Next, A Retain Worker would be set up on the central Reload box to draw data from all backed up
post offices.

One Retain Worker can only run one job at a time, so the post offices would be archived one at a
time.

Multiple Workers on One Server

It is possible to install more than one Retain Worker on one server but this would double the hardware
requirements, Tomcat memory tuning, and is limited to Linux as the platform OS. This option is built
into the Linux installer and is activated by using the ‘addworker’ switch to the install command. (For
example: ./Retaininstall.sh addworker)

You would normally only add additional workers if you wanted to dredge more than one post office at
atime.

On a Reload server, it might not be so time critical to dredge the post offices on it since there is no
impact on the end users. On top of that, Reload has a special feature made especially for Retain, a
special post office agent that stays up all the time, except to move to the latest backup. This way, it is
always available to Retain.

So you will have to decide if it is acceptable to have the post offices dredged one at a time or if you
would prefer to dredge many at a time. To do many at a time requires multiple workers.

Timing
It's important to time the data collection on Retain so that the Reload backup will be complete long

before the Retain job is scheduled to start. This is set in the schedule section under the Data
Collection menu in Retain.
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Retain Settings

The three tasks to configure Retain to work with reload are to assign the reload password for the
worker, assign the running jobs to use the Reload integration, (this setting is found in the Jobs
configuration page in the Retain management console), and configure the Profile to use the Item
store flag for duplicate checking.

Enter the management console, and select Jobs from the Data Collection menu.

@
(3

% Jobs &

first backup .

Add Job
Edit Job

Remove Job

Job reload job added.

Job |reload job
Core Settings Mailboxes Reload Motification Status
Reload

¥ou can backup your GWAVA Reload server, saving network bandwidth if desired. You'll need Reload 2.5, and some settings set on the
Reload machine. Please consult the user manual for additional information.
Enable Reload Integration?

Reload Server URL http://10.1.1.101:55!

Create or select a job which you desire to use against the Reload system, and select the Reload Tab.
You must select the Enable Reload Integration option, as well as supply the correct connection
address for the Reload Server URL. (Both IP address and DNS name will work, but DNS is
recommended wherever possible.)

Set the rest of the Core Settings, Notification, and Status as you would normally for your Retain
system, but note that in the Mailboxes section you MUST assign the mailbox that Reload is backing-

up.
Save the changes.

To specify the Reload —Retain password to the worker, open the specified worker in the worker
settings page, and click on the Connection tab. Specify the new Worker Password by entering it into
the provided field and then click ‘Save changes’ in the top corner of the page. You must re-upload the
bootstrap file to the worker after creating a new password. (See the worker section to get instructions
on correcting the bootstrap file.)
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Server Connection

The worker wil need to know how to connect to the Server. It is highly recommended that you use a DNS host name for the Host Name. It's important to note
that you are specifying the URL from the point of view of the Worker contacting the Server, which may or may not match the URL you'd use from your browser

to reach the Worker or Server.

For administrators using the Reload interface, note the worker password assigned must be the same for each worker that contacts the Reload Server. As part of
setting of the Reload Server, you must know this password.

Server Protocol hitp -
Server Host Name localhost
Server Port 48080
Server Path /RetainServer
Worker Password sseesssssssss (Password is default)

Note: Changing any of these parameters will require recopying the worker bootstrap file!

How to Setup Reload to work with Retain

This part assumes that you have already set up and configured one or more Retain workers to collect
data from your Reload box.

First, Reload must be set up so that the backups are available. There is a special feature in Reload
for this. It calls up a post office agent that stays up all the time and it only goes down long enough to
change to the most recent backup. So it will always be there with very small interruptions as the POA
is brought down then up.

Setting up Reload is done on a Profile-by-profile basis. Each post office that you set up for Retain to
dredge from must be configured within the profile configuration menu.

1. Start up Reload’s Administration menu.

2. From the main menu, choose Profiles — Administer Profiles.
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3. Choose Advanced Profile Configuration Menu

Choose using [UP] [DOWHN].,

Profile Actions Menu

Profile Logs Menu

Standard Backup (Incremental) Configuration Menu
Portable Backup (Full) Configuration Menm

Tape Backup (TAR Portable Backups) Configuration Menu
Preferences Settings Menu

Edit Profile Description

GroupWise Domain & Post Office Information

Profile Information

A
L
&
£
T
12
D
G

<Main Menu>

4. Choose Retain POA Menu & Settings
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Choose Using [UP] [DOWH] .,

[Enter] to Select

LlJ!—sz",ur:wi;.;llhwp
it
Fu
=

Access POR Menu & Settings
Restore POA Menu & Settings
Live POL Menu & Settings
Fetain POR Menu & Settings
CONFIGURE Disaster
Modify Profile Connectiwvity Settings

Failed Connection Retry Attempts

Wait Interval Between Failed Connection Retrys=
Humber of Time=s to Retry a Failed Process

Test and Refresh the Profile

Advanced Scheduling Options

Recovery Main Menu

<Main MenuX>

Betain Integration POA Status

B voc running B

[Enter] to Select

Choose using [UP] [DOWN],

Modify
Delete
Retain
Retain
Retain
Retain
Retain

mooom e -

Lo I o B = B = A}

to Retain Integration Configuration Wizar
Retain POA Startup File
and re—create the Retain POA Startup File

Integration I
POR IP Address I
POR S0QAFP Portc [
POR CLIENT Port [
PCOR HITF Port [

S55L Encryption I
Retain Base Worker Password

GroupWise Domain & Post Office Information
Integration Preferences Menu

View Retain Integration hAgent Log

Retain Integration POA Testing Menu

Enabled
10.1.1.101 )
7192 ]

1678 ]

1679 ]
Disabled ]

<Main Menu>

Now it's worthwhile examining this menu. It contains all the settings you will need to make the Retain

integration work. This will be a new post office agent running and it will not interfere with the POA
being used to access, backup or disaster recovery. Thus, the settings NEED to be different. The

easiest way to start is to run the wizard.

Here is another shot of the configuration screen after running the wizard. You will see sample settings

and the menu options will be described

below.
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Post Office Profile: PO Retain Integration POA Men

Retain Integration POA Status
Hot Running

Choose using [UP] [DOWH], [Enter] to Select

Reload to Retain Integration Configuration Wizare
Modify Retain POA Startup File

Delete and re—-create the Retain POA Stcartup File
Retain Integration Enabled ]

Retain POA IFP Address 10.1.1.101 ]

Retain POA CLIENT Port 1678 ]

Retain POA HTTFE Port 1679 ]

55L Encryption [ Disabled ]
REetain EBase Worker Fassword

GroupWise Domain & Post Office Information
Integration Preferences Menu

View Retain Integration Agent Log

Retain Integration POA Testing Menu

[
[
FRetain FO& SOAF Fort [ 7182 ]
[
[

L N L O I TS T 5 R = [ o O

<Main Menu>

At the top, the status of the Retain Integration POA is displayed.

+ Wizard: Run the configuration wizard.

+ Startup: modify the startup file for the POA if you want to make specific changes to it.
+ Delete-Retain: delete the startup file if you want to start fresh and configure from default.
+ Integration: Enable or disable the Retain Integration

+ Address: The IP address this POA will listen on.

+ SOAP: The SOAP port this POA will use.

¢ CLIENT: The port that a GroupWise client may use to access this POA.

¢ HTTP: The HTTP port for this POA.

+ SSL: Enable or disable SSL (Generally keep SSL Disabled)

+ Key: A password Retain will use to access this POA.

+ GroupWise: Specify the domain name and post office name for this POA.

+ Log: View the Integration Agent Log.

The wizard will be shown below.

1. Run the Wizard
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Fie Edi iew Teorina

Grompaioe Posr OEfioe Kome

In the Fawld below indicats the nams of Che Scooploss
POt office that this molead PIoflile COPLESENLS.

|7

Temmma

In the field belew indicate the nape of tThe Sroupiise
Tommin thet owns ths Oroupkddiss Powt OF Eios:

|ucem

2. Enter the name of the post office and domain.

.'|T - Tiarril fual

= Edt Yen Jesmial Taps  Heip

In the field below indicate a key (string of chacactars)
that tha mecain wolksl fan use to g8f alfcess Lo the
Aelead to Fetoin integration for this profile.

NOTE: Uss only lettscs and mmbscx foo this ey, The
cape of the letters does matter.

=

3. Choose an authentication key that Retain will use to access this POA. This must match the
password you assigned to the Retain Worker.
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Terminal Tahs

| iEtain Inrtegration PFOA SOAF POTT

In the field balow indirate The ECAD poTt on thio Eaload
SRTUET Thar Ths RerRil Tncegraticd Poa should uha.

BOiE: Uee digits, not lottarn

o EEele

4. Specify the IP address and SOAP port for this POA. Be sure it is unique. Some will choose one
IP for the whole box with different client ports and SOAP ports for each POA. Others use the

same ports but the IP addresses are different.

Tepinlial

Fila Edr Wiew Tommal Tabs  Halp

Eetain Imtegration AEA CLIENT Port

In the field below indicete the CLIENT port om this
bFeload server that che Actaln integraclon pon should

uae,

WOTE: Use digits. not l=tiers
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5. Choose the HTTP port for this POA.

In the field below indicate the HITP port on this Reload
server that the Retain Integration POA should use.

NHOTE: Use digits, not letters

llDOBD

<Cancel>

Because Reload is creating a faux POA for Retain to archive mail from, the Reload POA must be on
a different or unique port, so there is no conflict with your original POA. If your Reload installation is
on a separate machine from your POA, any port will do, but if it is the same, pick a port that you know
is open, different from the live system.

Retain will pull all necessary connection information from the Reload server. There is no need to enter
these settings into the Retain Server.

Now that you have set up the basics, you may edit the POA startup file in case you wish you change
any other settings, (Retain.poa), or you can re-run the wizard from step 1.

IMPORTANT Notes for the Integration

Retain

Because Reload essentially creates a snapshot of the Post Office, the duplicate checks that Retain
can use are very limited. The retention flag and purge flag will not function as they are kept within
GroupWise and would be changed back as soon as Reload creates a new backup. The ltem Store
Flag is the only duplicate check that is internal to Retain, and is the ONLY duplicate check ability that
will work when Retain archives against a Reload system. Again, the retention and purge flags will not
work but the item store flag will. Be sure your Retain Profile matches this setting.
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- -
OI !etaln {angtsee)| Englih + 85 Welcome, admin | About | Tools | Status & Updates | Lagout

m
Overview 18 Profiles 00
Documentation
Search Messages T
Auditing
System Log AllFolders AlMessages NoArchiveMark MNoStubbing IremStore -
Reporting AlFolders AllMessages NoArchiveMark NoStubbing NoFlags .
e AlFolders AlMessages NurchNeMark NoStubbing MoFlags Shared [ AqujuﬁIgJ
AlFolders AlMessages NoArchiveMark STUBBING NoFlags Associated Jobs
3 Disabled, Expired - Error m—
Data Collection Disabled/Expired - Ignore ® Stubbing
Schedules Disabled/Expired - Warn
S Profiles Stub Sent Ttems
GroupWise "StubThese” folder
Trash from 01-30 Apr 2013 -
Exchange
Social Messaging
e Profile AlFolders AllMessages NoArchiveMark STUBBING NoFlags loaded.
obile
Google Apps Warning: No flags chosen for advancement
BlackBerry
CellTrust Profile Name AlFolders AlMessages NoArchiveMark STUBBING NoFlag
Workers 2 .
# Jobs 5
Core Settings Message Settings Scope Miscelleneous  Advanced
Management
Date Range to Scan
Users
Groups

# Device Management AN hsris Gkt o) b

Deletion Management

Configuration
e Te a2 ity Displirate Chetl
Rules Configuration

Maodule Configuration Retain only stores 3 single instance of each message and attachment. Defining how the Waorker determines new items (so it may skip sending them to the Server) is an

important performance factor. Using the retention or purge flag choices are the fastest choicas, if these are options. Never publish all messages unless you are priming

Router Configuration
Y the system for the first time.

Storage Manager
Stubbing Server Try to publich 2ll messsges (SLOW) -
Reporting and Monitoring

Licensing

Set Storage Flags

If you are using either the Purge or Retention features in GroupWise, you probably want these to be advanced automatically as tems are stored so users may delete
messages in their maibox that have been stored by Retain. The Item Store flag is of similar function, stored in Retain itself, but cannot prevent users fom deleting item.
1t is most useful in conjunction with GWAVA Reload or in use with multiple overlapping jobs.

[T Retention Flag [ Purge Flag [Z] Item Store Flag

The item store flag is set in two places: Duplicate Check under the Scope tab and under Set Storage
Flags under the Miscellaneous tab. The correct settings are shown.

Set Storage Flags

If you are using either the Purge or Retention features in GroupWise, you probably want these to be advanced automatically as items are stored so users may delete
messages in their mailbox that have been stored by Retain. The Item Store flag is of similar function, stored in Retain itself, but cannot prevent users fom deleting tem.
It is most useful in conjunction with GWAVA Reload or in use with multiple overlapping jobs.

] retention Flag | Purge Flag (¥} Ttem Store Flag

Reload

To mitigate the chances of getting Retain Worker archive errors while working against a Reload POA,
it is STRONGLY recommended that Reload is set to create highly consistent backups.

This setting is located at:

Main menu > Profiles (Administer Profiles) >Standard (Standard backup (incremental) Configuration
Profile) > Consistency (Backup Consistency level): Set to highest.
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Poat Office Profile Standard Backup Main

Choose using [UP] [DOWN], [Enter] to Select

Standard Backup (Incremental) - Basic Schedule

Create Customized Job Event Actionsa

Standard Backup Database Threads Configuration
Standard Backup BLOES (OFFILES) Threads Configuration
SmartPurge Configuration

High Performance Standard Backups: [ Enabled |
Backup Consiatency Level: [ ]
Backup DMS Libraries at Post Office: [ Disabled ]

< BK > <Main Menu>

This is enabled by default for new installs of Reload 2.5, but will have to be manually enabled on
systems that are upgraded to Reload 2.5 You want a highly consistent backup, to make sure that you
have all the blobs associated with the database. Database is picked-up first, so the blobs that are
referenced in the database will be consistent with the current backup.

Configuration 423



7 Management

Users

User and Rights Management in Retain include:

+ Creating, deleting, and editing users
+ Allowing new user accounts, and restricting specific ones from being created
+ User expiration

+ Assigning users to groups, to conveniently grant rights or set initial settings on a multiple user
basis

+ Granting access to mailboxes other than the user's personal mailbox
+ Changing the specific functions the user can perform

To access User and Groups Management, the user logging in needs the “Manage users and groups”
administrative right.

Creating Users

The primary purpose of a user account is to store their preferences, rights, mailboxes to which they
have access, and authentication information.

Users come from one of two places

+ They may be valid message system users logging in with their credentials

+ These users use SOAP authentication for GroupWise and Active Directory authentication
for Exchange; Retain checks their login credentials with GroupWise or Exchange

+ These users initially belong to the group default. You may change this later default.
+ You may restrict users (prevent them from logging in)
+ Users may be specially created in Retain independently of any message system
+ Users created in Retain do not need to have a message system account
+ Users who don’t exist in the message system will use the offline password offline password.

Offline Password

There are, however, occasions when you might want someone to search through the Retain archives,
but who is not part of the mail system. Such a person might be an independent auditor, a lawyer, a
user deleted from the live system, etc.

For this reason, Retain has an offline password system. These passwords are stored in Retain’s
control database. Retain does not care how a user authenticates: whether offline, via SOAP for
GroupWise, Exchange, or LDAP, the same rights can be assigned. An administrator who possesses
the Manage Users and Groups' administrative right can assign all the rights they contain.
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Users may also be assigned access to more than one mailbox. Offline users will need to be given
access to at least one mailbox to perform searches. Users who are assigned “Search All Mailboxes”
rights have access to all users’ mailboxes.

GroupWise Proxy support only works for users who authenticate via GroupWise SOAP protocol.

Creating a new user

1. Begin by clicking on the “Add User” button

Offiine Authentication - Use Exclusively

bec67228-3b4b-4329-bc42-d2eb9237db29

default -

Mew Confirm

Prevent user from changing

English -

[] Date: 2014 =~ Feb ~ 10

2. Enter a new user name and then fill out the options under each tab

3. When you are done, click the save changes disk icon at the upper right

n Users

mﬁa

admin

admin2

Fay E Add User
ambiguous

ben

benb.ntpo2.ntdom
briceb

colinb [ Remove Multiple Users ]
daronp

demo -

All previously created users are listed and can be edited or removed, by clicking on the user and
editing the values, or through clicking on the Remove User button.
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Core Settings

Authentication method

+ SOAP (for GroupWise users)
+ GroupWise users logging in are authenticated using SOAP
+ These users are automatically entered into Retain’s user list

+ Exchange (SOAP for Exchange). Exchange users are authenticated via SOAP for Exchange

and users are added into Retain’s user list
+ Offline Password (credentials stored within Retain, any type of user)
+ Google IMAP. Google users are authenticated through IMAP to the Google system.

+ LDAP authentication — The LDAP Authentication must be setup under Server Configuration |

accounts tab
+ You may lock a user account so it can only use one type of authentication

+ olf “exclusive” is not checked, it will try one, then the other
Primary UID

+ Offline only accounts usually won’t have one
+ The initial admin account is set to use offline exclusively, so it never has one offline

Group Membership

¢ Default is “default”
+ Create groups under “Groups” and they will appear as choices here

+ Users may belong to one and only one group. From an assigned group, additional rights,
mailboxes, and initial settings may be inherited

Account Expiration

+ Check this box if this user’s account should not expire. Useful for administrator accounts

+ By default, accounts never expire, (0=never), but can be changed in Server Configuration
Offline Password

+ If you use this authentication method, store the password here

+ May be changed as needed

+ You can prevent the user from changing it themselves

+ Passwords are always stored in an encrypted format — never in clear text

Default Language
+ Choose which language will be used in the Search Interface for this user

Disable account

+ This allows the admin to pick a date when the account will no longer be allowed to login, but the

account will not be deleted

Management
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User Rights

When an administrator level right is granted a user, that user will see that right in the management
console when they log into Retain. If a right that the full Administrator can view is missing from the
menu of that user, they are missing that right. To view and have access to that option, they must have
the missing right granted to that user. If you have performed an upgrade and are missing options,
check for a missing administrator right.

+ Control what rights you grant to the user here. Check the box to enable the right
+ These are extra rights
+ You don't need any of them for the user to access their mailboxes
+ You do need them to do “special things”. The first admin account gets them all
+ Retain first checks your assigned group and you start with the Group Rights
+ The rights you explicitly set here are added to the group rights for the user’s effective rights
+ This way, you can control users as a group and give different rights to different groups
+ If you don’t have rights to an administrative option, it won’t appear on the left
It should be clear from this screen that there is no such thing as an Administrator per se in Retain.
Instead, some users simply have more rights to do more things than others. A distinction is made
between Administrator level rights (which allow a user global system wide power) and User level

rights, but any user can have zero or more rights in either category. The Administrator you created in
the setup wizard was simply a user account with all of the Administrator level rights granted by

default.
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User Rights

The restore right has been activated. Please understand howy this functions for your messaging system(s).

Rights explicitly granted to the user.
Administrator level rights
Search all mailboves
Publish messages
Restore messages [amy mailbox]
See confidential items [other mailboxes]
“Wiews all Messages
Wiew Message Content
Wiew Message Metadata
Access Reporting and Monitoring Server
Assign Rights
Access all audit logs
Dieletion Manager
Drevice Management
Add, edit, remowve global tag definitions
Apply or remove litigation hold
Manage Server
Fanage Users and Groups
Fanage Workers, Schedules, Profiles, Jobs

Lkzer lewel ri

Apphy confidential tag [other mailboxes)
View/Save attachments

Wiew personal audit log

Delete meszages [other mailboxes)
Delete mes=ages [own mailbox]
Export meszages

Forward messages

Print messages

Read configuration (Redline)
Restore messages [owmn miail boee)]
Apply confidential tag [own mailboedg
Add, edit, remave user tag definitions

The following rights are additionally inherited from the user's group membership:

WiewSave attachments
Forward rmessages
Print messages

Management
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User Rights Summary

Administrator-level rights

*

*

*

Search all mailboxes: also grants View all Messages rights.
Publish messages: allows user to connect to Retain with Publisher.

Restore messages [any mailbox]: returns message to live mailbox in Exchange, adds stub to
GroupWise mailbox.

See confidential items [other mailboxes]: Allows users to view items which others have tagged
as confidential

View all messages
+ View Message Content: Only the message body and attachments.
+ View Message Metadata: Only the properties of the message.

Access Reporting and Monitoring Server

Assign Rights: Can assign rights to other users.

Access all audit logs

Deletion Manager: Access to Item and Mailbox Deletion.

Device Management: May add, remove, and edit devices.

Add, edit, remove global tag definitions: Allows manipulation of global tags in the view messages
interface.

Apply or remove litigation hold. On individual users or groups.

Manage Server: Allows user access to the Configuration section of the Retain Server and
access diagnostic utilities.

Manage Users and Groups: Create users and groups and modify rights.
Manage Workers, Schedules, Profiles, Jobs: Control archive jobs.

NOTE: Only users with administrative rights will see the administrator’s screen on login. Non-admin
users are simply forwarded to the Search Interface.

User-level rights

All user level rights are strictly optional, and add functionality. None are needed to access your own
mailbox and other mailboxes assigned to you. The "Default" group grants Forwarding, View
Attachment, and Printing rights. Note: There is no way to perfectly block printing in a web browser, so
using this feature should not be taken as a 100% guarantee that users won’t be able to print.
Nonetheless, for most users, it is effective. Rights marked [other mailbox] refers to other mailboxes
the user has been granted rights to as explained below for the Mailboxes tab.

*

*

Apply confidential tag [other mailboxes]

View/Save attachments

View personal audit log

Delete messages [other mailboxes]

Delete messages [own mailbox]

Export messages: Enables the export to PDF button.
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+ Forward messages

+ Print messages

+ Read configuration (Redline)

+ Restore messages [own mailbox]

+ Apply confidential tag [own mailbox]

+ Add, edit, remove user tag definitions

The Read Configuration right (Redline Integration)

If you are integrating with GWAVA's Redline monitoring product, you will need to create a user

account so that Redline can log in and retrieve monitoring information. We recommend the following

settings:

+ Account Never Expires
+ Offline Password Authentication is required. (use exclusively) (be sure to set the password)
+ Read Configuration (Redline) right.

Mailboxes

Select the mailboxes this user will be able to access in addition to their own.
Core Settings User Rights Mailboxes Miscelaneous
Mailboxes

These are additional maiboxes beyond the primary mailbox that the user may access. & non-admin user wil only view
messages addressed to these e-mail addresses (and to their primary mailbox), and might be able to forward/delete
messages if given rights. An admin with Search AV Maiboxes rights can access all maiboxes and perform any operation in
the Search Interface.

— Currently Selected

administrator
— Criteria
First MName - begins with -
System GroupWiss = Show only users [ Show only recently cached items [

| Add Selected | | Add Al |

—Address Book

|Enter criteria to search the cached addressbook.

Often, you will want some users to be able to search through more than just their own mailbox.

Administrators can have “Search All Mailboxes” as a right which gives them access to everything.

This section allows you to give a far more selective range of mailboxes to a user for searching.
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In the example above, the user has explicit rights to two mailboxes. These mailboxes can be taken
away from the user simply by clicking on the red X

Adding users to the list is done using the Address Book selector. In the criteria section, you may enter
information to search for a mailbox or a set of mailboxes. The search results will appear in the
Address Book section. Each listed entry has a check box you can use to select that mailbox for
addition to the list. Once you are done selecting, click Add Selected Items to add those mailboxes to
your list of searchable mailboxes.

Address Book Selector

This interface is utilized in various other areas, but is described here.

— Criteria
First Name - begins with -
System GroupWise + Show only users [] Show only recently cached items [}
Add Selected | | Add Al |

—Address Book

wevous | (2] (2] (3 (3 () - (5] (] oo e
Immm—-—

[ retain Exchange2013 retain ExchangeQA l—l
[] Administrator Exchange2013 Administrator u ExchangeQA

[ Archive310 LXPO Archive310 R LXDom

[] Bladp GWZNTPO BladpP u GW7NTDom

[] Cobracal CBIPO CobraCal R CBIDOMAIN

[F] conf1 CBIPO Conf 1 R CEIDOMAIN

[F] conf 2 CBIPO Conf 2 R CEIDOMAIN -

It shows the currently selected items at the top, and lets you delete an item by clicking the red X.

(The New Mailbox selector in the Search Interface is an exception; just choose another item)

Adding Mailboxes

7.

AR

Choose between the configured module systems

Fill out basic criteria to narrow your search results (or no criteria for the first 100)
Click Search

The results up to a maximum of 100 are displayed

The user can then page back and forth among the first 5 pages of results
Choose which of the results you want to add to the selected list

Click Add Selected ltems

Notes: You can restrict to just Users (skipping Resources). You can show only recently cached items
(last 10 days). The search is not case sensitive.
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About “Show only recently cached items”

This option restricts the list of items shown in the selector to those with items stored within the last 10
days. In user/group management, it restricts the list to users who have logged in to the live Mail
system within the last 10 days. The idea is to show only current items. If you DO want to see all items
regardless of whether they’ve shown activity within the last 10 days, just uncheck this option.

Miscellaneous Tab

This tab contains settings that mainly govern the way the Search Interface works for the selected
user.

Note that the user can change any of these settings by using the User Options tab in the Search
interface.
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Comnent

The default camment appended to Farwarded messages can be set here,

Forward Messages

Date/ Time Formats

Defines how dates and tinnes are displayed.

| Derp-Srmc Hart e |

24 Hou W

Example; 17-20g-2016 11:36

Display Number

Howe marny iterns to display per page

i

Message Age Display

Haww raarmy daws af messages should be displayed by default?

e r—

Message HTML Yiew

iewe HTML messages by default when available,

Session Timeout

Tirne in minutes, ko expire an inactive lagin session,

S

¢ Comment: Default comment for forwarding messages
+ Date/Time Format: How you want your dates and times to be displayed
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*

Display Number: How many items to display per page

*

Forward Messages: Automatically append the specified address to forwarded messages
+ Message Age Display: Default date filter for searching. May be changed on the fly

+ Message HTML View: Have Retain display HTML messages by default, when available
+ Session Timeout: Inactive session timeout. Can be between 5 and 60 minutes

GroupWise Proxy Support

Retain supports the GroupWise proxy function. To enable it, check the box in the Module
Configuration section. (NOTE: using proxy is useless if the user you wish to enable this function for is
set to use offline authentication — found under the core settings of the user)

NOTE: The ‘all user rights access’ in GroupWise is not supported.

This function is used to enable a user to access the mailbox of another user. For example, if user B
grants the right to user A to access their mailbox in the GroupWise client, then user A can “proxy” in
to user B’s mailbox.

Much the same way, if user A has proxy rights into user B’s mailbox in GroupWise, and the function is
enabled in Retain, then user A may select user B’s mailbox for browsing or may search through user
B’s mailbox in the Search Screen.

In Retain, it is the MAIL READ right which grants access.

Retain uses the list of available mailboxes shown in the GroupWise client to determine which
mailboxes will be made available to the logged in user (user A in our example). Thus, it is important
that user A has logged into user B’s mailbox as proxy using the GroupWise client before doing this in
Retain. While user B might have granted the rights to user A, if user A has not yet logged in as proxy
to user B’s mailbox with GroupWise, then user B will not appear in user A’s list of available accounts
to proxy into.

Retain checks these proxy rights the first time you access a proxy users mailbox, then caches the
information for 7 days as configured in the server Configuration — Miscellaneous tab. (Default is 7
days.)

If you have access to another mailbox by virtue of GroupWise proxy, then you will see that mailbox
appear in the mailbox selector in the search screen or you may search through that mailbox as well.

Groups

Once you have created users, you can group them and give them common rights. For instance, you
can make a group called “Auditors” and this group will have rights to certain specific functions. If you
then add users to this group, these users will get those specific rights in addition to the rights you
have explicitly given them.

This is a great way to save time in managing the rights of a large number of users.
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<> [Qetain

=== Groups

Overview

Documentation
Search Messages
Auditing

System Log
Reporting
Monitaring

Data Collection

Schedules
H Profiles

Workers
B Jobs

Management

Users
Groups

E Device Management
Deletion Management

Configuration

Server Configuration
Rules Configuration
Module Configuration
Router Configuration

L

Language Engiish

z
groupl
Test Phones

["add Group |

| Remove Group

Group default loaded.

Graup default
Core Settings Group Rights

Group Membership

Mailboxes  Miscellaneous

ambiguous
kpalagiri
aay
dinutall
demo

Remove Member

w B8l Welcome, admin | About | Tools | Status & Updates | Logout

m()o

The group "default’ is special. When users are created they
are automatically assigned to the 'default’ group. The rights,
etc assigned to this group determine a user's initial rights and
settings.

Storage Manager
Stubbing Server

Reporting and Monitaring

Licensing

publisher :

admin2 Sl o~ FERICRGTer
admin

saren@mass.effect

fathimam -

Language Englih -
:?f'."i"": T T ||

Authentication Method 50AP Authenticstion (GW) + [l use Exclusively

This is the main Groups administration screen. It's laid out just like the Users screen and rights are
assigned the same way, for the most part.

In the Groups screen, you will see all defined groups. The group default is created when you install
Retain. Users are automatically assigned to this group. If you want users to be part of another group,
you must first create that group and then add users to it.

You will notice the drop-down list that allows you to select a member. If it says “(no users)”, it means
that all users are part of the currently selected group and that there are no more users available to

add.

You may specify the default language used in the Search Interface for this group of users.

Creating a New Group

If you want to create a new group, simply

A

Management

Click “Add Group”

Type the name in “Group”

Click “Save Changes”

Change the properties of the group in the tabs below



Group Rights
Group Rights

Rights granted to the group. Members of the group will inherit these rights, as well as ones explicithy assigned to them.

Administrator level rights
D Search all mailboves
I:l Publish messages
I:l Restore messages [amy mailbox]
D See confidential items [other mailboxes]
I:l Wiewall Messages
|:| Wiew Meszage Content
I:' Wiew Message Metadata
D Aress Reporting and Monitoring Server
D Assign Rights
I:l Access all awdit logs
D Dedetion Manager
I:l Device Management
D Add, edit, remowve global tag definitions
I:l Apply or remove litigation hold
I:l Manage Server
D Manage Users and Groups
I:l Panage Workers, Schedules, Profiles, Jobs

User levelri

[ Apphy confidential tag jother mailboes]
Wiew/Save attachments

D Wiew personal audit log

I:l Delete messages [other mailboxes]
D Dielete meszages [own mailbox]

L] Export meszages

Forward messages

Print messages

I:l Fead configuration (Redline)

D Restore messages [own miilboee]
[ Aty cooerrtionstiat tazg v musities]

D Add, edit, remowve user tag definitions

In this tab, you define all the rights that will be common to all members of the group. These rights are
ADDITIVE and will be in ADDITION to the rights you have explicitly given to the individual user.

For this reason, if you want to manage users as a group, you would typically not assign any individual
rights. Rather, you would assign rights to their group. These rights have all the same meanings and
functions as the user rights.
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To log into and manage or monitor Workers, a User or Group must have the manage workers,
Schedules, Profiles, Jobs right. To set or work with the Deletion Manager, the user must likewise have
the Deletion Manager right, or they will not be able to modify those settings.

TIPS

Typically, you will not want to grant Redline rights to a group, but in a situation where you have more
than one Redline control center and you want to see which one is monitoring, group-level Redline
rights would be appropriate.

Typically, you will want to make the default group’s rights rather restrictive, granting very limited
access by default. If you wanted a user to have more rights, you would simply assign them to another
group or you could assign additional explicit rights.

By using groups, you can have groups of individuals with rights to totally different sets of archives.
Users only get rights to the mailboxes you allow them.

Mailboxes

Core Settings Group Rights Mailboxes Miscellaneous
Mailboxes

These are additional maiboxes beyond the primary maibox that the members of the group may access. A non-admin user
will anly view messages addressed to these e-mail addresses (and to their primary maibox), and might be able to
forward/delete messages if given rights. An admin with Search Al Maiboxes rights can access all mailboxes and perform any
operation in the Search Interface.

Include these objects:

BES10 (BlackBerry} - Add Mail Server

— Currently Selected

— Criteria
First Name w  begins with -
System GroupWise « Show only users [Z] Show only recently cached items [C]
| Add Selected | | Add Al |

—Address Book

|Enter criteria to search the cached addressbook.

+ This screen works exactly like the user’s access to mailboxes. Please see the user’s mailbox
section for details on how to select which mailbox or mailboxes to assign to the group.
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+ You use the address book selector to choose which mailbox or mailboxes to give the group
access to.

+ By default, groups have access to NO mailboxes; users may only access their own mailboxes. If
the user exists only in Retain (no GroupWise account) and their group has access to no
mailboxes, then they will have access to no mailbox either.

+ Typically, you'll give group access to mailboxes only when you want all members of the group to
be able to access a particular mailbox. Some examples could include a general sales account or
accounts being audited by a group of auditors, a workgroup needing to access each other’s
archives, and so on.

Groups — Miscellaneous

Comment

The default comment appended to Farwarded messages can be set hera,

Cornrment

Forward Messages

Intermet Domain

Drate/ Time Formats

Drafines how dates and times are displayed.

[Crate | Dap-SairFann-yes
Time

Example: 17-2ug-2016 11:36

Display Number

How many iterns to display per page

Dizplay Murnber

Message Age Display

How many days of messages should be displayed by default?

Maszage Age Display

Meassage HTML Wiew
Wiews HTML messages by default when available,
Mazzage HTML Wiew D

Session Timeouk

Tirme in minutes, bo expire an inactive login session,

Timne [rinutes)

This is exactly like the users’ miscellaneous configuration screen. It applies to all users in the group
and users’ explicit settings will override the group settings.
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These settings govern the way the search interface works for the selected group. See more
information about these settings in the users’ miscellaneous section.

Reporting and Monitoring

Retain comes equipped with a separate Reporting and monitoring server. Reporting and Monitoring
may be installed on the same or a different physical or virtual machine as the Retain Server.

7l Reporting and Monitoring 00

The Reporting and Monitoring Module, if enabled, can collect various statistics from the Workers and generate useful reports.

Core Setfings Logging Connection Motification Bootstrap

Basics

Choose whether to enable the Reporting and Monitoring Module. If it is not enabled, statistics information wil not be stored for Retain jobs. In
addition, for security purposes, you may enter a comma delimited list of IP addresses, and only these servers will be alowed to update the statistics.

Days to retain job information
Run rmaintenance at (hour) :DD
Update interval for Server Statistics (minutes)
Update interval for Archive Statistics (minutes)

Accept Server connections only from these IP Addresses: |

Do not expire inactive sessions O
Disable the disk usage statistics
Disable the number of messages statistics [

Interval

How often should the R&M Server poll the Retain Server for configuration changes?

Poll for configuration every minutes (10-100)

Reporting and Monitoring functions much like the Retain Worker in that it is installed as a separate
entity and requires connection information from the Retain Server. Additional security is provided
through the option to specify exactly which IP address(es) the Retain Server will allow a connection
from. Separate with commas the IP addresses allowed if more than one. No mail data is transferred
through this connection, only server statistic information.

Setup

The Core Settings, Logging, Connection and Notification sections of Reporting and Monitoring
configuration work identically to the Worker connection settings, and should be filled-out accordingly.
Most server implementations will require little to no modification to these settings save the notification
tab.

Core Settings
Days to retain job information: Default 14 days.

Run maintenance at (hour): Default 0200 or 2 AM.
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Update interval for Server Statistics (minutes): Default 10 minutes. Specify the time interval that the
server statistics (like CPU usage, disk storage, &etc) should be collected.

Update interval for Archive Statistics (minutes): Default 10 minutes. Specify the time interval that the
archiving statistics (like number of messages archived, processed, errors, &etc) should be collected.

Accept Server connections only from these IP Addresses: Limiting the server connections to
specified IP Addresses limits which machines have access to the Reporting and Monitoring module.
Separate multiple addresses with a comma.

Do not expire inactive sessions: Putting a check-mark in the ‘Do not expire inactive sessions’ will
allow sessions with the R&M module to never expire. This is useful in conjunction with the
‘monitoring’ page. Default disabled.

Disable the disk usage statistics: Selecting the ‘Disable the disk usage statistics’ box will disables the
‘archive size’ from server utilization report. Default enabled.

Disable the number of messages statistics: Selecting ‘Disable the number of messages statistics’
disables the ‘total messages stored’ on the Reporting and Monitoring dashboard. These options are
for systems which encounter a bottle-neck which impacts system performance with these checks.
Default disabled.

Interval: Poll for configuration every xx minutes. Default 10, limited from 10 to 100 minutes.

Logging

Set the logging level to the desired setting. Leaving the logging as default ‘normal’ is recommended
unless instructed to increase the logging level by Support.

Core Settings Loaging Connection Motification Bootsirap

Logging Options

Logging enabled
Log level | Disgnostic (Trace) v

Compress logs

Remove old logs

When age exceeds (days)

Connection

The Connection between Reporting and Monitoring, and the Retain Server should not be changed
unless the Retain Server requires a modified connection path, (such as a custom port.)
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Core Settings  Legging  Connecion  Notification  Bootstrap

Connection from R&M Server to Retain Server
The R&M Server will need to know how to connect to the Retain Sarver. It is highly recommended that you use a DNS host name for the Host Name. It's important to note that you are specifying

the URL from the paint of view of the R&M Server contacting the Retain Server, which may or may not match the URL you'd use from your browser to reach the R&M Server or Retain Server.

Server Protocol [k |
ReSnSenerhostians 101262 |
Refain ServerPort 45080 |
Refain Senver Petf | Retainserver) |
REM Server Password (Password is set)

Note: Changing any of these parameters will require recopying the R&M Server bootstrap file!

Connection from Retain Server to R&M Server
The Retain Server will need to know how to connect to the R&M Sarver. It is highly recommeanded that you use a DNS host name for the Host Name. It's important to note that you are specifying
the URL from the point of view of the Retain Server contacting the R&M Server, which may or may not match the URL you'd use from your browser to reach the R&M Server or Retain Server,

Server Protocol [re v |

RaM e 0. 25 |
RS o) |
R&M Server Path | rerainsratsserver/ |

Connection from Browser to R&M Server

Your weh browser will need to know how to connect to the R&M Server in order for browser redirects to work properly. It is highly recommended that you use a DNS host name for the Host Name.
It's important to note that you are specifying the URL from the point of view of the browser contacting the R&M Server, which may or may not match the fields above.

Senver Protocol [htips v |

REH SEERHaSENSITE =122 02 gvava.com |
REMSeerPo s |
REM Server path | erainsiatsserver/ |

The R&M server is different from the Retain Worker in that the Retain Server is able to contact the
R&M server as well. The connection address to R&M should not be modified unless custom
connection settings have been created.

The connection from the Browser to the R&M Server is how the browser is going to connect to the
R&M server when redirected from links in the Server. This connection information needs to be
accurate for where the R&M Server is installed and listening.

When configured to use HTTPS, the web server must be configured to use a full TLS certificate chain
signed by a trusted third party Certificate Authority, not self-signed, and configured with both server
and intermediate certificates.
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Notification
Core Settings Loagging Connection MNotification Bootstrap
Notification

You can have the R&M Server e-mail a summary of operations and/or errors that occur while the R&M Server runs.

e
e

D
_ | REGin351@ﬂEI.gWEWE.C(|
_ |9:rftwareqa@gwava.curr|
| SMP semame |
_| | (Password is not set)

| Test Connection |

Notification defaults to the standard notification address specified in the Retain Server activation and
initial configuration. If the notification is desired to be different, modify the settings here. Make sure to

test the connection to ensure proper function.

Bootstrap
Core Settings ~ Logging ~ Connection  Notification  Bootstrap

Boot Strap

The R&M Sarver software needs a special "bootstrap” configuration file copied to its working directory before it can function correctly. You may copy it manually or use a web
browser to upload the file. (http://10.1.12.62:48080/RetainStatsServer/)

Download File

Like the Retain Worker, the R&M server must be uploaded a saved configuration or ‘bootstrap’ file. To
access this tab, the configuration must be saved first. Then the bootstrap tab will become available.
Download the file to a known location and then browse to the R&M server webpage. The default

connection address is shown on the connection tab.

Management 443



444

Uploading Bootstrap

@ Reta i n Language | English [=]

Retain Reporting and Monitoring Server

The Reporting and Monitoring Server needs to be configured in the Retain Server web interface. Once it has been configured a
"bootstrap” file needs to be downloaded and applied here.

Without a bootstrap file the Reporting and Monitoring Server will not know how to find the Retain server. After applying the bootstrap
file any configuration changes made in the Retain Server will be polled by the Reporting and Monitoring Server. You will not have to
reconfigure the Reporting and Monitoring Server manually unless you change the Connectivity settings configured in the Retain Server.

Select the Reporting and Monitoring configuration file on your local machine

“ + Browse 1 Upload

From the R&M initial webpage, click on the “Browse” button and browse to the saved bootstrap file
and select it.

Click ‘Continue’ to upload the bootstrap file. As the bootstrap file is uploaded, R&M functions will
become available. Only users with the administrative “Access Reporting and Monitoring Server” right
will be able to login to the stat server.

To log into the R&M server, select the ‘Reporting’ or ‘Monitoring’ links from the Retain Server left
menu to spawn a new tab or page to the R&M module.

Reporting and Monitoring Home Page

On login, Reporting and Monitoring opens to the Home page. The Home page is also accessible
through the ‘Home’ button along the top bar. The R&M server has different page links and menus
across the top of the menu bar, accessing different functionality. The R&M server has many tables
and columns displaying a large amount of information. To make this information more accessible,
every column has been made sortable. To sort the columns, simply click on them. They may be
sorted to show the highest number first, lowest number first, or not sorted at all.

<= Retain e e - Do
Home Repont * Schedule Repon ¥ Manage Scheduled Reports ¥ System Monitor Malbox Erar Monitaring  Maintenance
Jobs Refrash
Job Nama ¢ m Worker I Profile ¢ Schedule ¢ m Email Systom 2 | Lnst Reported Time €
Special Job Exchangel Spocaal How Fxchangn 2016-10-78 11:40

GW Job Exchangel Dy How GroupWiso 2016-10-26 1639

The Home page list the different jobs, associated workers, profiles, schedules, and last reported run
times configured for the system. These jobs can be selected to display the job history and detailed
information for each instance of when that job was run.
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<< Retain

Welcome to the Reporting and Menitonng Home Page

Language | Englsh

(o] ILogeus

Home Repot * Schedule Report = Manage Scheduled Repots = System Mondor Mailbax Ermor Monitoning  Maintenance

Job Run 1D 2

Job Hame

Special

Jobs Refrash

Schedule ©

Jdob History
Massagos Processa Archived Mossages Speed [Messages's

Errors Wamings Stan Time &

Comgluted 201-10:25,10.07,
Job Hame GW Job Status Completed
Warker | Exchangs | Duration (hhemm:as) | osa1ss
Stan Time | 2016-10.26 10.07 | End Time | 2016-1026 1639
Mallboxes Processed ET | Archived Mossages ["aariy
Messages Processed [ andne [ Message Dnta Stored I 652 83 MB
Last PO Seanned " legionpa | Last Mallbox Seanned ["usard
Errors | 1555 | Last Error jmva in IDException: GWPOA HTTP sarver retumed hitp emor (gw eror). 400{TeC081) . Code: c0B1
Job Mailbox Sumvnary |
Mailbox 3 ’ 1 2| Archived b 5 Eiom.s | Wamings.& | Advanced Dato Fiags Start Time & End Time 5. Duration (hh:mmsss) |
[ | | Retenton Flag |
usard (logionps) 4268 4244 48 0 ’L‘::'S:an“lf"ig?_& 20161076 16:22 20161026 1639 001651
(2016-10-25 09:18)
Ratention Flag
used (legronpo) 4269 4238 64 o ::T;]'.:ﬁl'\.‘lfn:l:.:‘:‘f—l‘.\zl 2016-10-26 16 05 2016-10-26 16 27 001709
(2016-10-26 05:18)
| Ratention Flag
user] {legronpo) 4287 4228 i 0 :‘.lo\.‘lsﬁ\:rull?n:‘;:rllil.!ijj 2016-10-26 15 48 2016-10-26 16.05 001544
(2016-10-26 0% 10)
| Retsntion Fiag
usest (legionpe) 28 Fret) ” 0 [R01E 1026 02:18), 2016-10:26 1531 2016-10-26 15:48 AT

Last Archived Flag
(2016-10-26 09 18)

Further selection of a listed job instance will display details for that selected run of the selected job. If
an error exists on any job, it will show up as a linked number under the error column. Errors reported
here are linked to information on the error which has occurred.

A selected error will spawn a new window which displays the error and any applicable information,
such as any associated files or error code numbers, a quick description (if a Retain error), the severity
level, how often it has occurred, and in how many different mailboxes it has occurred.

The last error encountered in a job is also displayed in the Job details window. Select a column
header to sort it as desired. The Errors column shown below has been sorted to show the highest
number of errors first.

Job Details
Job Name x20:30 Status Completed
Worker Local Worker Duration (hh:mm:ss) 03:18:59
Start Time 2015-09-17 20:39 | End Time 2015-09-17 23:57
Mailboxes Processed 238 Archived Messages 270
Messages Processed 157436 Message Data Stored 214 MB
Last PO Scanned qw_po Last Mailbox Scanned mkures.
Errors 70 Last Error java.io.lOException: GWPOA HTTP server returned http error (gw error): 400(0x920C) , Code: 920c
Job Mailbox Summary
Bzl alolsfasloli0) (n Ln) [ o
Mailbox & gt Errors & Warnings < Advanced Date Flags Start Time & End Time & Duration (hh:mm:ss]
mikures(gw_po) % 0 0 0 Brepaetred | 201509472357 | 201509472357 | 00:00:03
Last Archived Flag
mgondek(gw_po}) 27 0 0 0 (2015-08-26 07-18) 2015-08-17 23:57 2015-09-17 23:57 00:00:03
BradH(IS&T) 47 0 o o LastArchived Flag | 501509 1723657 | 2015-0917 23:57 | 00:00:08
(2015-D8-26 15:18) . o
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Reports
Report and Schedule Report

Report and Schedule Report functions are accessed through drop-down menus in the interface. To
access the different reports, select the ‘Report’ or ‘Schedule Report’ menus from the top menu and
then click on the desired report. Most reports which are accessible through the ‘Report’ menu are also
available as a ‘Scheduled Report’, except for ‘Job Run Mailbox Summary’.

All reports under the ‘Report’ menu except ‘Job Run Mailbox Summary’, can be scheduled and have
a ‘Schedule’ button at the bottom of the delivered HTML report. Selecting this button copies the
settings used to generate the visible report to the Schedule Report interface. This convenience is
designed to allow rapid fine-tuning of reports to deliver the desired information. First select the report
you wish to run, and then fine-tune the report until it reaches the desired effect. Once the desired
settings have been achieved, select the ‘Schedule’ button from the bottom of the report to carry all
settings into the corresponding ‘Schedule Report’ interface, and schedule the report.

O Retain Welcome to the Reg

Home Report = Schedule Report + Manage Scheduled Repors

Reports differ from Scheduled reports in more than immediate delivery, reports support HTML in
addition to PDF and XLS delivery formats. However, both report structures may be emailed to a
desired recipient. When a report is created and emailed it is formatted as selected and then attached
to a message which is sent to the desired recipient.

When the Email delivery option is selected, additional configuration is required. The R&M module
needs to know not only what address to send the report to and what mail server to use, but also
allows the configuration of the email subject and sender address. If an SMTP username and
password are required for the desired host system, they should be provided.

The Reporting and Monitoring module will automatically copy the SMTP configuration from the Retain
Server. If this information is not correct, it should be configured here before selecting the ‘Generate’
button.

Scheduled reports have an additional section for the email details needed for sending the scheduled
reports automatically via email.

Email Details:

Mail Server Hostname/IP 10.1.4.213
Report Schedule:
Sender Email Address =
retain10@gwava.net Send Report Daily W

Recipient Email Address(es) test0@sf gwava.nel

- At Time (24-Hour Format) 00 w|:| 00 4
Email Subject Job Mailbox Summary 4 |

Report Name Report Schedule Start Date 2017-10-06 )
SMTP Username (Optional)

SMTP Password (Optional) Schedule End Date ®

Schedule
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Reports

Reports may be created in HTML, PDF, or XLS, and may be delivered straight to the Browser or in a
specified email. Different reports have different settings, however the basics are the same; select or

specify the desired criteria, specify the format and delivery method, then click on the “Generate”

button to

create the report.

<<>[Jetain

Home

J Audit User Activity
J Export Audit Table

DailyGW Job Run Averages
DailyEX]

Report = Schedule Report =

T ——

Job Run Summary

SpeciaIE

4
Speciall

gw160

Job Summary

=

Archive Summary by
User

Archive Summary by
Module

Server Utilization

Job Run Mailbox
Summary

Audit use

Job Mailbox Summary

r activity

Export audit table

Jobrun a

Jobruns

verages

ummary

Job summary

Archive s

Archive s

ummary by user

ummary by module

Server utilization

Job run mailbox summary

Job mailbox summary

Device m

anagement

Management
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Audit User Activity

The Audit User Activity report details the different actions performed in the Retain system by different
users. This report is a detailed list of all auditable actions taken and which users took them in the
Retain system.

Generate report: Audit User Activity

Create a summary of all the auditable actions each user has taken.

Report Output Format HTML b

Start Date 2015-08-19 14:08 ]

End Date 2015-09-18 14:08 &

Deliver Report In Browser W
Generate

While this report lists all actions by all users, it may still be restricted by a date range. The date ranges
are specified through a calendar interface.

0 [sep v|zu15 vl o

S5u Mo Tu We Th Fr Sa

1 2 3 B 5

] T 2 8 10 11 12

13 14 15 16 17 19

20 M 22 23 24 25 26
ar 28 29 30

Time 14:08

Hour

—

Minute

Now Done

The date and year are selected through the top bar, while the hour and minute, if desired, are
selected through sliders. The date can be immediately set to the current moment by selecting the
‘Now’ button. When configuration has been completed, select the ‘Done’ button to set the date. Both
the Start and End Date have identical date tools.

When the settings are as desired select the ‘Generate’ button to create the report.
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The report lists all users, a quick description of the action taken and how many times it was
performed, and the date of the last time it was performed. Actions such as viewing an item, searching
the archive, changing settings on either the server or in the interface, forwarding items, applying
litigation holds, publishing items, etc. To take the same settings used when creating this report, select
the ‘Schedule’ button to enter the Schedule Report interface with the same settings.

2 R t ]
“<[Retain

Actions Performed on Archive

User Name Count Action Last Action

admin 138 Login 2015-08-18 14:01
36 Changed User or Group 2015-08-17 0247
20 Switched 2015-08-17 11:04
2 Litigation Hold 2015-00-17 09:38
187 Viewed 2015-08-13 00:03
22 Searched 2015-08-12 00:02

admin2 4 Switched 2015-08-10 11:50
3 Changed User or Group 2015-08-17 14:02
54 Login 2015-08-13 12:32
4 Changed Server 2015-08-15 15:52
29 Searched 2015-08-11 158:12
14 Wiewed 2015-08-10 11:57

sjay a Mo action performed Mone

smbiguous a Mo action performed Mone

Export Audit Table

The Export Audit Table sorts the entire Audit log with the settings desired and creates a report for
specific users or all users, with specific events or all events. This report can be limited in size and
date.

—I Generate report: Export Audit Table I

This report exports the audit log entries and filters the results by date range, user, mailbox or action performed.

Report

Output [ HTML E|
Format
Start Date | 2016-09-28 13:23 | o
End Date ‘2016—10—28 13:23 ] o} ‘ Auditable Users
. User Name 3 User UID & Display Name &
Sort Rows by I Date vl [ ‘ .‘ ‘—]
Column I Descending V| — = ———————
(™) admin 398d6eed-Dach-48ed-becd-1fafed9d2554 admin
Maximum —
Returned 1000 (™ admin@sf.gwava.net b13ade26-24eb-4017-6e48-0542974048a9 admin
Rows [ administrator@sf gwava.net | e9b91a20-13f3-4b00-88a9-39%feb7aa249f Administrator
Bseiectunselect all actions | cileen@sfawid.gwavanst | BO6AAL4B0-05ED-0000-A473-656 Ailsen OLeary
P nrchived \:\ alan@sf.gwava.net 6832d441-69b5-4dea-9569-e21f6e4 169aT Alan Smithee
v —
: (] alpha@sfgw14 .gwava.net 56ET2D00-02BF-0000-A473-666733343035 Alpha Datus
i Forwarded —
| (™} beta@sfgw14.gwava.net 5BABE100-02BF-0000-A473-666733343035 Beta Datus
. onwarde —
Actions [ [E—— wl charlie@sf gwava net fheTh778-64e2-4902-972c-9f e24cdd351 Charlie Foxtrot
[+ O(;m \:\ code@sf.gwava.net 0611c520-c4f3-4c0c-9bcB-aabsbdalidec code developer
|+ SVITP. Forwarded E\ code@sfgw14.gwava.net F1775500-1806-0000-A473-666733343035 code code
VR ron oo m)a)asls e eie) (o)l B g
gl:ln Report O AllUsers ® Select Users
Deliver
Report In [ Browser El
Generate ‘
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If restricting the report to a specific user or users, a menu displaying ‘auditable users’ is displayed.
The different fields are searchable. The option to select all, or none, is also present. Users may be
searched for via User Name or email address, User UID, or the user Display Name.

Info

User
Mailbox
Job Mame
Action

The rows and columns are not sortable in the generated report, but they can be sorted or organized
from the report generation interface. The rows may be organized by the columns listed.

Date

Info

User
Mailbox
Job name
Action

This has the exact same effect as organizing columns for the jobs on the reporting and monitoring
home page. Configure as desired and then select ‘Generate’ to create the report.

<Retain
Export of Audit Log ltems
Date Inf User Iazilbo Job Name Action
2015-08-18 14:05 Happy games chahurs 1c2-4226-0070- Archived
2015-00-18 14:05 Happy games cheurg Archived
2015-09-18 14:05 Ang this is not ganesh ; Archived
2015-08-18 14:05 Cool pic E;gg:ﬁ;-?];l;:;-tiaeﬁ-hﬁl'-‘o- Archived
2015-00-18 14:05 Nice pic 5;3 Archived
2015-00-18 14:05 Happy games chtburs Qg:? e 70- Archived
2015-00-18 14:05 alwm&fl‘ﬂoggl apdate ;953 i Archived
2015-08-18 14:05 Picmre Shared - €T28h33c 31ca-4as6-0070- Archived
2015-09-18 14:01 faihure [10.1.26.1] admin admin - Login
2015-00-18 14:01 faihure [10.1.26.1] admin admin - Login
2015-08-18 13:32 mccesz [10.1.12.1] admin2 admind - Login
2015-08-18 13:31 mccess [206.251.40.128] admin admin - Login
2015-09-1313:16 success [206.251.40.129] admin admin - Login
2015-09-18 10:21 mocess [10.1.12.1] admin2 admin2 - Login
2015-09-18 04:02 Today's Headlines: Carly Fiorina Offers lacal worker Uszerl? x 12330 Archived
Fepublicans a Pathway to Feach Women
2015-09-18 03:46 Today's Headlines: Carly Fiorina Offers local worker Smubbwl4 = 22:30 Archived
Fepublicans a Pathway to Feach Women
2015-00-18 03:39 Share the View: The Fed and the Fumrs lacal worker WlengT x 12330 Archived
Friday 18 September 2015 Page 1 of 50

To Schedule the report, select the ‘Schedule’ button from the top of the report to keep the settings.
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Job Run Averages

The job run averages report takes the performance of any selected particular job and creates a chart
to display the trends. The effectiveness, overall load, and performance can be rapidly displayed. The
Job Run Averages report requires a single job to be selected. The ‘Jobs’ selection window has
columns which are sortable for convenience.

Generate report: Job Run Averages

This report generates a summary of the performance of a job throughout the course of its history.

Report
Qutput | HTML v
Format

Start 2016-09-28 13:26

Jobs
Date | g
Job Name Worker & Schedule ¢ Profile < Email System

End |2016-10-28 13:26 Special Job Exchange Mow Special Exchange
Date

ol GW Job Exchange0 Now Daily GroupWise
Deliver
Report | Browser v

Once the date period has been configured, select ‘Generate’ to create the report.

Jobis: x 20030
Averages for x 20:30

Running Time Messages Processed WMessages Archived WMessage Data Stored Mailboxes Processed
01:43:18 18794948 23005 1814.00 MB 181.00

Hmrage Used

Running Time and Archived Messages Trends

150,000

125,000

100,000

75,000

Minutes
safessapy

5,000

4,000

50,000

B,
oo
2,000

25,000
1,000

a = 1]

— Running Time — Messages Archived — Messages Processed

Performance trends are immediately apparent as run time is compared with message counts over a
time period. The averages used to create the graph are listed above the graph, as well as a legend
below.
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As with the rest of the reports which exist in the ‘Schedule Report’ interface, to schedule this report
with the settings which created it, select the ‘Schedule’ button from the top of the report to use the
same settings and be linked directly to the ‘Schedule Reports’ interface.

Job Run Summary

The Job Run Summary report gives a complete report of the performance of a single job. Whereas

the Job Run Averages report charts raw performance averages, the Job Run Summary report goes
into greater detail on the total number of archived messages, the errors, and mailbox summary for a
single instance of a job.

Job Run Summary and Job Summary reports have the option to limit the number of reported errors
displayed.

Generate report: Job Run Summary

This report generates a summary for a single job run that includes the number of messages archived, the errors that have occurred, and a summary by mailbex

J Job Runs
Report Qutput Format HTML v
Job Bame Start Time ¢ End Time ¢ e
Maximum Error Item x20:30 j (hh:mm:ss) &
Occurrences
‘ ‘ 20220 ‘ 205095720735 201509472357 | 035850
Deliver Report In Browser j % 20:30 2015-08-17 20:30 2015-09-17 20:37 00:07:33
Generate 1of1 ‘Il 10 j
. . . . ‘ y
Select the desired single instance of a job and then select ‘Generate’.
I 2 t .
Jobis: x 20:30. x 20:30
Job Run Summary
Mailboxes Processed  Messages Processed  Messages Archived Message Data Stored  Emors Start Time End Time Duration
186 158207 1024 27T M2 T 2015-08-17 20:30 2015-00-17 23:57 03:28:32
Errors Encountered During Job
Error Name Description Error ID Severity Cceurred  Last Occumence
java.io.|OException G'."F't;)Aﬂ—i_l'F server returmed hitp ermor (gw ermork 400(0=x820C) 223762 Mormal 3 17-Sep-2015 23:20
Code: 920c
jawa.io 10Exception %U:;O:JI;;TP server returned hitp ermor (gw ermory: 400{0C021) 203712 Nl 87 17-Sep-2015 22:42
e
com.gwava.gweasysoap CUser Database is temporarily dissbled Code: d714 287178 Warning 1 17-Sep-2015 20:36
com.gwsva.gwesasysoap. CUser sccount is expired Code: d023 287178 Wamning 1 17-Sep-2015 20:38
Errors Encountered In Mailboxes
User Mame Ermror Mame Description Ermor D Severity Occurred  Last Occumrence
DeeZeroOneBee iava.io.[0E«ception GWPOA HTTP server refumed hitp  ggarya Mormal 23 17-Sep-2015 22:42
error (gw error): 400(0xC051) Code:
c081
RickL IO GG GWPOA HTTP server retumed hitp  aaazez Morml z 17-Sep-2015 22:20
error (gw emmor) 400(0x920C) Code: iy it
820c
SeeTersEinhio java.io. | OException GWPOA HTTP server retumed hitp 393762 M | 1 17-Sep-2015 22:42
ol el error (gw ermor): 400(0x820C) Code: 5 S o8
@20c

Fridsy 18 September 2015 30 fi8

The summary displays the total mailboxes, messages, data store, errors, and running time of the job.
Afterwards, this information is broken down by each mailbox the job covers.
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Job Summary

The Job Summary report is much the same to the Job Run Summary report, except that this report
covers the entire history of a job and not just a single run. To run the report, select the desired job and
any time period, if desired, the desired output and delivery method, and click ‘Generate’.

Job Summary contains the option to limit the number of reported errors displayed.

Generate report: Job Summary

This report generates a cumulative summary for a job over the selected date range that includes the number of messages archived, the errors that have occurred, and a summary by mailbox

Jobs
Job Name < Worker & Schedule ¢ Profile Email System &
brice-1 Local Worker 0 Now mobile_profile Mobile
BBM protected Job Local Worker BBM Protected schedual BBM Protected profile Blackberry
Report Output HTML j
Format " Exchange 2013 Journal Exchange Profile, No
Exchange Journal Now Local Worker | Exchange
ow Flag, Journal by Year
Start Date | 2014-08-19 16.00 ® BESO5 at 09-00 Local Worker Daily at 09:00 BES Profile - ltem3tore | Blackberry
End Date 2015-09-13 16:00 o] AllFolders AllMessages
GW CrapPO Local Worker GWCrapPO NoArchiveMark GroupWise
N NeStubbing ltemStore
iem Occurrene.
Item Occurrences Mobile Job Mobile Worker Mobile Now mobile_profile
Deliver Report 1new job1 BES5 Worker BES 05 Now BES Profile
In Browser j
. ‘ [ ‘ % 20:20) (IBEaWorken 2020 did | GrotpWise |
Generate |
— BES10 11:00 Local Worker Daily at 11:00 BES Profile - ltemStore Blackberry
BESO05 at 12:00 Local Worker Daily at 12:00 BES Profile - ltemStore Blackberry
1011 F(2)(3]a](5]6](7]8](e)[10] [~ =] |10 j

The report generated displays the number of mailboxes that the job processes, the total messages
the job has processed, how many messages are actually archived, the message data stored, the total
errors encountered, when the job first started, and the total time the job has been active.

Immediately below the initial information, a pie chart displays the amount of messages actually
archived in comparison to the number of messages the job processed.

Finally, below the pie chart is a summary, by individual mailbox, of job actions. Each mailbox is

displayed with the pertinent information, including the messages archived, messages processed,

critical errors, a record of the advancement of message store flags, and the duration of the job in that

mailbox.

To schedule this job with the settings desired, select the ‘Schedule’ button from the top of the report.
All settings used to create the report will automatically be copied into the ‘Schedule Report’ interface.
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“<[Qetain

Job/s: x 20:30

Job Summary
Mailboxes Processed Messages Processed  Messages Archived Message Data Stored  Emors Start Time End Time Dursation
186 152387 1034 2T ME 70 2015-08-17 Z0:30 2015-09-17 23:57 0E3:26:32

Errors Encountered During Job

Error Name Description Error 1D Severity Ccecurred  Last Occumrence

java.io IOException GWPOA HTTP server returned hitp error (gw ermor): 400 .
(0x020C) Code: 820c 223762 Mormal 2 17-5ep-2015 22:20

java.io |0Exception GWPOA HTTP server returned hitp error (gw ermor): 400 .
(0=C021) C =081 288713 Mormal &7 17-5ep-2015 22:42

Errors Encountered In Mailboxes

User Name Error Name Description Error [D Severity Cccurred  Last Occurrence
DeeZeroOneBe sva.io.|0Exception GWPOA HTTP serverretumed hitp  zgaria Norml 3 17-Sep-2015 22:42
seserobneses error (gw error): 400(0xC081) Code: orma s
cO081
RickL DEiE lEEETET GWPOA HTTF server refumed hitp  aarez Mamal 2 17-Sep-2015 23:20

error (gw error): 400{:820C) Code:
e20c

SeaTernEighto java.io.I0Exception GWPOAHTTP serverretumed hitp  goa7ez Normal 1 17-Sep-2015 22:42
Srosighine error (gw eor): 400{1xE20C) Code: orms =P
220c
SeeZeroEightOne B GWFOA HTTF serverretumed hith  asayqa Norml 44 17-5ep-2015 22:42
g error (gw error): 400{0xC031) -
Fridsy 15 September 2015 Page 10of 18

Archive Ratio of Processed Messages

Messages |/
Archived
(0.6829)

Previously

Archived

Messages

(99.32%)

@ Previously Archived Messages @ Messages Archived

Friday 18 September 2015 Page 6 of 18
Jobfs: x 20:20
Archive Summary per Mailbox
Mailbox gﬂreosc':seas%?ez mﬁfggs Ermors Wamings Advanced Date Flags  Start Time End Time
a8 218 [1] [1] [1] Last Archived Flag (2015- 2015-09-17 22:40 2015-09-17 23:42

0e-02 17:07)

Archive Summary by User

The Archive Summary by User report creates a summary of all users’, or a specific user’s, archive
history. The summary includes all pertinent information for each mailbox’s archive over the last 3
months of jobs. To run the report, either all or one mailbox must be selected. If all mailboxes are
selected, the maximum returned rows may be a very important setting to keep the report from
becoming immense.

While the report cannot be sorted after it is generated, it may be sorted at generation through the
‘Sort Rows by Column’ feature. The columns may be sorted by either descending or ascending order.
Select ‘Generate’ to create the report.
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Generate report: Archive Summary by User

This report generates a summary of messages archived for each user including the disk space used and modified timestamps.

Report Output HTML o
Format
Start Date 2015-08-19 16:06 @

2015-09-18 16:06 o]

Sort Rows by ‘ User Name ~
Column ‘Ascendmg v
Reoturmed
Returned Rows 1000

End Date

RunReportOn O All Users ® Select Users

I[:Ielwer Report ‘Evcwaer v

Users
Mailbox First name & Last name % Email 3 Mail Server

IAKarger IAKarger akarger@qa.gwava.com BES10 via NFS
[BlackBerryQ10 BlackBerry Q10 QA Phene blackberryq10@qa.gwava.¢ BES10 via NFS
14388818984 Colin Bretagne colinb@gwava.com SSMSs.gwava.com
15148176356 Stephen Cohen S8MS.gwava.com
18012445386 Jared Allen jpallen@gwava.com SSMS.gwava.com
18013619867 18013619867 S5MS. gwava.com
18016757521 18016757821 samsunggalaxysiii@qa gws ssms gwava com
18018577552 18018577552 Igoptimusexceed@ga.gway ssms.gwava.com
AAguirre Aaron Aguirre aaguirre@ga.gwava.com CBIPO

10f51

P23 4] 5](6][7][8]o]10] [» ] »] |10 j

The report displays the total information for every mailbox selected; User name, the time stamps and
their advanced dates, and the message store for the associated user.

<> [Retain

Messages Archived by User

User Full Name {Mail Server)

lMessage Store

Total Users in Address Book: 10257

Timestamps

alconndi Archived: = ltem Store Flag: Mot set
(EXCHANGEQA) Processed: 22 Last Archive Flag: 2015-07-30 08:05
Disk Space Used: oms Retention Flag: Mot set
Dats Sinca: 2015-00-05 02:00 Purge Flag: Mot sat
alizyuldi Archived: a ltem Store Flag: Mot set
(EXCHANGEQA)} Processed: a Last Archive Flag: Mot sef
Disk Space Used: oms Retention Flag: Mot set
Dara Since: 2015-07-24 00:04 Purge Flag: Mot sat
aljohndi Archived: g ltem Store Flag: Mot set
(EXCHANGEQA) Processed: 35 Last Archive Flag: 2015-07-30 08:05
Disk Space Used: oms Retention Flag: Mot set
Data Sinca: 2015-00-21 02:00 Purge Flag: Mot sat
=3 Archived: 2 ltem Store Flag: Mot set
(LXPO) Processed: 87D Last Archive Flag: 2015-00-08 17:07
Disk Space Used: oms Retention Flag: Mot set
Dara Since: 2014-02-10 21:33 Purge Flag: Mot sat
Administrator Archived: 1 ltem Store Flag: Mot set
(LXPO) Processed: 454 Last Archive Flag: 2015-0:8-26 15:18
Disk Space Used: oms Retention Flag: Mot set

Dara Since: 2014-00-14 02:00

Purge Flag: Mot =2t

Friday 18 September 215

Page 10f 35

The most valuable part of this report, and what will make this report a staple for administrators, is the
ability to monitor and get a concise report for the disk space used for each individual user along with
the messages processed and stored.

If the report is to be scheduled, select the ‘schedule’ button from the top of the report to use the same

settings which created the report.
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Archive Summary by Module

Not all modules gather data with a Job, REST based modules have data enter at any time. To monitor
those data streams use this report.

REST modules include:

+ Mobile

* AT&T

+ Celltrust

+ GBS Notes

+ BBM

+ Social Messages
+ Tele Messages
+ UM Labs

Generate report: Archive Summary by Module

This report generates archiving detail for accounts processed during the selected modules that includes the
number of messages archived, disk space used, and any errors that were encountered

Report

Qutput HTML “

Format

Start Date | 2018-01-06 14-48 | &

- : Module <

End Date 2018-02-05 14:48 i ]
Exchange

Maximum Error Groupwise

1000

Item Occurrences

Deliver Browser w

Report In

Generate

Report Output Format: HTML, PDF or XLS.

Start Date: Default, one month ago.

End Date: Default, today.

Maximum Error Iltem Occurrences: How many times to repeat an error report. Default, 1000.
Deliver Report In: Browser or Email

Module: Select the module for the source.
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Server Utilization

The Server Utilization report is a direct report on the load that the Retain Server is under. The only
option is to limit the date range for which the report is active. Select the report period and then select
‘Generate’ to produce the report.

Generate report: Server Utilization

This report summarizes the server health as it changes over time. This report includes information such as CPU and memory usage, index and archive size, as well as thread count

Report Output Format HTML j

Start Date 2015-08-19 16:11 o]

End Date 2015-09-18 16:11 o]

Deliver Report In Browser j
Generate

The Server utilization report details the memory, CPU utilization, Archive size, Thread usage, Index
size, heap memory, and non-heap memory usage all in quick to digest charts.

To schedule the report, select the ‘Schedule’ button from the top of the report to utilize the same
settings.
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<[Retain

| Average Used Minimum Used Maximum Used Total Available
CPU Uzage 4.57 % 0.00 % 82.00 % Mot Applicable
Server Memary 5,273.95 MB 4,900.70 MBS 84811.11 MB 8,731.74 MB
JVM Heap Memory 2,120,097 MB 54200 MB 4,010.47 MB 4.326.50 MB
SV Non-Heap Memory 1,882.90 MB 164.05 MB 4.735.2T MB 0.00 MB

index Size 12.41 GB 16.42 GB 2138 GB Mot Applicable
Threads 140.03 GB 122.00 GB 183.00 GB Not Applicable
Archive Size TZ.46GB TZ3GGB T2E5T GB Mot Applicable

Resource Utilization History - Percentages

w75 "
z
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— CPU Usage Server Memory Usage — Heap Memory Usage — Non-Heap Memaory Usage
18 September 2

Resource Utilization History - Totals
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— Server Memory Usage — Index Size — Archive Size — Threads Used

Job Run Mailbox Summary

The Job Run Mailbox Summary report is much like the Job run Summary except it is dedicated to
specific mailboxes and specific jobs. This job requires both a job, and a user or users to be selected.
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Generate report: Job Run Mailbox Summary

This report generates a summary of the archiving detail for accounts processed during the selected job run(s) that includes the number of messages archived, disk space used, duration of the mailbox
scan, and any errors that were encountered

Report Qutput Format | HTML v
Job Runs
User Mame v T .
Sort Rows by Column Start Time % End Time & paation
Ascending v Select a value v (hh:mm:ss) &
Maximum Returned 1000 Special Job 2016-10-28 11:54 00:00:00
R
ows Special Job 2016-10-26 16:39 | 20161028 1140 | 43:00:37
Run Report On ® Alu O Select U
P Sers 1 weect Hsers GW Job 20161026 10:07 | 20161026 16:39 | 06:31:65
Deliver Report In Browser v Special Job 2016-10-12 16:25 2016-10-15 10:07 65:42:02

Select the desired job and either all users, or only select users. If desired, the columns may be sorted
by a selected value through the ‘Sort Rows by Column’ drop-down menu. Once set as desired, select
the ‘Generate’ button.

The report shows the details for the selected job and mailboxes. The user name, messages archived,
disk space used, and archiving time is all displayed for each mailbox as well as for the total job.

< [Retain

Archive Report Totals

Messages Archived 122
Disk Space Used omMBE
Archiving Time ao:12:54

Archiving Detail by User

User Mame Messages Archived Disk Space Used Archiving Time
Rasoli, Hakim 111 ams O0:00:18
User, Stubby 11 aomMB O0:08:21
User, Stubby 14 a amMs 00:05:15

This report cannot be scheduled.

Job Mailbox Summary

The Job Mailbox Summary report is a scheduled report only, that displays the number of messages
archived, the disk space used, and the time the job took, separated by separate mailboxes. This
report may be restricted to a date range, a limited amount of rows, and may be performed on all, or
only select users. This report may also sort the data according to a selected column, in either
ascending or descending value.
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Report Schedula: Job Mailbox Summary

This repart ganseatas A summary of tha Archaing datail for acceunts peocassed dunng the salactsd jok thal inckudas tha rumbar of MASSAGges Arehned, cisk Spacs ussd, durstion of tha mailbax SEAN, And Sy amors That Wata ancoURtaAd
Jobs

Job Hame & Worker & Schedule & Profile & Email System &

Larod Yise
Repon Output Format FOF ¥
User Nama b
Sort Rows by Column —
Ascending v
Maximum Returned Rows. 1000
Run Repon On ® Al Users O Salect Users
Use Data from Last Dayis) b
T
Email Details:
Mail Server Hostname/IP 1014213
Repon Schedula:
Sender Email Address P T ——— Sond Roport Daily =
Hecipiont Email Addressies) testOsd geava net
Email Subject Job Malla‘m Summary At Tims (24-Hour Formeg w0 b Rl M
Repon Name Repont Schedube Start Date 20171006 (1]
SMTP Username (Gptional)
SMIP Password (Optional) eldule Fod Bt e
Schedule
Select the ‘Schedule’ button to create the report.
. O R t '
Archive Report Totals
Messages Archived 1084
Disk Space Used 27 MB
Archiving Time 03:19:18
Archiving Detail by User
User Name Messages Archived Disk Space Used Archiving Time
aa 0 0 MB 00:00:18
Administrator 0 0 MB 00:00:04
Allen, Jared 4 0 MB 00:06:59
Alungh, Suman 160 4 MB 00:00:41

Device Management

The device management report generates the device registration details by user, generation time,
registration time.
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Generate report: Device Management

This report generates the device registration details by user, generation time, registration time,

Report Output Format

Sort Rows by Column

Maximum Returned Rows

Actions

Deliver Report In

Generate

The resulting report will show Non-registered Users with a Registration date of Not Registered until

HTML

Registration Date

Descending

11000

IjStelle ct/Unselect all actions

M Registered Users
wANon-Hegistered Users:

Browser

v

the registration process is complete on their device. The Generation Date shows when the

registration process was begun.

Schedule

< [etain

Device Management

Registration Date

Generation Date

Email

Phone

First Name Last Name
Mandeep 5.

Tong™

Diana Stanley
Imox in canada
Lily Chen
Jacgueline Fine

vampire

Schedule Report

201 7-04-0412:10
201 7-04-04 1 0:08
201 7-02-021Z2:30
201 7-01-19 08:08
201 7-01-1710:30
2016-12-1512:24

Mot Registered

201 7-02-07 09:33
201 7-02-03 10:00
201 7-02-0212:20
2017-01-1813:32
201 6-10-27 08:03
2016-12-1511:32

201 6-10-27 08:03

mandesps(@ga gwava.com
tongn @ga.gwava.com
dianz @mythos com
haldmr@ga gwava.com
lilyEmythos.com
jacqueline @mythos.com

vampire@mythos com

Scheduling reports is accomplished through the Schedule Report interface. Every report which can
be scheduled is also available as an instant report with a ‘schedule report’ button located at the top of

the HTML report. Because these instant reports are easier to fine-tune, it is recommended to first
configure a scheduled report through the ‘Report’ interface first, to allow immediate fine tuning and
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viewing of the results. Once achieved, selecting the ‘Schedule’ button on the report will take all
settings used to generate that report and input them into the schedule Report interface. To schedule
any report, a destination email address, SMTP information, and a set schedule are required.

Scheduled reports differ from normal reports in that, due to the scheduled nature, they must be given
a time to generate the report and be given an email address to deliver the report to. Reports are
delivered as an attachment in an email sent to a specified user. As such, scheduled reports are only
offered in PDF and XLS formats.

Report Schedule: Audit User Activity
Create a summary of all the auditable actions each user has taken

Report Output Format PDF v
Use Data from Last Day(s) v

7

Email Details:

Mail Server

Hostname/IP 10.1.4.213
Sender Email Report Schedule:
Address retain10@gwava.net Send Report Daily -
Recipient Email
Address{es) test0@sf gwava_net
. . - — At Time (24-Hour Format) 00 w00 v
Email Subject Audit User Activity
Report Name Report Schedule Start
2017-10-04 il
SMTP Username Date
(Optional) Schedule End &
SMTP Password Date
(Optional)
Schedule

Reports which have a time frame attached to them as part of the criteria will have a floating time
window which they may take information from.

Houriz)

Week(s)
Month|s)

Also, the frequency of the report may be configured to be either a single instance or a reoccurring
report. The frequency allows for hourly, multiple times on specified hours every day, daily, weekly or
on any specified number of days in the week, or at any specified day or days in the month.

Cnce
n the hour(s)

On weekday(s)
Cn day(s) of month

Configure Reports

The configuration allows reports to the use data created in the past number of hours, days, weeks, or
months. The number of time periods may be set by the user.
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In addition, a scheduled start and end date allow the administrator to control exactly when the start
and stop dates for any specific report can be. The end date is optional.

Specify the Mail server, sender email address, recipient email addresses (comma separate additional
addresses), and the SMTP username and password, if required.

You can set the Email Subject of the report email, and the Report Name of the attached file which will
have a timestamp added to it so as to not overwrite any other reports.

Manage Scheduled Reports

Once reports have been scheduled, it may be necessary to either cancel or modify the frequency or
settings of the report. The Manage Scheduled Reports interface allows jobs to be immediately run,
modified, or removed.

Manage Scheduled Reports ~
| View/Change Details

Fun and Delete Reports
!
T —

As with all other columns in the R&M interface, the columns are sortable and even searchable to
allow quick access to any desired Report through any of the scheduled criteria. For instance, a user
which doesn’t want to receive a report anymore, but doesn’t know what report is being delivered to
their email, only needs to know the email subject, or the next delivery time, to immediately identify the
report. Unique sender addresses or subjects will readily allow any report to be identified.

To modify or view a report’s settings select the ‘View/Change details’ window.

Currently Scheduled Jobs

Report Name & Output Format & Schedule Type & Next Fire Time & Sender Email Address & Email Subject &

Job Mailbox Summary pdf Daily 2016-10-29 06:00 Retain@gwava.com Job Mailbox Summary

Once the desired report has been located, select the report and then select the ‘View/Change details’
button at the bottom to be taken to the Report’s configuration. Make any desired changes and select
the ‘Update’ button at the bottom to save the changes.

To remove or immediately run a scheduled report, select the ‘Run and Delete reports’ window.

Currently Scheduled Jobs

\Z| Report Name ¢ Qutput Format < Schedule Type < Next Fire Time ¢ Sender Email Address ¢ Email Subject ¢
v

Run report now ® Remove selected

Any report or reports may be immediately run or removed from the system through this window. All
scheduled reports will be displayed. A select all/none box is at the top left of the table, and allows for
a quick selection or clearing of all previous selections which have been made.

To run a report or reports, select the desired report by clicking on the associated checkbox and then
select the ‘Run report now’ button at the bottom. The report will be immediately triggered, and
emailed to the specified recipient.
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To remove a report or reports, select the desired report(s) by placing a check in the associated
checkbox. Once the reports are selected, click the ‘Remove selected’ button at the bottom of the
table.

System Monitor

The System Monitor page is a quick, graphed page which displays the essential stats of the Retain
Server system. The R&M module statistics are displayed, with how many reports have been created
and of what type. The basic archive progress is also displayed showing the daily, weekly, monthly,
and total amount of messages which have been archived in the system.

The system CPU load, memory usage map, and Disk Usage are displayed. The dashboard also
contains statistics for disk space saved through single storage instances. These numbers are for the
actual host server, and not just the Retain system, with exception of the memory map, which has
both. The Memory map is broken out to total system memory free and used, but also includes Java
memory statistics — which will be Retain specific unless additional Java applications are running on
the Retain Server. This page will not time-out or expire, to allow quick monitoring of the system.

NOTE: A problem has recently been identified with gathering some system-level variables for the
System Monitor page. Affected variables include CPU, RAM, and system memory usage. To avoid
additional problems these variables have been set to ‘0’ until the issue is resolved.

O I !eta i n Welcome to the Reporting and Monitoring Home Page Language | English
Home Report * Schedule Report ¥ Manage Scheduled Reports = System Monitor  Mailbox Error Monitoring Maintenance
Report Generation Count Archiving Progress
Report Type Generation Count Messages Archived Today 1,827
. Messages Archived Last 7 Days 103,101
Jab Mailbox Summary ! Messages Archived Last 30 Days 934,618
Total Messages Stored 170,000
Last Recorded CPU Usage Memory Map

1%

B Java Stack Free 16.34%

M| Java Stack Used 2.28%
‘ Bl Hon-Java Memory Used -40.21%

Disk Usage Single Instance Storage Usage ( Last Reported Time : Loading... )

52

26

Gigabytes
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Mailbox Error Monitoring

Mailbox Error Monitoring is a function that allows the Administrator to deal with message errors. The
email system reports errors to Retain when there is an issue accessing a message. Sometimes these
errors are transient and other times they are permanent. This function will help the Administrator
determine the next action.

This function requires the Reporting and Monitoring server to be installed.

Find "Mailbox Error Monitoring" under the Overview section of the left navigation bar.

<<>[etain

Overview

Documentation

Search Messages
Auditing

System Log

Reporting

Monitoring

Mailbox Error Monitoring

Clicking on "Mailbox Error Monitoring" will open a new window or tab. This will show the Mailbox Error
Monitoring page of the Reporting and Monitoring server.

"Error Summary for all the Mailboxes with Errors" shows a list of mailboxes with errors.

Language | Englsh | | Legout

w [Qeta in ‘Welcoma to the Reporting and Monitanng Home Page

Home Repod = Schedule fepot = Mansge Scheduled Repots =  Systern Monitor Muidbax Eror Manitoeang  Mainlenance

Error Summary for all the Mailbexes with Errors

Mailbexies) with grrors

Mallbox & Errom ¢

PN ) P P P e

To access the errors click on the error number, which is a link that opens a new window or tab. This
window will show the "Error Summary for Mailbox [mailboxName]" list.

<z> Retai n ‘Wekcom to the Reporting and Menitoring Home Page

Language | Englsh || Logost

Home Reperl = Scheculs Repert » Manage Scheduled Reports »  System Monitor Mailbox Eror Monftoeng  Maintenance

Error Summary for Mailbox user20

Malitox Pfath & Subject 3

Ampchment Name 5 Dallvared Dme &

Wnmamed Foldar Girmy paint stinlchid T irilns ot <ot @ Aen guma s Mimn 122

Act on these orers wiih gres| ool <roct@sipwldar gwm o Mime 822

v ig KOExcepion

T stams of the tall glasses | root <roct@sigwidsngwva s gopostal sh 016-10-20 1219

jma io I0Exception

- The w oved on well cilel oot <soct@sigwidsn gumar Mime B2 0161030 1519
evbumnis oA he wagon maved ot <toct@slgwldsn guama 1 Mime 822 161020
] 0 3

Skip Errors)
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Each line will include: the error, a description of the error, the error code, the mailbox path to the
folder the message was found in, the subject, the sender, the attachment that the error occurred on,
and the delivered date.

If the message is accessible from the user's client, save the message from the client. Import the
message into Retain using the PST Importer or GroupWise Personal Archive Migrator.

To skip a message, select a message by clicking the checkbox by a message, or use the title bar
checkbox to select all. Click on the "Skip Error(s)" button to have Retain skip those errors the next
time the job runs. This will remove the message from the list.

Maintenance

The Maintenance page contains the basic maintenance for the R&M module. This is not maintenance
for the entire Retain Server. Because the R&M module maintains individual statistics, it needs to be
refreshed and purged at regular intervals. The defaults are shown.

Maintenance

Maintenance job(s) will be performed at 2:00 (24hr clock)
Currently configured to keep 14 days of statistical data
To configure these settings or other stats settings please do so via the Retain Server.

Remove old statistical data now | older than 14 days
Synchronize address book cache now
Synchronize jobs cache now

Active Job Run Maintenance

Remove old statistical data now: By default, the statistics server only maintains a record of statistics
for 14 days, and all data older than 14 days will be automatically expired and the data deleted. If the
statistic data is required for longer or shorter, configure and save the setting. It is not recommended to
maintain statistical data older than 30 days.

Synchronize address book cache now

Synchronize jobs cache now: The R&M Module maintains a separate record of the address book and
the job cache. The system automatically synchronizes this information with the Retain Server every

24 hours. Still, the different records may become out of sync. If a synchronize job is required before

regular maintenance, a manual sync may be individually triggered.

Active job run maintenance: If a job has completed but R&M thinks it is still running, press this button
to clear.
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Mailbox Error Monitoring

Mailbox Error Monitoring is a function that allows the Administrator to deal with message errors. The
email system reports errors to Retain when there is an issue accessing a message. Sometimes these

errors are transient and other times they are permanent. This function will help the Administrator
determine the next action.

This function requires the Reporting and Monitoring server to be installed.

Find "Mailbox Error Monitoring" under the Overview section of the left navigation bar.

“<[Retain

Overview

Documentation

Search Messages
Auditing

System Log

Reporting

Monitoring

Mailbax Error Monitoring

Clicking on "Mailbox Error Monitoring" will open a new window or tab. This will show the Mailbox Error
Monitoring page of the Reporting and Monitoring server.

"Error Summary for all the Mailboxes with Errors" shows a list of mailboxes with errors.

Language | Englsh | | Legout

<> Qeta i n Walcoma o the Regorting and Morieoring Homa Page

Home Report = Schedule feport = Manage Scheduled Reports = Systemn Monitor Mudbax Eror Manfionng Maintenance

Error Summary for all the Mailbexes with Errors

Mailbexies) with grrors

Mallbox & Errom ¢

PR 1) P T P T

To access the errors click on the error number, which is a link that opens a new window or tab. This
window will show the "Error Summary for Mailbox [mailboxName]" list.

<> I !eta’ n Wekcome te the Regarting and Montaring Home Page Language| Engish | | Logost
Home Raper = Schecule Repert ~ Manage Scheduled Reports =  Systam Monitor Mailbox Encr Moniteeng Maintenance
Error Summary for Mailbox user20
Emar & Description < Code Malitox Pfath & Subject & Samber ¢ Annchman Nome 3 Delivered Dote &

\nramed Foldar

Gray paint strntchad for miles ot <ot

Iderv geava s Mime, 20161048 2015

D shgwldar genar| &

v i KOException Thee stawns of the tall glasses | root <soct@sigwidsm gwivas gopostal sh 20161020 1219

jma io I0Exception The wagon moved on well ole ot <roct@sigwids gamar Mime 822 20161020 1519

Skip Errors)
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Each line will include: the error, a description of the error, the error code, the mailbox path to the
folder the message was found in, the subject, the sender, the attachment that the error occurred on,
and the delivered date.

If the message is accessible from the user's client, save the message from the client. Import the
message into Retain using the PST Importer or GroupWise Personal Archive Migrator.

To skip a message, select a message by clicking the checkbox by a message, or use the title bar
checkbox to select all. Click on the "Skip Error(s)" button to have Retain skip those errors the next
time the job runs. This will remove the message from the list.

Audit and System Logs

Audit Log

All pertinent actions performed by users in Retain are logged and can be discovered and printed. If
Reporting and Monitoring is installed, four buttons are added to the following page, as shown below.

= [Retain Audit

Report ~ Schedule Report

Start date 2015-08-17 01-12 o]
End date 2015-09-16 01:12 (o}
Sort rows by column Date -

Descending -
Maximum returned rows 1000

[¥select/Unselect all actions

Actions
Run report on © Allusers ) Select users
Search Reset
1 of 100 \Il 2|[3)als]6]7/8/9][10] =[] [10]]
Date < Info < User < Mailbox & Job Name & Action &
15-Sep-2015 23:15 | loaded admin default Group Changed User or Group
[ 15-Sep-2015 22:19 | loaded | admin admin User Changed User or Group
[ 15-Sep-2015 22:18 | loaded | admin admin User Changed User or Group
| 15-Sep-2015 22:19 | loaded admin admin2 User Changed User or Group
15-Sep-2015 22:18 | loaded | admin admin User Changed User or Group
15-Sep-2015 21:22 | success [206.251.40.129] admin admin - Login
15-Sep-2015 21:11 | success [206.251.40.129] admin admin - Login
15-Sep-2015 21:11 | failure [206.251.40.129] admin admin - Login
15-Sep-2015 20:39 | success [206.251.40.129] admin admin - Login
[ 15-56p2015 202 | event for aman | €728b33c-31ca-4ae6-h970-0925¢ Archived
1 0f 100 \__T_lz 34567 (8(9/(10] =[] [10]-]

Export as PDF Export current page?

I Generate report ] [ Schedule email report I

+ Accessing the audit log requires the “Access all audit logs” administrative right.

+ Ordinary users cannot access their audit logs unless you grant the “View Personal Audit Log”
right, in which case they can find the audit log on a per-message basis under the Properties tab.
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To view actions, select the desired actions, one or all, a date range, and a user, one or all, and then
select ‘Search’. The results will be displayed in a table below. All columns in this table are sortable.

The results appear below. This may be printed by selecting the ‘Export as PDF’ button at the bottom,
and printing the resulting PDF. The PDF export button will only display what is shown in the action
table, not the criteria or the interface.

If you have rights, you may click on the Action link to open the message. An auditor does not
automatically gain the rights to READ messages in mailboxes that are not assigned to them.

If the Reporting and Monitoring module is installed, the ‘Report’ and ‘Schedule Report’ menu options
on the top bar, and the ‘Generate Report’ and ‘Schedule email report’ buttons along the bottom wiill
appear. These buttons link to the R&M interface to extend R&M ability to generate and schedule
reports based on the selected criteria. If the Generate report or Schedule email report buttons are
pressed, the criteria used in the Audit window will be automatically propagated to the Reporting
interface.

System Log

This option lets you read and parse through the latest system log file. The level of detail is controlled
in system configuration.

The actual filename and path on the server is also listed. You may clear the view buffer at any time in
case you want to monitor a particular operation for troubleshooting purposes.

o I !eta I n Language Engiish + Bsl Welcome, admin | About | Tools | Status & Updates | Logout
Overview Logs () 0

Documentation

Search Messages | Clear Buffer |
Auditing
;"“E:_""g Logfile: /opt/beginfinite/retain/tomcat?/logs/RetainServer.2015-08-16.log 2
eporting
Monitoring
Sep 15, 2015 11:44:42 PM have scheduletype: time, f_scheduleID: Daily at 14:05
Data Collection Sep 15, 2015 11:44:42 PM Job already completed
el Sep 15, 2015 11:44:42 PM Job 44344D1D0DFD8521B8D104F36043601D will NOT be sent
- Sep 15, 2015 11:44:42 PM Job already completed
i e . Sep 15, 2015 11:44:42 PM Job 7C2C395B6BAC26D419E0713E26EBS8EL will NOT be sent
ERL S Sep 15, 2015 11:44:42 PM Job already completed
Exchange Sep 15, 2015 11:44:42 PM Job A20283E930E6E8D2858FAB40238B7CF7 will NOT be sent
Social Messaging Sep 15, 2015 11:44:42 PM have scheduletype: time, f_scheduleID: Daily at 08:00
Mobile Sep 15, 2015 11:44:42 PM have scheduletype: time, f_scheduleID: Daily at 16:00
Google Apps Sep 15, 2015 11:44:42 PM have scheduletype: time, f_scheduleID: Daily at 17:00
BlackBerry Sep 15, 2015 11:44:42 PM have scheduletype: time, f_scheduleID: Daily at 10:00
CellTrust Sep 15, 2015 11:44:42 PM have scheduletype: time, f_scheduleID: Daily at 13:05
Wockes Sep 15, 2015 11:44:42 PM have scheduletype: time, f_scheduleID: Daily at 14:05
B Jobs Sep 15, 2015 11:44:42 PM have scheduletype: time, f_scheduleID: Daily at 11:00
Sep 15, 2015 11:44:42 PM have scheduletype: time, f_scheduleID: Daily at 11:00
Sep 15, 2015 11:44:42 PM have scheduletype: time, f_scheduleID: Daily at 14:05
BETE G Sep 15, 2015 11:44:42 PM have scheduletype: time, f_scheduleID: Daily at 15:00
Users Sep 15, 2015 11:44:42 PM have scheduletype: time, f_scheduleID: Daily at 12:30
Groups Sep 15, 2015 11:44:42 PM have scheduletype: time, f_scheduleID: Daily at 17:00
B O e Manre Sep 15, 2015 11:44:42 PM have scheduletype: time, f_scheduleID: Daily at 13:05
2 Sep 15, 2015 11:44:42 PM have scheduletype: time, f_scheduleID: Daily at 15:00 -
Deletion Management

Configuration

Server Configuration
Rules Configuration
Module Configuration
Router Configuration
Storage Manager
Stubbing Server
Reporting and Monitoring
Licensing

Location of log files

At the end of each day the logs are closed and compressed to save space. After 10 days, by default,
the logs are removed from the system.

The full length logs can be found in, be default:
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Linux: /opt/beginfinite/retain/tomcat8/logs

Windows: C:\Program Files\Beginfinite\Retain\Tomcat 8.0\logs

There are several log files that are stored here, the ones of primary interest are:
RetainServer.<date>.log: Contains server transactions.

RetainWorkerN.<date>.log: Contains worker transactions. N being the worker number.

Indexer.<date>.log: Contains indexer transactions.

Data Removal

Formerly known as deletion management. At some point the data in Retain will reach the end of its
lifespan or otherwise need to be removed from the system.

Mailbox Deletion (#Mailbox_Deletion): Users leave the company and eventually their mailboxes may
be removed. Retain's Data Removal section is able to accomplish these tasks.

Item Deletion (#ltem_Deletion): The data retention period has been met and you are free to dispose
of the excess data en masse, which will free up considerable disk space.

Delete Messages (#Delete_Messages): Individual emails may also be removed from Retain.
Litigation Hold (Litigation_Hold.htm): If items or mailboxes should NOT be removed.

Deletion Report and Logging (#Deletion_Report_and_Logging ): The report of what was removed.

Mailbox Deletion

Mailbox Deletion will delete one or more entire mailboxes from Retain.

If you are trying to clean up mailboxes for your license report, use Item Deletion to remove all items
from mailboxes first. Then run mailbox deletion on users without any messages.

Add User

The primary action is to press the Add User button to select users to be deleted from Retain.

Core Settings

Core Settings allows you to choose between Generate a report but don't delete message and Delete
messages as they are processed when processing the job.
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#Mailbox_Deletion
#Item_Deletion
#Delete_Messages
Litigation_Hold.htm
#Deletion_Report_and_Logging_

~Mailbox Deletion

Full deletion of user mailbox data including folders

» nkamrg.rn (docdom.docpa)

| Add User |

| Rum Job Now

Core Settings | Motification

Core Settings

_Delete messanes 35 they are processed.

Notifications

To be notify about errors and/or when the job is complete, fill out this tab. By default it is filled in with
the notification data from Server configuration.
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»Mailbox Deletion

Full deletion of user mailbox data including folders

mkamnm (docdom.docpa)
Rumn Job Mow

BEsRSEinEy Motictin
Motification

You can have Retain e-mail a8 summary of operations and/or errars that occurred when the job completes.

I TR Wil Sever 10.1.4.214 |
T S ety Potoel [ <

S SR |
_| retzinl0@gwava.net |

[aleen@sl‘ng gwava.n|

| (Password is not set)

Press the Run Job Now button to begin the process.
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Item Deletion

When items pass out of their retention period it is time to remove them from the system.

An item deletion job is set up much like an archive job with a schedule, profile and job, but there is no
need for a worker because Retain can connect to itself just fine.

Schedule

There are three types of schedules:

+ Single, the job will run only once at the assigned date and time

" Schedules save changes [ () @)

" Add Schedule |
No jobs are assaciated with this schedule.

Enter new schedule below

Sehedule Namel[single
Schedule Frequencyl [ -
— |Recurring Wesakly
This job will run only m%ﬁ ed below unless an error occurs. If an error occurs the job will be retried unless you select the checkbox below.

Date: |Apr V| (08 V| 2017 Vv Time: |14 v| (17 v

] If time assigned for job start has elapsed, don't resend job

+ Recurring Weekly, the job will run each week on the assigned day and time
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" Schedules

.r. |

Monthhy -
Single

Weekhy

Add Schedule

| Schedule Weekly saved. |

SRR

Schedule Frequency #2217 /==t ¥ |

[ Sunday

[ Monday

| Tuesday

[ Wednesday Start Job at: (o1 7 |
[_| Thursday

[_| Friday

|# Saturday

+ Recurring Monthly, the job will run each month on the assigned day and time

" Schedules
k
Monthly ~
Single
Weekly
Add Schedule
O
Schedule Frequency A=<r2 x7; ¥
Runjobon[i ¥ day of the month

Start Job at:

Profiles

The profile sets the type and age of the items to be deleted.

Basic Options

Sets the limits on the Type, Source and Status of the items to be deleted
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= Profiles Sa

Add Profile
Mo jobs are associated with this Profile.

Enter new profile helnw|

Profile Name [10veal x

Basic Options ~ Date Scope
Item Type

By default, Retain stores every type of message. You cam restrict this.

] Mail mﬂppuinhnent Mnote MTask [#vice Message [+ Message Mrhone call Meern Meem M sodal Maessages

Item Source

Messages are classified in one of these categories. You may restrict the storage of messages if desired.

¥ Received M5ent MDraft W personal

Message Status

You can restrict the storage of messages based upon the setting of various status flags

Read is |Doesn't matter | Private is | Doesn't matter | Personal is |Doesn't matter v

Item Types include: Mail, Appointment, Note, Task, Voice Message, Message, Phone call, BB PIN,
BBM, and Social Messages. Social messages include wall posts, chats, likes, comment, group posts,
media, ratings, requests, events, status update, search, forward, and webmail.

Item Sources include: Received, sent, draft and personal.

Message Status can include Read, private or personal, depending on Doesn't matter, True or False.

Date Scope
Items can be deleted by the

+ Date Stored in Retain: This date is set by Retain. This is when your Retain server copied the
message to the Retain archive. This is a good time to use if Retain has archiving for at least as
long as your organization’s retention period and is a trusted source.
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+ Delivered Date: This date is set by the recipient mail server. This is when your organization’s
mail server received the message. This is considered the most accurate date as your email
server sets this time and is a trusted source.

+ Expiration Date:This date is set by your Retain server and is based on when the message is
stored in Retain. Configure this in the Job | Core Settings tab. This date will be set in the future.

+ Created Date:This date is set by the sending mail client. This date is set by an untrusted source.
This is considered the least desirable date to use as spammers often set the date to the far
future to keep their messages at the top of the list of the recipient’s mail client.

And if the items are older than a specified number of Days, Months or Years or between two specific
dates.

Profiles Save Changes H {') o

Add Profile |

Mo jobs are sseacisted with this Profile,

Enter new profile below

Profile Name [10vear

Basic Options = Date Scope
Date Scope

Here the date range of messages to be deleted is defined. It's important to choose the correct range, and the correct date type. The creation and delivered date are
internal dates of the message. The stored date is when the message was stored in Retain. The expiration date is related to the expiration settings active in the Job
when the message was stored.

Delete messages where | Date Stored in Retain ' |iS:
® Older than Days W

) Between two spedific dates
Start Date: [apr V|06 v][2017 v | Time: [1a v][z3 v

End Date: [apr v|[os v|[2017 v| Time: [14 v][33 v]

Job

Creating a deletion job is just like creating an archive job select a schedule and profile to prepare the
job.
Core Settings

A job can be enabled or disabled.

Core Settings allows you to choose between Generate a report but don't delete message or Delete
messages as they are processed when processing the job.

A Schedule and a Profile must be chosen.
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i Jobs

T

Remove Job

|En'r.er new job below

Job | 10vearpolicy |

Core Settings | Maboes | Notfication

i oCessi Generate a report but don't delete messages
Each Job must have HLOelete messages as they are processed.
« schedule - How often to run
= profile - What to do when running

S o
Pl 07 v

Mailboxes

Select the objects to be included for the deletion job.

+ Journaling Mailboxes may be excluded.
+ An entire mail server or post office can be included.
+ Individual users may be included or excluded.
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& Jobs

588 [10vesrpoicy

 Core Saings. Mallbowes - Notification
Mailboxes
[ Exude Journaling Mailbores
Irciude these objects:

Fowge (oo ] | Add Mad Sarcer

3¢ Y tayoen Bemandez

Exclude these ohjects:
[Agd User |
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Notification

To be notify about errors and/or when the job is complete, fill out this tab. By default it is filled in with

the notification data from Server configuration.

% Jobs
Y
AddJob |
Remove Job
|Enter new job below

Jobl [ 10vearpolicy

ou can have Retain e-mail 3 summary of operations and/or errors that occurred when the job completes,

s —

|
1S AR 00150

| (Passward 5 not set)

If tomcat crashes during a deletion job, then the job will continue when the tomcat is restarted.

If there is an issue and the server goes down during a job, then the job will need to be rerun.
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Delete Messages

Individual Messages can be deleted by the admin or a user given sufficient rights (RetainDocs/
Administration/User_and_Group_Management/User and Group
Management.htm#XREF_User rights). Deletion actions will be logged in the RetainServer log.

Within the users mailbox one or more messages can be deleted by selecting with the checkbox and
pressing the Delete button.

« =
= I !eta I n 06-Apr-2017 15:08 5 Welcome, admin Language [English | Admin Help Logot
Browse Search Advanced Search Exported ltems Tag Definitions Options
2 & |usar2 _."_l LitigationHold  ({{j Confidential State | 3 Delete | % Forward  Export | Restore 8 Print L4 Change Mailnox l:l
s e L [v] 2|0 75 w0 oo 1 2 3w 3 oo pege Mext>
dselected | Clegr selected | Type From | Subject Recipients Date
] 08-Apr-
W s ot st 32234 Thu Apr & 2017 userd@sfgwldgwavanet oo o
[ Efp  root  Thestitchwiil serve but needs o beshartened. 19003 Thu Apr & 12:19:01 MDT 2017 user2 @sfgwid gwava.net ;‘:1';"’{,9

Deletion Report and Logging

The resulting report CSV file will be placed in the archive directory. For large deletion jobs, the report
file will be split into CSV files of up to 500,000 line each. The mailbox will be labeled by the user's first,
last and display names with a list of items removed.

The job will be logged in the RetainServer log.

Device Management

Devices are added to and deleted from Retain through the Device Management interface.

Device Management involves 3 distinct operations. The first operation is to provision the device which
adds the device into the Retain system. The second operation is to register the device which starts
the flow of messages into Retain to be archived. The third, optional, operation is the creation of a
Retain user account for the email address the device is associated to if it doesn't already exist.

Devices can be provisioned in one of 3 ways:

+ Add a device individually through the Add Device button below.
+ Import the information for a batch of devices through a CSV file
+ Automatic provisioning of devices through an LDAP regulated group

Devices can be registered in one of 2 ways:

+ an email can be sent to the associated email address, opened on the device with the Retain
Service installed on it, the registration link in the email clicked on and the enroliment code in the
email should be provided when requested.

+ automatic registration of devices is available if the IMEI number of the device is provided If
registration fails or it it needs to be done again the device can be selected in the table below and
the Reregister Devices button can be used to have the registration email sent out again. Once
registration is completed messages will begin to flow from the device into Retain to be archived.

Users can be created automatically using the settings in the Create Users tab of the Mobile Module.

Mobile
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RetainDocs/Administration/User_and_Group_Management/User and Group Management.htm#XREF_User_rights

Once a device is added to the interface, Retain creates an email which contains an activating link.
Users need to open this email and follow the link on their mobile device. The link should be activated
through the Retain application on the Android device. The activation email can be customized. The
template this email is generated from is located in the file:

...\RetainServer\WEB-INF\classes\config\mobile\registeruser.htmi

The email sent to users may be customized, including any specific instructions for the organization,
can be added or modified here, and all emails sent to users will contain information placed in this
template. Information on the email variables is listed at the end of this page.

When a device is added, an email is sent to the user with a unique enrollment code. Devices which
have been activated will show a Device ID and a UID. Once registered, the Retain app will start
collecting data setup in the profile section, (SMS, MMS, and phone call), and will send it to the Mobile
Router to be archived in the Retain System. NOTE: While it is possible to register devices without
utilizing a registration email, the process requires the manual creation of a registration file for each
device. If required, call support for details.

Connection information from Server Configuration | Communications tab | Retain Server Connection
panel will be used. If users will travel internationally it is important to set the Retain Server Port to port
80 as port 48080 is blocked by telecom companies across borders.

Each column is sortable press the arrows to sort by that column. The search box allows you to filter
the Device List.

[} Device Management savecharses [2] () @)

If you are unfamiliar with the Device Management feature, please refer to the online documentation which can be accessed using the i button on the top right corner of this screen.

Delete Devices Generate Report () [ Add Devices A% | Reregister Devices ¥

[~ Device List

Enrollment

L e Display Name EMail Address Phone Number Device ID uiD Device Added Time of Registration FDN IMEI

Devices Selected: 0

[~ Batch Device Registration
See sample for the expected structure. Example

Browse... | Nofile selected
Upload a CSV file:

-, .
SR AddProvisioned Group

To add a device to the Retain system, open the Device Management window and select the Add
Devices button.

The Add Devices window opens, which allows administrators to select and add multiple users. The
system may also add users which are not cached in the Retain system, but they must be added one
at a time. Manually input the name, associated email address, and phone number at the bottom and
select the ‘add user’ button.

NOTE: Phone numbers can only be added with "Add Device for A New User" or adding the phone
number to the CSV file for Batch Device Registration. There is no option to edit the user to add the
phone number when adding the user by searching "Add Devices for Existing Retain Users"

Management 481



482

Add Device for a New User

To add a device for a user not already in Retain via email registration, enter their Display Name and Email Address, otherwise, if you
choose automatic registration, enter their Display Name, Email Address, Phone Number and Device IMEL

Display Name |Rile',r Porter |
EMail Address |rp0rter@company.com |
Phone Number \(801) 867-5309 |
Register Device Automatically ¥3]

Device IMEI |49—015420—323?51 x |
["Add User |

Email Registration

Email registration sends an email to the user. They will have to open the message on their phone to
register the device.

Email registration requires: Display Name and Email Address.

Automatic Registration

Automatic registration will register the device without user intervention.

Automatic registration requires: Display Name, Email address, Phone Number, and IMEI number.

Devices are only enrolled once. If a user acquires a new phone, or if they change phones, a new
registration needs to be completed to maintain the correct codes.

To re-register a device, select the desired device and press the Re-register Devices button. Once
pressed, Retain will recreate the enrollment, remove the old Device ID, and resend the registration
email. The end user will need to repeat the enrollment process stated in the email to register the new
device.

A device without a Time of Registration is not registered. A Not Registered device has had the
registration process begun but the user has not completed the registration process. No archiving is
being done until the process is complete.

Once devices have been added and registered, they are accessible to be modified, removed from,
and archived by the Retain system.

Device List

Encoliment
e Display Hame EMad Address Phane Humber Device ID i Devier Added Time of Registration FON IME]
CLISFBO  Alleen O'Leary
OBCASEC  Aidenls
OIDMGAC  Leroy Senking
IOAAMS]  Blake Thieg

ileengwpwt 4 gwava net VZDZQCHTPEDSAN ZTYEOMEWN 19-Apr-2017 131812
MIRAPTHODEPBIOKIMZESAT 19-Apr-2017 15:10:56
AEBGIOIEOSIMOIMIYSCTNSY 19-Apr-2017 1520041

801 B47-8309 VERVSII0CEKSCTELOKTRRENH 04-May-2017 13:20:49

The Delete Device button will remove the device from device management but will not remove the
data.

The Generate Report button will open a new Reporting and Monitoring: Generate report window,
where a report can be created.
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O I !eta I n Welcome to the Reporting and Monitoring Home Page

Home Report ¥ Schedule Report ¥ Manage Scheduled Reports ¥ System Monitor  Mailbox Error Monitoring Maintenance

Generate report: Device Management

This report generates the device registration details by user, generation time, registration time

Report Output Format HTML v
Registration Date v
Sort Rows by Column
Descending v
Maximum Returned Rows 1000

|i|SeIect.-"UnseIect all actions

Actions
vl onRegistered Users.
Deliver Report In Browser v
Generate

Batch Device Registration

A CSV file can be created with a list of devices to allow for the batch creation of many devices.

The display name and email address is required in all cases. An email registration will send an email
to the user and they will need to open the email and click the link to register the device.

If registering a device automatically then the display name, email address, phone and IMEI numbers
are required.

Bob Wood,Bobby@Microfocus.com (email registration required fields.)
Jane Doe,Jane@Gmail.com,8018675309,49-015420-323751 (automatic registration required fields)

The format of the CSV file can be found by downloading the sample file. Generally of the form:
Display name, Email address, Phone number, Device IMEI number.

#Batch Device Registration - CSV file format
#Please check online documentation for more information.

#Email registration requires Display Name + Email Address as mandatory fields and
no IMEI number should be specified.

Johnson Jonh, johnsonj@microfocus.com,5148279252,
Jane Doe, janed@microfocus.com,4148274522,

Bob Wood, bobw@microfocus.com,4548278127,

Joe Cole, joec@microfocus.com,5192278198,

Costa Mike,costad@microfocus.com,4122888798,

#Automatic registration requires Display Name + Email address + Phone Number + IMEI
number as mandatory fields.
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Johnson Jonh, johnsonj@microfocus.com,5148279252,352689080261454
Jane Doe, janed@microfocus.com,4148274522,352689080261454

Bob Wood,bobw@microfocus.com,4548278127,451289080261454

Joe Cole, joec@microfocus.com,5192278198,585149080264142

Costa Mike,costad@microfocus.com,4122888798,784149080264877

Provisioned Group

A provisioned group of users in your LDAP system can be used to register user devices. All fields are
required for automatic provisioning of user devices.

Provisioned groups are synced every 8 hours. A manual sync process can be triggered by clicking on
the “Synchronize Now” button.

When a user is added to the provisioned group, during the sync process the user will be identified as
new user by Retain.

If there are only name and email address fields a registration email will be sent and the user will have
to complete the registration process manually.

If there are name, email, phone and IMEI fields then the device will be registered automatically.

If there is no email address then an error will be logged and the user will not be added. Changing the
email address will trigger a new registration during the next synchronization process.

If a user is removed from the provisioned group then the archiving of messages will be disabled
during the next synchronization. If the user is added back into the group archiving will resume after
the next synchronization, messages and calls from the period outside of the group will not be
archived. The same mailbox will be used unless the email address was changed.

Provisioned Groups
:_:IJ Add Provisioned Group

Commaon Mame (e.g. cn=users] |on=RetainMoblebevices

Context (e.0. o=begnfinite] |ou=GwWTestSystern, o=gwava

LD#P Directary Imglermentation | Mg eDirectory w

LDAR Server (Host/IP) |rick-sdin.os gwava.com
LOAP Port {usualy 3539 or 636) |369
Use SSL |

LDAP Admin User (e.g. cn=admin,o=begnfinite) |cn=ldapuser,0=gwava

Password for LDAP Admin User |seees

LD&P sttibute for Full name |fulName
LO&P attribute for EMal [mai
LDaP attibute for Mobile phore rumbes rrnT
LOWP attribute for IMET | mobiizIME]

Common name: The common name of the provisioned group. The distinguished name of the
organizational unit of the group. For example, CN=MobileUsers.

Context: The context of the group, or the LDAP path to the organizational unit. For example,
OU="Special Groups”,0U=Users

Management



LDAP Directory Implementation: Choose NetlQ eDirectory or Microsoft Active Directory.
LDAP Server: The hostname or IP address of the LDAP server.

LDAP Port: 389 or 636.

Use SSL: Enable, if desired. Set the port appropriately above.

LDAP Admin User: The distinguished name of an LDAP admin. For example,
CN=admin,OU=Users,DC=company,DC=com

Password for LDAP Admin User: Password of the LDAP admin user.

LDAP attribute for Full Name: Specify the Display name field used in the directory. Required for email
registration. Required for IMEI automatic registration.

LDAP attribute for Email: Specify the email field used in the directory. Required for email registration.
Required for IMEI automatic registration.

LDAP attribute for Mobile phone number: Specify the mobile phone number field used in the directory.
Required for IMEI automatic registration.

LDAP attribute for IMEI: Specify the IMEI of the mobile device field used in the directory. Required for
IMEI automatic registration.

Litigation Hold

Litigation hold prevents a mailbox and its associated data from being deleted until the hold is
released. This will prevent items from being removed from disk by Mailbox Deletion, Item Deletion or
by users with the Delete Messages rights. If Data Removal is run and disk space does not increase it
may be because items are under Hold. Items not removed because of a hold will be shown in the
RetainServer log.

Add User

Add mailboxes by clicking on the Add User button and selecting user or users from the dialog box.
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- Litigation Hold savechanges [ () @)

Litigation Hold

If you have been granted rights to do so, you may apply or remove litigation hold on an entire users mailbox. You can apply a
hold on a per item basis from the main search interface. Holds placed here will prevent ALL messages from being deleted from
the relevant user listed when running a deletion manager job.

» n Jayden Smith
» n Alan Smithee

Add ltem

Individual or groups of items may have litigation hold applied by a user with the litigation hold right, for
example the admin user.

In the user's mailbox, select the item or items and click on the Litigation Hold action to apply the hold.

, LitigationHold (. Confidential State ¢ Delete g Forward =+ Export & Restors (8 Print

] Type From Subject
root <root@mail2 gwava net> The couch cover and hall drapes were blue. 26832 Tue Al
-
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8 Search User Guide

Retain User Guide

There are different ways to search the Retain Archives:

Retain Web Interface

The Retain web search interface is the core of the information retrieval system for the Retain archive.
Administrators, auditors, and users search for what they want and can view, print, export, or forward
the results. General users have the right to view their own archive, and will immediately be brought to
the Retain mailbox interface, but limited to their own account.

Retain takes a snapshot of each mailbox as an archive is made. Each message is stored where it
was found at the time it was archived.

A normal user will be directed to their Retain Mailbox. Users by default have the rights to View and
Save attachments, and Forward and Print messages.

O I !eta I n 16-Nov-2016 14:00 sl Welcome, dapple Language | English v| Help Logout
Browse Search Advanced Search QOptions
= 8 dappleidap Home - -
= dappleldap Forward (9 Print @, [Last30days v
== 25 | so0 75 100 1 2010 page
AE sent Items
N Type From Subject Recipients | Date
0 selected Clear selected
O =» rot The key you designed will fit the lock. 6707 Wed Nov 16 09:18:07 MST 2016 daprle 16-Nov-2016 09:18
<root@retaini2] gwavanet> dap
0 = . 52+ dapple o
<retain121@gwava net> Retain Test Message Tue Nov 08 13:52:05 MST 2016 dap 08-Nov-2015 13:52

If a user has at least one administrative right assigned, the user will see the Retain Management
console on login, and must select the ‘Search Messages’ option from the navigation window in order
to access the archive.

The full administrator interface opens with the following tabs, users may or may not have access to all
of these depending on the rights assigned by the admin:

.
OI !etaln 17-Sep-2015 02:08 fsl Welcome, admin Language |English | Admin Help Logou/
Browse Search Advanced Search Legacy Search Exported ltems Tag Definitions Options
= ® Administrator 2 A
LitigationHold (; Confidential State Tags Delete Forward g Export  — Restors  {@ Print Change Mailbex
=, Inbosx " -
B e [ @ [ [0 5w 7
% Drsfis [ | Tvpe Subject From
_ Notes
Oselected| Clear selected
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Browse

The Browse tab immediately grants access to the selected mailbox. Individual users will only see their
own mailbox, while users with the administrator right to search all mailboxes will have the option to
change mailboxes to another user.

Retain is an archiving solution not a message management system. All items are stored in the
location Retain found them in the production system and cannot be moved.

To change to a different mailbox, select the ‘Change Mailbox’ button in archive toolbar. Once clicked,
the ‘Select Mailbox’ dialog will open.

Select Mailbox x

Criteria

| First Name b | | begins with hd | | | | Search |
System Show only users [] Show only recently cached items [

Currently Selected
Stubby User (69890680-14F2-0000-B519-1BBEB426358D)

Previous - Next ||go to page

- [ Fist [last] [ Mailbox [ Dept. | Tyve | __Domain [N
amandespk@EDIRS SocialMessage amandeepk@EDIR4 u SocialMessage
amandespk@NBLOCAL SocialMessage amandespk@MNBLOCAL u SocialMessage
amandespk@NBLOCAL SodalMessage amandespk@NBLOCAL U SocialMessage

() colinb@MNBLOCAL SocialMessage colinb@MNBLOCAL U SocialMessage

() ericm@EDIR4 SocialMessage ericm@EDIR4 U SocialMessage

) james@EDIR4 SocialMessage james@EDIRS U SocialMessage

) james@NBLOCAL SocialMessage james@NBLOCAL U SocialMessage

The Select Mailbox dialog asks for specific information. The Select which mailbox you want to see by
click-ing on its radio button and clicking OK.

When searching for a mailbox, the system of the mailbox must be selected as mailboxes from
different systems may have the same user name or criteria. Select which mail system the desired
user belongs to, specify any further criteria, or leave the criteria blank to display all possible
mailboxes from that system.

(If Retain for Social Messaging is set to anonymous user, all Social Messaging data will be contained
under the single user “?@?’, and separate user names and pertinent information is contained in the
‘from’ dia-log. Otherwise, individual user accounts will be displayed.)

If the search results are extensive, the system will have a ‘Next’ or ‘Previous’ button at the bottom of
the search results window, which displays the next set of results.

Refine search parameters to reach a manageable search result.

In Retain, you can only browse one mailbox at a time. To search multiple mailboxes simultaneously,
use the search function.

After selecting a mailbox, click ‘Ok’ to load that mailbox into the viewer.

How the browse interface appears will depend on the email system being archived.
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Exchange

<> IQEtaln 17-5ep-201502:08 8s Welcome, admin Language Admin Help Logoi/

Browse Search Advanced Search Legacy Search Exported ltems Tag Definitions Qptions

 Ltigetionkold () Confidertiaisize € Tags )¢ Delete (¥ Forward  mExpors  — Restors () Prin: nchangEMailbmc

q Last 30 days

| I |TypE ‘ From Subject

Mo items found between 18-Aug-201502:21 and 17-5ep-201502:21.

Junk Email
Drafts
{d Deleted items

Oselected | Clear selected

GroupWise

<> IQEtaln 17-5ep-201502:08 8s Welcome, admin Language Admin Help Logoi/

Browse Search Advanced Search Legacy Search Exported ltems Tag Definitions Qptions

E & UserEight Home
- i |, Liigstion Hald ) ConfidentialState §) Tags 3¢ Delete P Forward g Export & Restere = print nchangEMailbou

\g [Last 30 a3ys 25 500 7S perp

| (| | Type | Subject From

= Mailbox
A2, Sent Items

z= < Previous || Mext>

Date

Oselected | Clear selscted

Social Messaging

wl !etaln 17-5ep-201502:27 s Welcome, admin Language Admin Help LogotA

Browse Search Advanced Search Legacy Search Exported ltems Tag Definitions Qptions

E & =mandespk@MBLOCAL
Litigatien Hold ConfidentialState  #) Tags Delets Forward Export Restore @y Print Change Mailbox
& [ Facebock ¥ e} X r - a = F‘

] [istiee  [V] =2
Bwanrvosts Q Lest 30 days
[ Frienc Requests 25 50 7S perpage < Previ

3 essez= | | | Type ‘ From Subject | Recipients
B setus Updstes
[ Twiteer No items found between 18-Aug-2015 02:27 and 17-Sep-2015 02:27.
Oselectsd | Clear selected

Google Apps

.
wlqetaln 01-Dec-2015 17:53 & Welcome, admin e e I —

Browse Search Advanced Search Legacy Search Exported Items Tag Definitions Options

El & CarstenPiske o o
Litigation Hold  ((y Confidential State ¢ Delste b Forward [ Export

Restore gy Print O ChongeMaibox [ |

A Sent ltems
[P Work In Progress 50 75 100 <Previous | 1 2 o Next >
4 Bob - —
I coen [0 [ e | rom | subet | meons [ o |
E E::‘f"‘rm - g = Bob Fisher sttachment from goagle drive Carsten Piske 01-Dec-2015 17:44
m
= Mail ) ) - )
(1 B2 ColinBretagne hierograr: Dictionary.com Word of the Da Carsten Fiske 01-Dec-2015 17:46
0 selected[ Clear selected
(1 B2 ColinBretagne Ex- President of India diss last night Carsten Fiske 01-Dec-2015 17:46
[ [ [ R
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BlackBerry

.
<> I !eta I n 01-Dec-2015 1758 fs Welcome, admin Language |English 7| Admin Help Logout
Browse Search Advanced Search Legacy Search Exported Items Tag Definitions Options
= 2 BlackBerryZ10 -
Sl  Utisation Hold () ConfidentialState ¢ Delste (b Forward [=Export [y Restore g Print JE Change Mailoox @,
stas = (5] 75 @ “Previoe | 1 2
MMS - —
. | o | T ‘ e | Subject | Recipients | Date
f8azp [u] -] 436 Your My.T-Mobilz com tamporary password BlackBerry710 01-Jun-201517:13
& PSR Messages -
Oselected| Clear selected | 2 B 156 Frae T-Mobile Msg- Unlimited web include BlackBerryZ10 01-Jun-2015 16:58
S| 156 Free T-Mohile Msg- Welcome to Canzda. Un BlackBerryZ10 01-Jun-2015 16:58

CellTrust

01-Dec-2015 17:48 ol Welcome, admin

<< [Qetain

Language | English ¥ | Admin Help Logout

Browse Search Advanced Search Legacy Search Exported Items Tag Definitions Options
= & lared Allen JE— Confidential 5 e E E R pri Change Mail .
= § Securetive J Litigation Hold G ConfisentiziState ¢ Deletz g Forward [ Export & Restore g Print n angeMailbex [ | ‘
Fasms = @ o 7 1o TR || oo ]RGS
0 selucted [FEREPEERFEAT] | ) ‘ T | e Suliect | [ | Date

No items found between 01-Nov-2015 1547 and 01-Dec-201

Mobile

19-Jul- 2016 12200 & Welcome, sdmin

<<>[etain

Language English = Admin Help Logout

Hrowsn Search Advanced Search Exposted Items. Tag Definitions Options
BB Teaghin - - .
e piiptonns () Covcecemisee B g D Owimte [Fforacd S Do T Rewee fly ine | = [Sver— @ (e (o] ¥
T (2] ©» » w “Fe 12 2 4| m “hiret >
8 rone cain 1| we | From Subject Recislents Dute
Oseiacved  Owar stiecues = Torgg Niu Tt 3 Al Matt 15542015 1300
[ R P At a0 44
nOE e T ot st D 87 i Wik a0
= g Niu Wit foor Froahs i tall of build 47 Al Matt 1552018 1242
(ST - [ —— Al ke 1900 3014 1437
. - - -
@I !eta]n 19-Dec-2016 16:21 s Welcome, admin Language |English v| Admin Help Logo
Browse Search Advanced Search Exported Items Tag Definitions Options
=2 Alan Smithoa
AIJ JLtigstiontold () ConmidentiaiState O, Delete b Forward  Exont o Restore @ e Pcrensemabex [ | @,
O []Projects ol
[Lastz0days | 50 75 100 | <Previous | 1 o to page Mext >
Fjweratre e (=] soto o
| ‘ Type | From Subject | Recipients | Date |
Oselected | Qlear selected !
Juliet Alan 15-Dee-
O E| Tango Re: Naw message that will test the REST collectar key s op—
» Alan Juliet 15-Dec-
o = Smith Naw message that will test the REST collector kay Tango 2014 1520

Toolbar

The toolbar has many different tools. Which tools are visible to each user will depend on what user

rights they have been granted.

You will first have to select one or more items with the checkbox before these will function.
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Litigation Hold o Confidentizl State

Last 30 days W | =

Date range

Last 30 days= il | o

Change Mailbox

[}

gotopage

Pay special attention to the date range tool. Only messages which fall into this specified time frame
will be displayed. The date range can be any of the drop-down options or it can be a custom range as

selected through the ‘custom’ calendar button.

Last 24 hours
Last Z days
Last 3 days
Last 7 days

Last & months
LastYear
Last 2 Years
Last 3 ears
Custom

Last 24 hours
Last 2 days
Last 3 days
Last 7 days
Last 30 days
Last 6 months
Last year
Last 2 years
Last 3 years

Custom

Litigation hold

Litigation Hold

The Litigation hold button applies the litigation hold property to messages and items. ltems with a

litiga-tion hold cannot be removed from the system. To apply or remove the litigation hold from items

in the archive, a user must have the litigation hold right.

Search User Guide
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Litigation Hold b4

Apply or remove litigation hold

Applying litigation hold prevents the deletion manager from deleting
the selectad item. Mote it is more efficient to exclude the entire
mazilbox if the majority of messages needs to be preserved.

Apply to selected items =
Remove from selected items

Ok || Cancel

To apply or remove a litigation hold, first select the desired item or items, then click the ‘Litigation
Hold’ button to open the litigation hold window.

Select whether to apply or remove the hold. Select ‘Ok’ to continue.

Items which have a hold placed on them display a miniature hold icon next to the message icon.

] B4 WY Times.com <mytdirectd

Confidential State

) Confidential State

Toggles the confidential state. Confidential items are only visible with Admin rights, or to those
specified by the user under the Options | Confidential Exceptions tab. ltems which a user has marked
in their box as Confidential may be viewed by other users who have the ‘See Confidential ltems [other
mailboxes]” admin right.
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Confidentiality 4

— Apply/Remove confidential state

You can apply or remove the confidential state to messages. This
will normally affect only messages in mailboxes you own, unless you
have been granted special rights. Unless you grant additional rights
to other usars, only you can view these items.

@]
®

] Apply/Remove confidentiality to children of selected messages

To apply a confidential state to an item, select the item then select the ‘Confidential State’ button.

ltems which have been marked confidential display the confidential icon below the message icon.

E4
o

Tags

The tags icon allows the application or removal of tags from items. This is only visible with appropriate
rights. Tags are an informative note which can be attached to any data item in the search messages
interface. To apply a tag, select an item and click the ‘Tags’ icon.

Tag Messages b 4

— Apply/Remove Tags

You may "tag” or "untag" messages here, and then search for items with these tags applied. This can be helpful for categorization purposes.

®
@]

[ Apply/Remove tag to children of salacted messages

'
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Select the tag which is to be applied. All tags open to use by the user will be displayed. There is no
limit to the amount of tags an item may have. An additional comment may be added to the tag for the
specific item or items selected. Additionally, any associated items or messages, ‘children’, such as all
messages in a thread, may also be selected for tag creation. Tags must be created previous to
applying them to mes-sages. See the Tag Definitions tab for more info.

Messages with a tag applied to them, either a global or personal, will show a miniature tag icon next
to the message or item icon.

Delete

Delets

The delete option allows users to mark items for removal from personal archives. This right is only
visible with rights. To delete an item, highlight the item and then select the ‘Delete’ button.

The Delete right is not a default right, it must be specifically added to users or groups. Messages or
data marked to be deleted will not necessarily be immediately removed, but will be queued for
deletion. The actual item removal will depend on server availability and the amount of items queued
for deletion.

Forward

Forerard

The Forward option allows users to forward messages out of their archive to a specified address. This
right is only visible to users who have the Forward Messages right. The STMP server must be setup
by the admin user under Server Configuration | Notification for this to function successfully.

Select a message or messages and then the ‘Forward’ button. Specify the address or comma-
separated addresses the messages should be forwarded to, a desired subject, and any comments.
Finally, select the ‘Forward Messages’ button and Retain will send the message via SMTP. This is a
default user right.

There will also be a notification entered in your Notification Center found under "Welcome,
[username]" at the top center of the Retain Mailbox web console.
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<>[etain

Notification Center

[ Refresh ][ Mark All Read ][ Delete All ]

When you perform actions such as ferwarding, exporting, and restoring, vou wil
receive notification messages here to let you know that the task has completed, and
provide =ome information as to the success or failure of the task.

Today

0 POF: Retain Export Job "Export Today" Completed 5.5t

E! FORVUARD: Mail forwarding complete 1543

Export

= Export

The Export option opens a PDF export window to create a PDF of the selected messages and emails
a notification to the specified email address. Messages will be displayed as navigable files in an
Adobe PDF Portfolio. The default view provides a list on top of the PDF viewer which works as a table
of contents to provide access to the exported archive and requires Adobe Flash to be installed on the
viewing workstation.

Core Settings tab
Select the desired message or messages and then the ‘Export’ button.

| Export Messages b4 '

Core Settings Output Attachments Miscellznaous

Basic PDF export settings are set here.

[Demo 1 |

|Exp0rt Set 17-Sep-2015 11:43:10 |

Basic PDF export settings are set here.

Send email when export is complete to
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Document Title

Document Subtitle

Comment to include

Download Filename

Password protect PDF (leave blank for none)
Output tab

Fill out the various options as desired.

Export Messages

BEREEEEE  Curv RS R

You may optionally include the fields listed below in the exported PDF.

oDoOoOoood

Cancel

cC

BCC

Creation date

Store date

Status flags (opened, read, etc.)
Box type (sent, received, etc.)
Parent folder

Attachments tab

File output and included fields can be edited
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Export Messages » .
Core Settings Output Attachments Miscellzneous

You may restrict which attachments are included and excluded by extension. By default all attachments are induded. You may also set the
maximum attachment size in MB.
— Include attachments with extension
Edit
— Exclude attachments with
2048
]

Cancel

You may restrict which attachments are included and excluded by extension. By default all
attachments are included. You may also set the maximum attachment size in MB.

Include attachments with extension

Exclude attachments with extension

Maximum size of attachments, in MB (must be less than 2048)
Export potentially dangerous attachments

Miscellaneous tab

Select which attachments to include and exclude from the PDF.

Export Messages b 4 '
Core Settings Output Attachments Miscellaneous

You may set the page size, or the total POF size.
Letter Partrait
2048

Cancel

You may set the page size, or the total PDF size.
Page Size to use
Letter

A4

Maximum size of PDF in MB (must be less than 2048)
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Time Zone

Additionally, any restrictions to the size or time zone for the PDF. If the archive size does not exceed
the maximum size, then the archive will be contained in one file. If the archive is larger than the
defined limit, it will be exported in multiple PDFs. Time zone information will be used for formatting
any time and date information in the email headers. The time written to the cover sheet and date
column in the PDF table of contents is written according to the time zone of the Retain Server.

When ready to export, select ‘Export’. Depending on the size of the selected archive, the export may
take some time.

Currently running export jobs are listed under the ‘Exported Items’ tab.

c | Qeta i n 18-Nov-2016 15:52 ¢b welcome, aileen (s | English Pl
Browse Search Advanced Search Exported ltems Options

= Exported Iltems

Alist of Export jobs is shown below. If you have any running {but not completed) jobs, they will be displayed, snd you may request cancellation.

For jobs that have completed, you may download and/or delete the exported file. Please note that the deletion cannot be undane.

Running Jobs:

Mo Items Found.

‘Completed Exports:

Size(KB)  Date

0 ExportSet 18-Nov-2016 155108.pdf 58 18-Nov-2016 15:51:31 A

Once complete, a notification email is sent, if a notification address was provided, and the PDF is
available under the ‘Exported ltems’ tab. Locate the desired export and select the disk icon to
download the fin-ished PDF. There will also be a notification entered in your Notification Center found
under "Welcome, [username]" at the top center of the Retain Mailbox web console.

<> [Retain

Notification Center

[ Refresh J[ Mark All Read ][ Delete All J

e

When you perform actions such as forwarding, exporting, and restoring, vou wil
receive notification messages here to let yvou know that the task has completed, and
provide =ome information as to the success or failure of the task.

Today

'a PDF: Retain Export Job "Export Today™ Completed t5:5:

Ea FORVUARD: Mail forwarding complete 1545
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Restore

Restore
)

This option restores messages to the message system. Forwarding is the preferred method to return
mail to the email system. To use, select the desired messages and select the ‘restore’ button. Once
there, select the target message system and mailbox. (If the user has rights to restore to any mailbox,
the target mailbox must be selected. Select the ‘Restore Message’ button and messages will be
restored to that account.

Restoring a message which currently exists in the target mailbox results in a duplicate message
existing in that mailbox. It is recommended to only restore messages that have been deleted from the
mail system, but exist in the Retain archive.

Restore works best with On-Premise Exchange, restoring the message completely to the Exchange
Inbox, which is seen as a new message by the system. With GroupWise, it restores a link to the
message, if stubbing server is configured in Retain but stubbing does not need to be enabled in
GroupWise and we do not recommend enabling Stubbing in GroupWise. Restore does not work with
GMail.

Print
== Print

This option allows users the ability to print selected messages. To use this option, select the desired
mes-sages and then select the ‘print’ button. The ‘print’ function utilizes the user’s local print
configuration; if there is no printer accessible to the local workstation, print will not function. This is a
default user right.

Change Mailbox

Change Mailbox

This option allows users who have the administrator right to see all mailboxes, or who have proxy
rights to another mailbox, the ability to switch mailboxes.

Quick Search

| | &

The Quick Search is a way to rapidly search for data in the subject field of messages in the selected
mail-box.

Results per page selector

25 50 75 | 200 |[ perpaze |
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Results are automatically set to 100 per page. The selector allows the user to specify how many
messages are to be displayed on each page. There are predefined values, or the user may put their
own dictated limit in the field provided.

Previous/Next

]
%]
L]

. 5 Mext =

The Previous/Next option allows users to navigate through the search or browse result pages. The
total number of pages is displayed next to the ‘Next’ button.

Select a number to immediately move to the desired page

Go to Page

g0 to page

The Go To Page option allows users to specify what page they want to jump to.

Select the option box, specify the page number desired, and hit ‘enter’ to immediately go to that page.

Quick View

B4

The Search interface incorporates a quick view option. This option allows users to quickly view the
body of a message without having to actually open the message in the interface. To access the quick
view, click on the message or data item icon next to the check box.

width=device-width, initial-scale=1.0 Fox Mews Insider Daily Scoop -- The Latest
Headlines from Fox News Channel http://email.foxnews.comyt?
r=7&c=393608&|=438t=7036E:B16ASR04CTC2SFADG FFFFEBEBBDOS2BAR, Fox
Mews Scoop Fox News Scoop Today's Top Stories Sepkember 15, 2015
hittp://email foxnews.com/t?

r=7&c=39360&|=438cH=7036F: B16ABS04CTC2SFADE 7FRFGEESEDDE 2 BAR:
Shocking: HS Player Rips Off Opponent's Helmet, Bashes Him in the Head With It
http://email foxnews.com/t?
r=78c=393608&|=438cH=7836F: B16ABS04C T C2SFADE 7FRFEEESEDDE 2 BAR
http://email foxnews.com/t?

r=7&c=393608]=438=75370: B16A8S04CTC2SFADS FFFFEESESEDDE2ZBAR:
http://email foxnews.com/t?

r=7&c=39360&|=4384=78370:B16A8804CC2SFADS PFFFEEEBBDOS2BAS,
TONIGHT: Watch Bill, Megyn & Sean LIVE After the Reagan Library Debate
http://email foxnews.com/t?

r=7&c=39360&|=4384=70371:B16A8804CTFC2SFADE PFFFESEBBDOS2BAS:
http:/email foxnews.com/t?
r=7&C=393608&|=438c=75371:B16A8804CTC2SFADEFFFFESESBDOSZBAR Will
Trump Attack Carson at 2nd Debate? ‘It Depands on What He Does with Mg’
http:/email foxnews.com/t?

r=78&c=393608&|=438c=75372:B16A8504CT C2oFADEFFFFESESBDOSZBAR: Biden:
Trumn's "Sick Messane’ Has Been Tried Bafree & T Moesn't Wk

Once selected, the quick view window opens to quickly display the message contents.
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The Quick View is a display only function and there are no actions available from this interface. When
complete, close the window by clicking on the ‘X’ at the top right corner of the window.

Selection and sorting

ry

[ | Tyee From Subject Recipients Date Mailbax Folder

The top column bar contains all the different column headers and is located directly beneath the
toolbar. This tool contains a select all/none checkbox as well as sortable column headers. Every
column in this bar may be sorted by order except the ‘Mailbox’ and ‘Folder’ columns. (They are multi-
value attributes and thus are not sortable.)

Browse Tab Defaults

By default, the browse window remembers which mailbox last browsed was, and will return to that
mail-box when opened. When Administrators first login, they will be taken immediately to their
mailbox. Afterwards, the browse will remember their last location.

Search

The search in Retain 4 is designed to work much like a Google search, with anticipated auto-correct
search terms. The Search tab will allow searching across the entire Archive for administrators, while
users will only be able to search their own archive.

<> Reta i n 01-Dec-2015 16:14 83 Welcome, admin Language | English ¥ | Admin Help Loge

Browse search Advanced Search Legacy Search Exported Items Tag Definitions Options

The Search tab allows for management of searches. This is accomplished by Saving searches for
later use. These searches can then be shared with others, loaded later, removed when no longer
desired, and trimmed to remove duplicate data.

1 - !

The icons for these functions are on the right, next to the search field. In order: Load, Save, Share,
Delete, and Collapse Duplicates. Collapse duplicates removes all duplicate results but only functions
with Group-Wise mailboxes.

To begin a search, type the desired search term into the search query field, or load a saved search.
The search results will be automatically populated on specified search terms after a sufficient pause
in typing. The auto complete suggestion feature requires at least 3 characters to be specified and a
pause of several seconds before it will begin to work.

Tokenized Search Phrase

The indexing engine follows Unicode Standard Annex #29. This standard uses many common
characters suchas'".: @ + - */and, as phrase ending or beginning characters. These characters
will cause the system to read any character separated terms as individually entered items when the
search is performed. Individually entered terms are treated as OR searches. For example, this means
that using the search term 10/20 will be processed as 10 OR 20. Substituting a space instead of the
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character will provide a logical 'AND' search. For example, searching for 10 20 will be processed as
10 AND 20 as the search term. For example, searching for an email address test@gwava.com will
drop the @ even in an exact search with double quotes and with return test AND gwava.com.

Spaces between normal search terms are a delimiter between search terms:
The search algorithm follows these criteria:

1. Highest weighting: All delimited words together consecutively. (e.g. Searching for "quick brown
fox" while the message contains: "The quick brown fox jumped over the lazy dog.")

2. All delimited words in the string although they may not be right next to each other. (e.g. quick
AND brown AND fox)

3. Least weighting: Any of the delimited words in the string. (e.g. quick OR brown OR fox)

Results from these different terms are weighted in the order listed above. This behavior can be
overridden by locating the solarcloud.indexing.properties file and changing the property
phraseSearch.singleWordMatch. Setting this property to '0' turns this off, while leaving it set at "1
activates this search behavior.

Result terms are also highlighted in the user interface to ease visual confirmation that the term exists
in the message. However, terms in attachments are not highlighted.

Wildcard Search

Accepted wildcard characters are: *, ?, and "". The *’ denotes ‘any character or characters’, while the
“?” denotes ‘any one unknown character’. The double quotes(*’) denote an exact phrase, and only
that exact phrase. For instance, a search for the term “We all love spoons” will fetch a result of that
exact phrase. Asterisks may be added inside the double quotes to allow for incomplete or unknown
words: “*e all love sp*” will return both ‘We all love spoons for our ice cream’, and ‘We don't like
sporks but we all love space.’. While the ‘?’ works like the asterisk, it is only for a single unknown
character. This is particularly helpful when searching for exact phrases where the terms may be
misspelled. For example, “Their going” would miss a misspelled ‘there going’. However, if the search
term were “The?? going”, it would catch both.

Supported Regex characters are listed in the Advanced Search section.

6 Iqeta i n 03-May-201603:57 tsl Welcome, admin Language English v Admin Help Logout
Browse Search Advanced Search Legacy Search Exported ltems Tag Definitions Options

| reporting service =
n
Searchin -k | Feport:weekly

Subject(17,987) | report: weekly report Tegs Delete ( Forward = Export Restors [ Print

Sender(?) report: daily 25 50 75 ([200]) perpez= 3 1 2 3 . 2835 Nedt
Recipient(0) . —

Domain(0) report: daily report Subject Recipients Date Mailbox Folder
Attachment Name| report fpe 2-15-08 Retain Tast Messaga Tus

Samsung Galaxy 51l QA Phone 18-Aug-201514:53  SamsungGalmqySll  Trash
- Aug1814:53:54
Message Content( report fpe 3-31-08
CHIEHOV)’EQJ Retain Test Message Tue

o by ng ey A e 18- 01514:53 s GalaxyS| Aailby
report fpe 1-15-08 Aug 131453 Samsung Galaxy SIll QA Phan 8-Aug-201514: SamsungGalaxySIll  Mailbox

Scope  +more collins development - report

Foress Al Hepert Joy Dietel 20-Feb 20080935 IDietsl Jicensing
Item Source sma development - report submission receive B B - o o
DateRangelay Bwavareporting Yo Amal BEpothes o, e WEebo0eisas D ——

gwava reporting service

Your Annual Report has

y Dietel 6-Feb-2007 15:51 =1 c
b Jody Dietel 26-Feb-2007 15:5 IDiet Exec Asst

Mailboxes +mere ehm-gwavaapp (linux) report:

Tag + non ebm-gwavaapp (linux) report: weekly

" Nous Aol Epo) hes Jody Dietel 28-Feb- 20080843  IDfetel ExecAsst
: ebm-gwavaapp (linux) report: weekly report been filed

Misc. +mars

Seen on 20/20: Miracle

| News Report Anti-Aging Pill emaughan?$@gmail com 06-Jun-2014 1310 StarLond Inbox.

Oselected | Clearselected

Seen an 20/20: Miracle

1 News Report Anth-Aging bil emaughan?$@gmail com 06-Jun-2014 13-10 DraxTheDestroyer  Inbox

Select a final query, either by hitting enter, clicking with the mouse, or using arrows and hitting enter.
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Search results will display the results with the search term highlighted for each message. The
message type, Sender, Subject, Recipients, date, mailbox, and folder are all displayed.

03-May-201603:58 #al Welcome, admin

= [Retain

Search Advanced Search Legacy Search Exported Items Tag Definitions Options

Browse
I F=X B rep

et e s Current Search In: (6,944 hits) All

Subject(236) Utigation Hold (. ConfdentisiState ) Tags )¢ Dslets (b Forvard = Export  — Restors () Print
/ & -
Sender(1) 25 50 75 [0, perpege |&
Recipient(0) -
2 L F Subject Recipients
Domain(0) g 1t e 2! o
Attachment Name(1) [ = “Rep. Jody Dists!
Message Content(6,908)
Category(0) A A Marci Gehris "Rep. Marsha Blackburn” <website@nrec.org> Jody Dietel
Scope +more =
(] = Terry Bentley lkcon rep/ Document Selutions/ AM Meeting {personal}
Item Source +more .
1 25  LindaCampbell T3Rep for TSPA ‘Therasa Cheng
Date Range +more
B & Terry Bentley Creative B =
Mailboxes +more
1 s  LindaCampbel Re: T3 Rep for TSPA Therasa Cheng
Tag +more
H A Rep ~*Please Read™*
Misc. +more
= - Céann & Ban. Wilinadia $hafras ammrl it

Language English

Date Mailbax Folder
19-56p-200809:59  IDistel Trash

Human

14.1an-200809:07  IDitel
Resources

06-Dec200710:33  TBentley Calendar

14Feh 20080931  [Campbell Sent ltems
05-Dec20071305  TBentley Sent Items
34 Feh 20080951  LCampbell Sent ltems
28-Aug200816:16  TmBentley VERIZON

AR ANIAAT1 st [

v Admin Help Logout

Once search results have begun to populate, the left hand scope pane is populated with limiting and
fil-tering options. If faceting is enabled the side bar will show numbers next to each section, indicating
how many hits there are for each particular topic. The hits are total numbers of matching instances,

not items. So if a message states a search term several times in the message body, it will be counted

as that many hits even though it is only one message.

Search In

Subject{0)
Sender(18,338)
Recipient(5,353)
Diomain(18,849)
Attachment Name((0)
Message Content(19,230)
Category(0)

-less

Subject

Sender

Recipient

Domain
Attachment name
Message content

Category

The Search In criteria limits the area in the message or data where the search is performed:

+ The Subject indicates hits in the Subject field.
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+ The Sender field contains the sender of the message or data item.
+ The Recipient is the recipient of the item or message.
+ The Message Content will search in the following locations within a message:
+ body
+ attachment
+ subject
+ headers
Searching exclusively for the domain will be effective with search terms if a complete domain is
provided, otherwise the term is recognized as text. If the top level domain is not known, (.com, .org,

.edu, .etc) then the search term should use an asterisk afterwards. For example, searching for
gwava.com will yield good results, as will searching for gwava.* or gwava*, though results will vary.

Searching for an item that has BCCed recipients has some special behavior. Retain acts like a normal
email system, only the sender and the BCCed recipient can see themselves. If you are logged in as
the sender, you will be able to see To, CC and BCC recipients as normal. If you are logged in as the
To, or CC recipients, you will only see the Sender, To and CCed recipients. If you are logged in as a
BCC recipient, you will see the Sender, To, CC, and no other BCC recipients. If you are logged in as
admin and in a mailbox other then the Sender, you will not see the BCC recipients listed in the item
even though they are returned from the correct mailboxes, except from the Sender folder, because
admin is not one of the BCC recipients.

Item Type

The Item Type criteria option limits the type of message which is to be searched. All item types are
available in the scope term. Again, the number of available hits is displayed to the side.

The Message Item Type includes:

+ Mobile: SMS & MMS

+ BlackBerry: BBSMS, BBMMS, BBMsg
¢ CellTrust: CTSMS

+ Bloomberg: BLMBMessage
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Item Type -less
[ ] maail
[ ] Phone Message
[] Appointment

[ Task

[ ]rote

|:| Message
[ ] Phone Call

[ 1BBPIN

[ ]wvall Posts

[ ] Requests
[ Chats

[ Likes

|:| Events

[ ] Status Updates
|:| Comments
[ ]searches

|:| Group Posts
[ Jwweb mail
[ Media

[ ] Rating

Mail

Phone message
Appointment
Task

Note

Message
Phone call

BB PIN

Wall posts
Requests
Chats

Likes

Events

Status updates

Comments
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Searches
Group posts
Web mail
Media

Rating

Item Source

The Item Source criteria option limits the results to a particular source. This source can be limited to
show ‘received’, ‘personal’, ‘sent’, or ‘draft’ items.
ltem Source -less

[ |Received(19,214)
[ ]Personal(0)
[]Sent(8)

[ ] Draft{0)

Received
Personal
Sent
Draft

Date Range

The Date Range criteria limits the time frame of item’s creation. Only messages which conform to the
date range selected will be displayed in the results field.

The date range may be specified for any of the dates corresponding with an item. The range may also
be selected form the drop-down menu, with pre-configured times for last week, month, or year. These
time frames are for the past 7 days, the past 30 days, or the past year, not the previous calendar time
frame.

Date Range -les
Sent Date

e I
End Date

mim:dd sy To |mmiddfyyy

Last Wesk(O}

Last Month(234)
Bl — ﬂ Last Year[5,208)

Mailboxes

The Mailboxes criteria limit which mailbox or mailboxes the search will pull results from. To add users
to the selected mailboxes list, click on the ‘Select’ button to launch the mailbox selection window.
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Mailboxes -jes

Select

— Currently Selected
Mo Mzilboxes

The Select Mailboxes window allows for searching of every mailbox available to the user, the admin
user can search all mailboxes. Mailboxes must be searched for by system and specified criteria. The

results of the search are displayed below, while the active selected mailboxes can be added to the

dialog through the use of the ‘Add Selected’ button along the top. Alternately, if the ‘Add All' button is

clicked, it will add all mailboxes displayed in the search results, the Address Book field. Addresses

which have been added to the top field may be removed by selecting the red ‘X'.

| AddSelected || AddAll || Ok || Cancel |

Select Mailboxes x

— Currently Selected

> Stubby 12 User

— Criteria
[First Name [begins with |stubb-y | | Search |
System Showonlyusers [ show only recently cached items []

— Address Book

Previous Mext go to page

I Stubby User MWPO Stubby new U MWDom
|:| Stubby 14 User GW14LKPO Stubby14 U GW14LXDom

Once the desired addresses have been added to the top window, select the ‘OK’ button to load them

into the search pane.
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Address e

nytdirect@nytimes.com (62)
nytimes@ga.gwava.com (62)

The Address option limits the results to a selected address. The addresses available are displayed
below, and may be selected Addresses in the window are dictated by what is in the result set.
Selecting an address adds it as a filter to the top of the search window, or the user may specify an
address manually. Multiple addresses may be added to the search window at a time. To remove an
address filter, select the ‘X’ next to the active address, and the result set will be reset.

Tag

Tag - less

-—- Global Tags -----
Cazel234

Watch

bug53340)

The Tag option limits the search to items which have been tagged with a specific tag definition. The
tag definitions may be personal or global. Tags must be specified in advance and applied before this
option will work. Select the desired tag to limit the result set.

Misc.

MiSC. -less

Litization Hold |-— ﬂ
Confidential |- ﬂ

The Misc option contains limits for the Litigation hold and the Confidential tags. They have two
settings: True or False. A Setting of ‘True’ restricts all results to only items which have the selected
tag.

Adv